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General
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	HTTPS/TLS: Dynamic load the SSL Certificate by Server Name Indication (SNI).


	serverless：Allows to dynamically run Lua code at different phase in APISIX.


	redirect: URI redirect.




Transformation


	response-rewrite: Set customized response status code, body and header to the client.


	proxy-rewrite: Rewrite upstream request information.


	grpc-transcode: REST <–> gRPC transcoding.


	fault-injection: The specified response body, response code, and response time can be returned, which provides processing capabilities in different failure scenarios, such as service failure, service overload, and high service delay.




Authentication


	key-auth: User authentication based on Key Authentication.


	JWT-auth: User authentication based on JWT [https://jwt.io/] (JSON Web Tokens) Authentication.
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Security


	cors: Enable CORS(Cross-origin resource sharing) for your API.


	uri-blocker: Block client request by URI.


	ip-restriction: IP whitelist/blacklist.




Traffic


	limit-req: Request rate limiting and adjustment based on the “leaky bucket” method.


	limit-conn: Limite request concurrency (or concurrent connections).


	limit-count: Rate limiting based on a “fixed window” implementation.


	proxy-cache: Provides the ability to cache upstream response data.
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Monitoring


	prometheus: Expose metrics related to APISIX and proxied upstream services in Prometheus exposition format, which can be scraped by a Prometheus Server.


	OpenTracing: Supports Zikpin and Apache SkyWalking.
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Loggers
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	tcp-logger: Log requests to TCP servers.


	kafka-logger: Log requests to External Kafka servers.


	udp-logger: Log requests to UDP servers.


	sys-log: Log requests to Syslog.


	log-rotate: Rotate access/error log files.







Deploy


AWS

The recommended approach is to deploy APISIX with AWS CDK [https://aws.amazon.com/cdk/] on AWS Fargate [https://aws.amazon.com/fargate/] which helps you decouple the APISIX layer and the upstream layer on top of a fully-managed and secure serverless container compute environment with autoscaling capabilities.

See this guide [https://github.com/pahud/cdk-samples/blob/master/typescript/apisix/README] by Pahud Hsieh [https://github.com/pahud] and learn how to provision the recommended architecture 100% in AWS CDK.




Kubernetes

See this guide and learn how to deploy apisix in Kubernetes.
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Route

API：/apisix/admin/routes/{id}?ttl=0

Description：Route matches requests based on preset rules, and loads the appropriate plugin according to the matching result, then forwarding requests to target Upstream.


Request Methods：




|Method      |Request URI|Request Body|Description        |
|———|————————-|–|——|
|GET      |/apisix/admin/routes/{id}|NULL|Fetch resource|
|PUT      |/apisix/admin/routes/{id}|{…}|Create resource by ID|
|POST     |/apisix/admin/routes     |{…}|Create resource, and ID is generated by server|
|DELETE   |/apisix/admin/routes/{id}|NULL|Remove resource|
|PATCH    |/apisix/admin/routes/{id}|{…}|Standard PATCH. Update some attributes of the existing Route, and other attributes not involved will remain as they are; if you want to delete an attribute, set the value of the attribute Set to null to delete; especially, when the value of the attribute is an array, the attribute will be updated in full|
|PATCH    |/apisix/admin/routes/{id}/{path}|{…}|SubPath PATCH, specify the attribute of Route to be updated through {path}, update the value of this attribute in full, and other attributes that are not involved will remain as they are. The difference between the two PATCH can refer to the following examples|


URI Request Parameters：




|parameter      |Required   |Type |Description        |Example|
|———|———|—-|———–|—-|
|ttl     |False |Auxiliary   |Expires after target seconds|ttl=1|


Request Body Parameters：




|Parameter      |Required   |Type |Description        |Example|
|———|———|—-|———–|—-|
|name     |False |Auxiliary   |Identifies route names.|customer-xxxx|
|desc     |False |Auxiliary   |route description, usage scenarios, and more.|customer xxxx|
|uri      |True |Match Rules|In addition to full matching such as /foo/bar、/foo/gloo, using different Router allows more advanced matching, see Router for more.|”/hello”|
|host     |False |Match Rules|Currently requesting a domain name, such as foo.com; pan-domain names such as *.foo.com are also supported.|”foo.com”|
|hosts    |False |Match Rules|The host in the form of a list means that multiple different hosts are allowed, and match any one of them.|{“foo.com”, “*.bar.com”}|
|remote_addr|False |Match Rules|The client requests an IP address: 192.168.1.101, 192.168.1.102, and CIDR format support 192.168.1.0/24. In particular, APISIX also fully supports IPv6 address matching: ::1, fe80::1, fe80::1/64, etc.|”192.168.1.0/24”|
|remote_addrs|False |Match Rules|The remote_addr in the form of a list indicates that multiple different IP addresses are allowed, and match any one of them.|{“127.0.0.1”, “192.0.0.0/8”, “::1”}|
|methods  |False |Match Rules|If empty or without this option, there are no method restrictions, and it can be a combination of one or more: GET,POST,PUT,DELETE,PATCH, HEAD,OPTIONS,CONNECT,TRACE.|{“GET”, “POST”}|
|priority  |False |Match Rules|If different routes contain the same uri, determine which route is matched first based on the attributepriority. Larger value means higher priority. The default value is 0.|priority = 10|
|vars       |False  |Match Rules |A list of one or more {var, operator, val} elements, like this: {{var, operator, val}, {var, operator, val}, ...}}. For example: {"arg_name", "==", "json"} means that the current request parameter name is json. The var here is consistent with the internal variable name of Nginx, so you can also use request_uri, host, etc. For the operator part, the currently supported operators are ==, ~=,>, <, and ~~. For the > and < operators, the result is first converted to number and then compared. See a list of supported operators |{{“arg_name”, “==”, “json”}, {“arg_age”, “>”, 18}}|
|filter_func|False|Match Rules|User-defined filtering function. You can use it to achieve matching requirements for special scenarios. This function accepts an input parameter named vars by default, which you can use to get Nginx variables.|function(vars) return vars[“arg_name”] == “json” end|
|plugins  |False |Plugin|See Plugin for more ||
|script  |False |Script|See Script for more ||
|upstream |False |Upstream|Enabled Upstream configuration, see Upstream for more||
|upstream_id|False |Upstream|Enabled upstream id, see Upstream for more ||
|service_id|False |Service|Binded Service configuration, see Service for more ||
|service_protocol|False|Upstream protocol type|only grpc and http are supported|http is the default value; Must set grpc if using gRPC proxy or gRPC transcode|

For the same type of parameters, such as host and hosts, remote_addr and remote_addrs cannot exist at the same time, only one of them can be selected. If enabled at the same time, the API will response an error.

Config Example:

{
    "id": "1",                  # id, unnecessary.
    "uri": "/release/a",        # uri
    "uris": ["/a","/b"],        # A set of uri, URL and uris need only have a non-empty one.
    "methods": ["GET","POST"],  # Can fill multiple methods
    "host": "aa.com",           # host
    "hosts": ["a.com","b.com"], # A set of host. Host and hosts only need to be non-empty one.
    "plugins": {},              # Bound plugin
    "priority": 0,              # If different routes contain the same `uri`, determine which route is matched first based on the attribute` priority`, the default value is 0.
    "name": "route-xxx",
    "desc": "hello world",
    "remote_addr": "127.0.0.1", # Client IP
    "remote_addrs": ["127.0.0.1"], # A set of Client IP. Remote_addr and remo-te_addrs only need to be non-empty one.
    "vars": [],                 # A list of one or more `{var, operator, val}` elements
    "upstream_id": "1",         # upstream id, recommended
    "upstream": {},             # upstream, not recommended
    "filter_func": "",          # User-defined filtering function
}





Example：

# Create a route
$ curl http://127.0.0.1:9080/apisix/admin/routes/1 -H 'X-API-KEY: edd1c9f034335f136f87ad84b625c8f1' -X PUT -i -d '
{
    "uri": "/index.html",
    "hosts": ["foo.com", "*.bar.com"],
    "remote_addrs": ["127.0.0.0/8"],
    "methods": ["PUT", "GET"],
    "upstream": {
        "type": "roundrobin",
        "nodes": {
            "39.97.63.215:80": 1
        }
    }
}'

HTTP/1.1 201 Created
Date: Sat, 31 Aug 2019 01:17:15 GMT
...

# Create a route expires after 60 seconds, then it's deleted automatically
$ curl http://127.0.0.1:9080/apisix/admin/routes/2?ttl=60 -H 'X-API-KEY: edd1c9f034335f136f87ad84b625c8f1' -X PUT -i -d '
{
    "uri": "/aa/index.html",
    "upstream": {
        "type": "roundrobin",
        "nodes": {
            "39.97.63.215:80": 1
        }
    }
}'

HTTP/1.1 201 Created
Date: Sat, 31 Aug 2019 01:17:15 GMT
...


# Add an upstream node to the Route
$ curl http://127.0.0.1:9080/apisix/admin/routes/1 -H'X-API-KEY: edd1c9f034335f136f87ad84b625c8f1' -X PATCH -i -d '
{
    "upstream": {
        "nodes": {
            "39.97.63.216:80": 1
        }
    }
}'
HTTP/1.1 200 OK
...

After successful execution, upstream nodes will be updated to:
{
    "39.97.63.215:80": 1,
    "39.97.63.216:80": 1
}


# Update the weight of an upstream node to the Route
$ curl http://127.0.0.1:9080/apisix/admin/routes/1 -H'X-API-KEY: edd1c9f034335f136f87ad84b625c8f1' -X PATCH -i -d '
{
    "upstream": {
        "nodes": {
            "39.97.63.216:80": 10
        }
    }
}'
HTTP/1.1 200 OK
...

After successful execution, upstream nodes will be updated to:
{
    "39.97.63.215:80": 1,
    "39.97.63.216:80": 10
}


# Delete an upstream node for the Route
$ curl http://127.0.0.1:9080/apisix/admin/routes/1 -H'X-API-KEY: edd1c9f034335f136f87ad84b625c8f1' -X PATCH -i -d '
{
    "upstream": {
        "nodes": {
            "39.97.63.215:80": null
        }
    }
}'
HTTP/1.1 200 OK
...

After successful execution, upstream nodes will be updated to:
{
    "39.97.63.216:80": 10
}


# Replace methods of the Route  --  array
$ curl http://127.0.0.1:9080/apisix/admin/routes/1 -H'X-API-KEY: edd1c9f034335f136f87ad84b625c8f1' -X PATCH -i -d '{
    "methods": ["GET", "POST"]
}'
HTTP/1.1 200 OK
...

After successful execution, methods will not retain the original data, and the entire update is:
["GET", "POST"]


# Replace upstream nodes of the Route -- sub path
$ curl http://127.0.0.1:9080/apisix/admin/routes/1/upstream/nodes -H'X-API-KEY: edd1c9f034335f136f87ad84b625c8f1' -X PATCH -i -d '
{
    "39.97.63.200:80": 1
}'
HTTP/1.1 200 OK
...

After successful execution, nodes will not retain the original data, and the entire update is:
{
    "39.97.63.200:80": 1
}


# Replace methods of the Route -- sub path
$ curl http://127.0.0.1:9080/apisix/admin/routes/1/methods -H'X-API-KEY: edd1c9f034335f136f87ad84b625c8f1' -X PATCH -i -d'["POST", "DELETE", " PATCH"]'
HTTP/1.1 200 OK
...

After successful execution, methods will not retain the original data, and the entire update is:
["POST", "DELETE", "PATCH"]






Response Parameters




Return response from etcd currently.


Available Operators

|Operator   |Description       |Example|
|——–|———–|——-|
|==      |Equal      |{“arg_name”, “==”, “json”}|
|~=      |Not Equal    |{“arg_name”, “~=”, “json”}|
|>       |Greater Than     |{“arg_age”, “>”, 24}|
|<       |Less Than      |{“arg_age”, “<”, 24}|
|~~      |Regex   |{“arg_name”, “~~”, “[a-z]+”}|

Consider the following example: matching requests whose request name is equal to json, age is greater than 18, and address begins with China:

curl http://127.0.0.1:9080/apisix/admin/routes/1 -H 'X-API-KEY: edd1c9f034335f136f87ad84b625c8f1' -X PUT -i -d '
{
    "uri": "/index.html",
    "vars": [
        ["arg_name", "==", "json"],
        ["arg_age", ">", "18"],
        ["arg_address", "~~", "China.*"]
    ],
    "upstream": {
        "type": "roundrobin",
        "nodes": {
            "39.97.63.215:80": 1
        }
    }
}'





Back to TOC






Service

API：/apisix/admin/services/{id}

Description：A Service is an abstraction of an API (which can also be understood as a set of Route abstractions). It usually corresponds to the upstream service abstraction. Between Route and Service, usually the relationship of N:1.


Request Methods：




|Method      |Request URI|Request Body|Description        |
|———|————————-|–|——|
|GET      |/apisix/admin/services/{id}|NULL|Fetch resource|
|PUT      |/apisix/admin/services/{id}|{…}|Create resource by ID|
|POST     |/apisix/admin/services     |{…}|Create resource, and ID is generated by server|
|DELETE   |/apisix/admin/services/{id}|NULL|Remove resource|
|PATCH    |/apisix/admin/services/{id}|{…}|Standard PATCH. Update some attributes of the existing Service, and other attributes not involved will remain as they are; if you want to delete an attribute, set the value of the attribute Set to null to delete; especially, when the value of the attribute is an array, the attribute will be updated in full|
|PATCH    |/apisix/admin/services/{id}/{path}|{…}|SubPath PATCH, specify the attribute of Service to be updated through {path}, update the value of this attribute in full, and other attributes that are not involved will remain as they are. The difference between the two PATCH can refer to the following examples|


Request Body Parameters：




|Parameter      |Required   |Type |Description        |Example|
|———|———|—-|———–|—-|
|plugins  |False |Plugin|See Plugin for more ||
|upstream |False |Upstream|Enabled Upstream configuration, see Upstream for more||
|upstream_id|False |Upstream|Enabled upstream id, see Upstream for more ||
|name     |False |Auxiliary   |Identifies service names.|customer-xxxx|
|desc     |False |Auxiliary   |service usage scenarios, and more.|customer xxxx|

Config Example:

{
    "id": "1",          # id
    "plugins": {},      # Bound plugin
    "upstream_id": "1", # upstream id, recommended
    "upstream": {},     # upstream, not recommended
    "name": "service-test",
    "desc": "hello world",
}





Example：

$ curl http://127.0.0.1:9080/apisix/admin/services/201  -H 'X-API-KEY: edd1c9f034335f136f87ad84b625c8f1' -X PUT -i -d '
{
    "plugins": {
        "limit-count": {
            "count": 2,
            "time_window": 60,
            "rejected_code": 503,
            "key": "remote_addr"
        }
    },
    "upstream": {
        "type": "roundrobin",
        "nodes": {
            "39.97.63.215:80": 1
        }
    }
}'

HTTP/1.1 201 Created
...


# Add an upstream node to the Service
$ curl http://127.0.0.1:9080/apisix/admin/services/201 -H'X-API-KEY: edd1c9f034335f136f87ad84b625c8f1' -X PATCH -i -d '
{
    "upstream": {
        "nodes": {
            "39.97.63.216:80": 1
        }
    }
}'
HTTP/1.1 200 OK
...

After successful execution, upstream nodes will be updated to:
{
    "39.97.63.215:80": 1,
    "39.97.63.216:80": 1
}


# Update the weight of an upstream node to the Service
$ curl http://127.0.0.1:9080/apisix/admin/services/201 -H'X-API-KEY: edd1c9f034335f136f87ad84b625c8f1' -X PATCH -i -d '
{
    "upstream": {
        "nodes": {
            "39.97.63.216:80": 10
        }
    }
}'
HTTP/1.1 200 OK
...

After successful execution, upstream nodes will be updated to:
{
    "39.97.63.215:80": 1,
    "39.97.63.216:80": 10
}


# Delete an upstream node for the Service
$ curl http://127.0.0.1:9080/apisix/admin/services/201 -H'X-API-KEY: edd1c9f034335f136f87ad84b625c8f1' -X PATCH -i -d '
{
    "upstream": {
        "nodes": {
            "39.97.63.215:80": null
        }
    }
}'
HTTP/1.1 200 OK
...

After successful execution, upstream nodes will be updated to:
{
    "39.97.63.216:80": 10
}


# Replace upstream nodes of the Service
$ curl http://127.0.0.1:9080/apisix/admin/services/201/upstream/nodes -H'X-API-KEY: edd1c9f034335f136f87ad84b625c8f1' -X PATCH -i -d '
{
    "39.97.63.200:80": 1
}'
HTTP/1.1 200 OK
...

After successful execution, upstream nodes will not retain the original data, and the entire update is:
{
    "39.97.63.200:80": 1
}






Response Parameters




Return response from etcd currently.

Back to TOC




Consumer

API：/apisix/admin/consumers/{id}

Description：Consumers are consumers of certain types of services and can only be used in conjunction with a user authentication system.


Request Methods：




|Method      |Request URI|Request Body|Description        |
|———|————————-|–|——|
|GET      |/apisix/admin/consumers/{id}|NULL|Fetch resource|
|PUT      |/apisix/admin/consumers/{id}|{…}|Create resource by ID|
|POST     |/apisix/admin/consumers     |{…}|Create resource, and ID is generated by server|
|DELETE   |/apisix/admin/consumers/{id}|NULL|Remove resource|


Request Body Parameters：




|Parameter      |Required   |Type |Description        |Example|
|———|———|—-|———–|—-|
|username|True|Name|Consumer name||
|plugins  |False |Plugin|See Plugin for more ||
|desc     |False |Auxiliary   |Identifies route names, usage scenarios, and more.|customer xxxx|

Config Example:

{
    "id": "1",              # id
    "plugins": {},          # Bound plugin
    "username": "name",     # Consumer name
    "desc": "hello world",  # Consumer desc
}





The binding authentication and authorization plug-in is a bit special. When it needs to be used in conjunction with the consumer, it needs to provide user name, password and other information; on the other hand, when it is bound with route / service, it does not require any parameters. Because at this time, it is based on the user request data to infer which consumer the user corresponds to.

Example:

$ curl http://127.0.0.1:9080/apisix/admin/consumers/2  -H 'X-API-KEY: edd1c9f034335f136f87ad84b625c8f1' -X PUT -i -d '
{
    "username": "jack",
    "plugins": {
        "key-auth": {
            "key": "auth-one"
        },
        "limit-count": {
            "count": 2,
            "time_window": 60,
            "rejected_code": 503,
            "key": "remote_addr"
        }
    }
}'
HTTP/1.1 200 OK
Date: Thu, 26 Dec 2019 08:17:49 GMT
...

{"node":{"value":{"username":"jack","plugins":{"key-auth":{"key":"auth-one"},"limit-count":{"time_window":60,"count":2,"rejected_code":503,"key":"remote_addr","policy":"local"}}},"createdIndex":64,"key":"\/apisix\/consumers\/jack","modifiedIndex":64},"prevNode":{"value":"{\"username\":\"jack\",\"plugins\":{\"key-auth\":{\"key\":\"auth-one\"},\"limit-count\":{\"time_window\":60,\"count\":2,\"rejected_code\":503,\"key\":\"remote_addr\",\"policy\":\"local\"}}}","createdIndex":63,"key":"\/apisix\/consumers\/jack","modifiedIndex":63},"action":"set"}






Response Parameters




Return response from etcd currently.

Back to TOC




Upstream

API：/apisix/admin/upstreams/{id}

Description：Upstream configuration can be directly bound to the specified Route or it can be bound to Service, but the configuration in Route has a higher priority. The priority behavior here is very similar to Plugin.


Request Methods：




|Method      |Request URI|Request Body|Description        |
|———|————————-|–|——|
|GET      |/apisix/admin/upstreams/{id}|NULL|Fetch resource|
|PUT      |/apisix/admin/upstreams/{id}|{…}|Create resource by ID|
|POST     |/apisix/admin/upstreams     |{…}|Create resource, and ID is generated by server|
|DELETE   |/apisix/admin/upstreams/{id}|NULL|Remove resource|
|PATCH    |/apisix/admin/upstreams/{id}|{…}|Standard PATCH. Update some attributes of the existing Upstream, and other attributes not involved will remain as they are; if you want to delete an attribute, set the value of the attribute Set to null to delete; especially, when the value of the attribute is an array, the attribute will be updated in full|
|PATCH    |/apisix/admin/upstreams/{id}/{path}|{…}|SubPath PATCH, specify the attribute of Upstream to be updated through {path}, update the value of this attribute in full, and other attributes that are not involved will remain as they are. The difference between the two PATCH can refer to the following example|


Request Body Parameters：




In addition to the basic complex equalization algorithm selection, APISIX’s Upstream also supports logic for upstream passive health check and retry, see the table below.

|Name    |Optional|Description|
|——-         |—–|——|
|type            |required|roundrobin supports the weight of the load, chash consistency hash,ewma minimum latency ,pick one of them.see https://en.wikipedia.org/wiki/EWMA_chart for details|
|nodes           |required if k8s_deployment_info not configured|Hash table, the key of the internal element is the upstream machine address list, the format is Address + Port, where the address part can be IP or domain name, such as 192.168.1.100:80, foo.com:80, etc. Value is the weight of the node. In particular, when the weight value is 0, it has a special meaning, which usually means that the upstream node is invalid and never wants to be selected.|
|k8s_deployment_info|required if nodes not configured|fields: namespace、deploy_name、service_name、port、backend_type, port is number, backend_type is pod or service, others is string. |
|hash_on         |optional|This option is only valid if the type is chash. Supported types vars(Nginx variables), header(custom header), cookie, consumer, the default value is vars.|
|key             |required|This option is only valid if the type is chash. Find the corresponding node id according to hash_on and key. When hash_on is set as vars, key is the required parameter, for now, it support nginx built-in variables like uri, server_name, server_addr, request_uri, remote_port, remote_addr, query_string, host, hostname, arg_***, arg_*** is arguments in the request line, Nginx variables list [http://nginx.org/en/docs/varindex.html]. When hash_on is set as header, key is the required parameter, and header name is customized. When hash_on is set to cookie, key is the required parameter, and cookie name is customized. When hash_on is set to consumer, key does not need to be set. In this case, the key adopted by the hash algorithm is the consumer_id authenticated. If the specified hash_on and key can not fetch values, it will be fetch remote_addr by default.|
|checks          |optional|Configure the parameters of the health check. For details, refer to health-check.|
|retries         |optional|Pass the request to the next upstream using the underlying Nginx retry mechanism, the retry mechanism is enabled by default and set the number of retries according to the number of backend nodes. If retries option is explicitly set, it will override the default value. 0 means disable retry mechanism.|
|enable_websocket|optional| enable websocket(boolean), default false.|
|timeout|optional| Set the timeout for connection, sending and receiving messages. |
|name     |optional|Identifies upstream names|
|desc     |optional|upstream usage scenarios, and more.|
|pass_host            |optional|pass pass the client request host, node not pass the client request host, using the upstream node host, rewrite rewrite host by the configured upstream_host.|
|upstream_host    |optional|This option is only valid if the pass_host is rewrite.|

Config Example:

{
    "id": "1",                  # id
    "retries": 1,               # retry times
    "timeout": {                # Set the timeout for connection, sending and receiving messages.
        "connect":15,
        "send":15,
        "read":15,
    },
    "enable_websocket": true,
    "nodes": {"host:80": 100},  # Upstream machine address list, the format is `Address + Port`
    "k8s_deployment_info": {    # kubernetes deployment info
        "namespace": "test-namespace",
        "deploy_name": "test-deploy-name",
        "service_name": "test-service-name",
        "backend_type": "pod",    # pod or service
        "port": 8080
    },
    "type":"roundrobin",        # chash or roundrobin
    "checks": {},               # Health check parameters
    "hash_on": "",
    "key": "",
    "name": "upstream-for-test",
    "desc": "hello world",
}





Example：

$ curl http://127.0.0.1:9080/apisix/admin/upstreams/100  -H 'X-API-KEY: edd1c9f034335f136f87ad84b625c8f1' -i -X PUT -d '
{
    "type":"roundrobin",
    "nodes":{
        "127.0.0.1:80":1,
        "127.0.0.2:80":2,
        "foo.com:80":3
    }
}'
HTTP/1.1 201 Created
Date: Thu, 26 Dec 2019 04:19:34 GMT
Content-Type: text/plain
...


# Add a node to the Upstream
$ curl http://127.0.0.1:9080/apisix/admin/upstreams/100 -H'X-API-KEY: edd1c9f034335f136f87ad84b625c8f1' -X PATCH -i -d '
{
    "nodes": {
        "39.97.63.216:80": 1
    }
}'
HTTP/1.1 200 OK
...

After successful execution, nodes will be updated to:
{
    "39.97.63.215:80": 1,
    "39.97.63.216:80": 1
}


# Update the weight of a node to the Upstream
$ curl http://127.0.0.1:9080/apisix/admin/upstreams/100 -H'X-API-KEY: edd1c9f034335f136f87ad84b625c8f1' -X PATCH -i -d '
{
    "nodes": {
        "39.97.63.216:80": 10
    }
}'
HTTP/1.1 200 OK
...

After successful execution, nodes will be updated to:
{
    "39.97.63.215:80": 1,
    "39.97.63.216:80": 10
}


# Delete a node for the Upstream
$ curl http://127.0.0.1:9080/apisix/admin/upstreams/100 -H'X-API-KEY: edd1c9f034335f136f87ad84b625c8f1' -X PATCH -i -d '
{
    "nodes": {
        "39.97.63.215:80": null
    }
}'
HTTP/1.1 200 OK
...

After successful execution, nodes will be updated to:
{
    "39.97.63.216:80": 10
}


# Replace the nodes of the Upstream
$ curl http://127.0.0.1:9080/apisix/admin/upstreams/100/nodes -H'X-API-KEY: edd1c9f034335f136f87ad84b625c8f1' -X PATCH -i -d '
{
    "39.97.63.200:80": 1
}'
HTTP/1.1 200 OK
...

After the execution is successful, nodes will not retain the original data, and the entire update is:
{
    "39.97.63.200:80": 1
}






Response Parameters




Return response from etcd currently.

Back to TOC




SSL

API：/apisix/admin/ssl/{id}

Description：SSL.


Request Methods：




|Method      |Request URI|Request Body|Description        |
|———|————————-|–|——|
|GET      |/apisix/admin/ssl/{id}|NULL|Fetch resource|
|PUT      |/apisix/admin/ssl/{id}|{…}|Create resource by ID|
|POST     |/apisix/admin/ssl     |{…}|Create resource, and ID is generated by server|
|DELETE   |/apisix/admin/ssl/{id}|NULL|Remove resource|


Request Body Parameters：




|Parameter      |Required   |Type |Description        |Example|
|———|———|—-|———–|—-|
|cert|True|Public key|https Public key||
|key|True|Private key|https Private key||
|sni|True|Match Rules|https SNI||

Config Example:

{
    "id": "1",      # id
    "cert": "cert", # Public key
    "key": "key",   # Private key
    "sni": "sni"    # https SNI
}








Plugin Metadata

API：/apisix/admin/plugin_metadata/{plugin_name}

Description: plugin metadata.


Request Methods:




|Method      |Request URI|Request Body|Description        |
|———|————————-|–|——|
|GET      |/apisix/admin/plugin_metadata/{plugin_name}|NULL|Fetch resource|
|PUT      |/apisix/admin/plugin_metadata/{plugin_name}|{…}|Create resource by plugin name|
|DELETE   |/apisix/admin/plugin_metadata/{plugin_name}|NULL|Remove resource|


Request Body Parameters:




A json object with a data structure defined according to metadata_schema of the plugin ({plugin_name}).

Config Example:

$ curl http://127.0.0.1:9080/apisix/admin/plugin_metadata/example-plugin  -H 'X-API-KEY: edd1c9f034335f136f87ad84b625c8f1' -i -X PUT -d '
{
    "skey": "val",
    "ikey": 1
}'
HTTP/1.1 201 Created
Date: Thu, 26 Dec 2019 04:19:34 GMT
Content-Type: text/plain





Back to TOC
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APISIX


Plugin Loading Process

[image: _images/flow-load-plugin.png]flow-load-plugin




Plugin Hierarchy Structure
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Batch Processor

The batch processor can be used to aggregate entries(logs/any data) and process them in a batch.
When the batch_max_size is set to zero the processor will execute each entry immediately. Setting the batch max size more
than 1 will start aggregating the entries until it reaches the max size or the timeout expires.


Configurations

The only mandatory parameter to create a batch processor is a function. The function will be executed when the batch reaches the max size
or when the buffer duration exceeds.

|Name           |Requirement    |Description|
|——-        |—–          |——|
|id             |optional       |A unique identifier to identity the batch processor|
|batch_max_size |optional       |Max size of each batch, default is 1000|
|inactive_timeout|optional      |maximum age in seconds when the buffer will be flushed if inactive, default is 5s|
|buffer_duration|optional       |Maximum age in seconds of the oldest entry in a batch before the batch must be processed, default is 5|
|max_retry_count|optional       |Maximum number of retries before removing from the processing pipe line; default is zero|
|retry_delay    |optional       |Number of seconds the process execution should be delayed if the execution fails; default is 1|

The following code shows an example of how to use a batch processor. The batch processor takes a function to be executed as the first
argument and the batch configuration as the second parameter.

local bp = require("apisix.plugins.batch-processor")
local func_to_execute = function(entries)
            -- serialize to json array core.json.encode(entries)
            -- process/send data
            return true
       end

local config = {
    max_retry_count  = 2,
    buffer_duration  = 60,
    inactive_timeout  = 5,
    batch_max_size = 1,
    retry_delay  = 0
}


local batch_processor, err = bp:new(func_to_execute, config)

if batch_processor then
    batch_processor:push({hello='world'})
end





Note: Please make sure the batch max size (entry count) is within the limits of the function execution.
The timer to flush the batch runs based on the inactive_timeout configuration. Thus, for optimal usage,
keep the inactive_timeout smaller than the buffer_duration.
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Benchmark Environments

n1-highcpu-8 (8 vCPUs, 7.2 GB memory) on Google Cloud

But we only used 4 cores to run APISIX, and left 4 cores for system and wrk [https://github.com/wg/wrk],
which is the HTTP benchmarking tool.




Benchmark Test for reverse proxy

Only used APISIX as the reverse proxy server, with no logging, limit rate, or other plugins enabled,
and the response size was 1KB.


QPS

The x-axis means the size of CPU core, and the y-axis is QPS.
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Integration service discovery registry


	Summary


	How extend the discovery client?


	Basic steps


	the example of Eureka


	Implementation of eureka.lua


	How convert Eureka’s instance data to APISIX’s node?










	Configuration for discovery client


	Select discovery client


	Configuration for Eureka






	Upstream setting





Summary

When system traffic changes, the number of servers of the upstream service also increases or decreases, or the server needs to be replaced due to its hardware failure. If the gateway maintains upstream service information through configuration, the maintenance costs in the microservices architecture pattern are unpredictable. Furthermore, due to the untimely update of these information, will also bring a certain impact for the business, and the impact of human error operation can not be ignored. So it is very necessary for the gateway to automatically get the latest list of service instances through the service registry。As shown in the figure below：

[image: _images/discovery.png]


	When the service starts, it will report some of its information, such as the service name, IP, port and other information to the registry. The services communicate with the registry using a mechanism such as a heartbeat, and if the registry and the service are unable to communicate for a long time, the instance will be cancel.When the service goes offline, the registry will delete the instance information.


	The gateway gets service instance information from the registry in near-real time.


	When the user requests the service through the gateway, the gateway selects one instance from the registry for proxy.




Common registries: Eureka, Etcd, Consul, Zookeeper, Nacos etc.




How extend the discovery client?


Basic steps

It is very easy for APISIX to extend the discovery client. , the basic steps are as follows


	Add the implementation of registry client in the ‘apisix/discovery/’ directory;


	Implement the _M. init_worker() function for initialization and the _M. nodes(service_name) function for obtaining the list of service instance nodes;


	Convert the registry data into data in APISIX;







the example of Eureka


Implementation of eureka.lua

First, add eureka.lua in the apisix/discovery/ directory;

Then implement the _M.init_worker() function for initialization and the _M.nodes(service_name) function for obtaining the list of service instance nodes in eureka.lua:

local _M = {
    version = 1.0,
}


function _M.nodes(service_name)
    ... ...
end


function _M.init_worker()
    ... ...
end


return _M








How convert Eureka’s instance data to APISIX’s node?

Here’s an example of Eureka’s data：

{
  "applications": {
      "application": [
          {
              "name": "USER-SERVICE",                 # service name
              "instance": [
                  {
                      "instanceId": "192.168.1.100:8761",
                      "hostName": "192.168.1.100",
                      "app": "USER-SERVICE",          # service name
                      "ipAddr": "192.168.1.100",      # IP address
                      "status": "UP",
                      "overriddenStatus": "UNKNOWN",
                      "port": {
                          "$": 8761,
                          "@enabled": "true"
                      },
                      "securePort": {
                          "$": 443,
                          "@enabled": "false"
                      },
                      "metadata": {
                          "management.port": "8761",
                          "weight": 100               # Setting by 'eureka.instance.metadata-map.weight' of the spring boot application
                      },
                      "homePageUrl": "http://192.168.1.100:8761/",
                      "statusPageUrl": "http://192.168.1.100:8761/actuator/info",
                      "healthCheckUrl": "http://192.168.1.100:8761/actuator/health",
                      ... ...
                  }
              ]
          }
      ]
  }
}





Deal with the Eureka’s instance data need the following steps :


	select the UP instance. When the value of overriddenStatus is “UP” or the value of overriddenStatus is “UNKNOWN” and the value of status is “UP”.


	Host. The ipAddr is the IP address of instance; and must be IPv4 or IPv6.


	Port. If the value of port["@enabled"] is equal to “true”, using the value of port["\$"], If the value of securePort["@enabled"] is equal to “true”, using the value of securePort["\$"].


	Weight. local weight = metadata.weight or local_conf.eureka.weight or 100




The result of this example is as follows:

[
  {
    "host" : "192.168.1.100",
    "port" : 8761,
    "weight" : 100,
    "metadata" : {
      "management.port": "8761",
    }
  }
]












Configuration for discovery client


Select discovery client

Add the following configuration to conf/config.yaml and select one discovery client type which you want:

apisix:
  discovery: eureka





This name should be consistent with the file name of the implementation registry in the apisix/discovery/ directory.

The supported discovery client: Eureka.




Configuration for Eureka

Add following configuration in conf/config.yaml ：

eureka:
  host:                            # it's possible to define multiple eureka hosts addresses of the same eureka cluster.
    - "http://${usename}:${passowrd}@${eureka_host1}:${eureka_port1}"
    - "http://${usename}:${passowrd}@${eureka_host2}:${eureka_port2}"
  prefix: "/eureka/"
  fetch_interval: 30               # 30s
  weight: 100                      # default weight for node
  timeout:
    connect: 2000                  # 2000ms
    send: 2000                     # 2000ms
    read: 5000                     # 5000ms










Upstream setting

Here is an example of routing a request with a URL of “/user/*” to a service which named “user-service”  in the registry :

$ curl http://127.0.0.1:9080/apisix/admin/routes/1 -H 'X-API-KEY: edd1c9f034335f136f87ad84b625c8f1' -X PUT -i -d '
{
    "uri": "/user/*",
    "upstream": {
        "service_name": "USER-SERVICE",
        "type": "roundrobin"
    }
}'

HTTP/1.1 201 Created
Date: Sat, 31 Aug 2019 01:17:15 GMT
Content-Type: text/plain
Transfer-Encoding: chunked
Connection: keep-alive
Server: APISIX web server

{"node":{"value":{"uri":"\/user\/*","upstream": {"service_name": "USER-SERVICE", "type": "roundrobin"}},"createdIndex":61925,"key":"\/apisix\/routes\/1","modifiedIndex":61925},"action":"create"}





Because the upstream interface URL may have conflict, usually in the gateway by prefix to distinguish:

$ curl http://127.0.0.1:9080/apisix/admin/routes/1 -H 'X-API-KEY: edd1c9f034335f136f87ad84b625c8f1' -X PUT -i -d '
{
    "uri": "/a/*",
    "plugins": {
        "proxy-rewrite" : {
            regex_uri: ["^/a/(.*)", "/${1}"]
        }
    }
    "upstream": {
        "service_name": "A-SERVICE",
        "type": "roundrobin"
    }
}'

$ curl http://127.0.0.1:9080/apisix/admin/routes/2 -H 'X-API-KEY: edd1c9f034335f136f87ad84b625c8f1' -X PUT -i -d '
{
    "uri": "/b/*",
    "plugins": {
        "proxy-rewrite" : {
            regex_uri: ["^/b/(.*)", "/${1}"]
        }
    }
    "upstream": {
        "service_name": "B-SERVICE",
        "type": "roundrobin"
    }
}'





Suppose both A-SERVICE and B-SERVICE provide a /test API. The above configuration allows access to A-SERVICE’s /test API through /a/test and B-SERVICE’s /test API through /b/test.

Notice：When configuring upstream.service_name,  upstream.nodes will no longer take effect, but will be replaced by ‘nodes’ obtained from the registry.
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Quick Start Guide

The goal of this guide is to get started with APISIX and to configure a secured public API with APISIX.
By the end of this guide, you will have a working APISIX setup and a new service which will route to a public API, which is secured by an API key.

The following GET endpoint will be used for the purpose of this tutorial. This will act as an echo endpoint and will return the parameters which are sent to the API.

$ curl --location --request GET "https://httpbin.org/get?foo1=bar1&foo2=bar2"





Let’s deconstruct the above URL.


	Scheme: HTTPS


	Host/Address: httpbin.org


	Port: 443


	URI: /get


	Query Parameters: foo1, foo2





Prerequisites


	This guide uses docker and docker-compose to setup APISIX. But if you have already installed APISIX in other ways, you can just skip to step 2.


	Curl: The guide uses curl command for API testing, but you can also use any other tool of your choice (Eg- Postman).







Step 1: Install APISIX

APISIX is available to install in multiple operating environments. The following document shows the installation steps in multiple platforms.
For the quick start let’s use the docker based set up. To start the APISIX server, clone the following repository [https://github.com/apache/apisix-docker] and navigate to the example folder and execute the following commands.

This command will start the APISIX server and the admin API will be available in 9080 port (HTTPS port: 9443).

$ git clone https://github.com/apache/apisix-docker.git
$ cd apisix-docker/example
$ docker-compose -p docker-apisix up -d





It will take a while to download the source for the first time. But the consequent loads will be very fast.
After the docker containers have started visit the following link to check if you are getting a successful response.

$ curl "http://127.0.0.1:9080/apisix/admin/services/" -H 'X-API-KEY: edd1c9f034335f136f87ad84b625c8f1'





The following will be the response from the Admin API.

{
    "node": {
        "createdIndex": 6,
        "modifiedIndex": 6,
        "key": "/apisix/services",
        "dir": true
        },
    "action": "get"
}








Step 2: Create a Route in APISIX

APISIX provides a powerful Admin API and a dashboard [https://github.com/apache/apisix-dashboard] for configuring the routes/services/plugins.
The quickstart guide will use the Admin API for configuring the routes.

A micro-service can be configured via APISIX through the relationship between several entities such as routes, services, upstream, and plugins.
The route matches the client request and specifies how they are sent to the upstream (backend API/Service) after they reach APISIX.
Services provide an abstraction to the upstream services. Therefore, you can create a single service and reference it in multiple routes.
Check out the architecture document for more information.

Technically all this information(upstream or service, plugins) can be included inside a route configuration. The route consists of three main parts.


	Matching Rules:

Let’s take the following scenario.
http://example.com/services/users

The URL above hosts all the micro services related to the users(getUser/ GetAllUsers) in the system. For example the GetAllUsers endpoint can be reached via the following URL (http://example.com/services/users/GetAllUsers)
Now you want to expose all the GET endpoints(micro-services) under the users path. The following will be the route configuration for matching such request.

{
    "methods": ["GET"],
    "host": "example.com",
    "uri": "/services/users/*",
    ... Additional Configurations
}





With the above matching rule you can communicate to APISIX via the following command.

curl -i -X GET "http://{apisix_server.com}:{port}/services/users/getAllUsers?limit=10" -H "Host: example.com"







	Upstream information:

Upstream is a virtual host abstraction that performs load balancing on a given set of service nodes according to configuration rules.
Thus a single upstream configuration can comprise of multiple servers which offers the same service. Each node will comprise of a key(address/ip : port) and a value(weight of the node).
The service can be load balanced through a round robin or consistent hashing (cHash) mechanism.

When configuring a route you can either set the upstream information or use service abstraction to refer the upstream information.



	Plugins

Plugins allows you to extend the capabilities of APISIX and to implement arbitrary logic which can interface with the HTTP request/response lifecycle.
Therefore, if you want to authenticate the API then you can include the Key Auth plugin to enforce authentication for each request.






Create an Upstream

Execute the following command to create an upstream with the id of ‘50’ in APISIX. Let’s use the round-robin mechanism for load balancing.

curl "http://127.0.0.1:9080/apisix/admin/upstreams/50" -H 'X-API-KEY: edd1c9f034335f136f87ad84b625c8f1' -X PUT -d '
{
    "type": "roundrobin",
    "nodes": {
        "httpbin.org:443": 1
    }
}'








Add a Route to Access the Upstream

By default APISIX proxies the request via the HTTP protocol. As our backend is hosted in a HTTPS environment, let’s use the proxy-rewrite plugin to change the scheme to HTTPS.

curl "http://127.0.0.1:9080/apisix/admin/routes/5" -H 'X-API-KEY: edd1c9f034335f136f87ad84b625c8f1' -X PUT -d '
{
    "uri": "/get",
    "host": "httpbin.org",
    "plugins": {
        "proxy-rewrite": {
          "scheme": "https"
        }
    },
    "upstream_id": 50
}'








Call APISIX

Now lets call APISIX to test the newly configured route.

curl -i -X GET "http://127.0.0.1:9080/get?foo1=bar1&foo2=bar2" -H "Host: httpbin.org"





The API is available via the HTTPs(9443) endpoint as well. If you are using a self signed certificate then use the -k parameter to ignore the self-signed certificate error by the curl command.

curl -i -k -X GET "https://127.0.0.1:9443/get?foo1=bar1&foo2=bar2" -H "Host: httpbin.org"










Step 3: Add authentication for the service

Now lets protect the newly created APISIX endpoint/route as it is currently open to the public.
Execute the following command to create a user called John with a dedicated api-key.

Note: APISIX supports multiple authentication mechanism, view the plugin docs to learn more.

curl http://127.0.0.1:9080/apisix/admin/consumers -H 'X-API-KEY: edd1c9f034335f136f87ad84b625c8f1' -X PUT -d '
{
    "username": "john",
    "plugins": {
        "key-auth": {
            "key": "superSecretAPIKey"
        }
    }
}'





Now, let’s configure our endpoint to include the key-auth plugin.

curl http://127.0.0.1:9080/apisix/admin/routes/5 -H 'X-API-KEY: edd1c9f034335f136f87ad84b625c8f1' -X PUT -d '
{
    "uri": "/get",
    "host": "httpbin.org",
    "plugins": {
        "proxy-rewrite": {
          "scheme": "https"
        },
        "key-auth": {}
    },
    "upstream_id": 50
}'





As the route is secured by the key-auth plugin the former curl command to access the API will produce an unauthorized access error.
Use the command below to securely access the endpoint now.

curl -i -X GET http://127.0.0.1:9080/get -H "Host: httpbin.org" -H 'apikey: superSecretAPIKey'








Add a prefix to the route

Now lets say you want to add a prefix (eg: samplePrefix) to the route and do not want to use the host header then you can use
the proxy rewrite plugin to do it.

curl http://127.0.0.1:9080/apisix/admin/routes/5 -H 'X-API-KEY: edd1c9f034335f136f87ad84b625c8f1' -X PUT -d '
{
    "uri": "/samplePrefix/get",
    "plugins": {
        "proxy-rewrite": {
          "scheme": "https",
          "regex_uri": ["^/samplePrefix/get(.*)", "/get$1"]
        },
        "key-auth": {}
    },
    "upstream_id": 50
}'





Now you can invoke the route with the following command:

curl -i -X GET http://127.0.0.1:9080/samplePrefix/get?param1=foo&param2=bar -H 'apikey: superSecretAPIKey'








APISIX Dashboard

As of now the API calls to the APISIX has been orchestrated by using the Admin API. However, APISIX also provides
a web application to perform the similar. The dashboard is available in the following
repository [https://github.com/apache/apisix]. The dashboard is intuitive and you can orchestrate the
same route configurations via the dashboard as well.

[image: _images/dashboard.png]Dashboard


Troubleshooting


	Make sure the required ports are not being used by other systems/processes (The default ports are: 9080, 9443, 2379).
The following is the command to kill a process which is listening to a specific port (in unix based systems).

sudo fuser -k 9443/tcp







	If the docker container is continuously restarting/failing, login to the container and observe the logs to diagnose the issue.

docker logs -f --tail container_id
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grpc-proxy

proxying gRPC traffic:
gRPC client -> APISIX -> gRPC server


Parameters


	service_protocol:  the route’s option service_protocol must be grpc


	uri:   format likes /service/method , Example：/helloworld.Greeter/SayHello





Example


create proxying gRPC route

Here’s an example, to proxying gRPC service by specified route:


	attention: the route’s option service_protocol must be grpc


	attention: APISIX use TLS‑encrypted HTTP/2 to expose gRPC service, so need to config SSL certificate


	the grpc server example：grpc_server_example [https://github.com/iresty/grpc_server_example]




curl http://127.0.0.1:9080/apisix/admin/routes/1 -H 'X-API-KEY: edd1c9f034335f136f87ad84b625c8f1' -X PUT -d '
{
    "methods": ["POST", "GET"],
    "uri": "/helloworld.Greeter/SayHello",
    "service_protocol": "grpc",
    "upstream": {
        "type": "roundrobin",
        "nodes": {
            "127.0.0.1:50051": 1
        }
    }
}'








testing

Invoking the route created before：

$ grpcurl -insecure -import-path /pathtoprotos  -proto helloworld.proto  -d '{"name":"apisix"}' 127.0.0.1:9443 helloworld.Greeter.SayHello
{
  "message": "Hello apisix"
}





This means that the proxying is working.
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Health Checks for Upstream

Health Check of APISIX is based on lua-resty-healthcheck [https://github.com/Kong/lua-resty-healthcheck],
you can use it for upstream.

The following is an example of health check:

curl http://127.0.0.1:9080/apisix/admin/routes/1 -H 'X-API-KEY: edd1c9f034335f136f87ad84b625c8f1' -X PUT -d '
{
    "uri": "/index.html",
    "plugins": {
        "limit-count": {
            "count": 2,
            "time_window": 60,
            "rejected_code": 503,
            "key": "remote_addr"
        }
    },
    "upstream": {
         "nodes": {
            "127.0.0.1:1980": 1,
            "127.0.0.1:1970": 1
        },
        "type": "roundrobin",
        "retries": 2,
        "checks": {
            "active": {
                "timeout": 5,
                "http_path": "/status",
                "host": "foo.com",
                "healthy": {
                    "interval": 2,
                    "successes": 1
                },
                "unhealthy": {
                    "interval": 1,
                    "http_failures": 2
                },
                "req_headers": ["User-Agent: curl/7.29.0"]
            },
            "passive": {
                "healthy": {
                    "http_statuses": [200, 201],
                    "successes": 3
                },
                "unhealthy": {
                    "http_statuses": [500],
                    "http_failures": 3,
                    "tcp_failures": 3
                }
            }
        }
    }
}'





The configures in checks are belong to health check, the type of checks
contains: active or passive.


	active: To enable active health checks, you need to specify the configuration items under checks.active in the Upstream object configuration.


	active.timeout: Socket timeout for active checks (in seconds), support decimals. For example 1.01 means 1010 milliseconds, 2 means 2000 milliseconds.


	active.http_path: The HTTP GET request path used to detect if the upstream is healthy.


	active.host: The HTTP request host used to detect if the upstream is healthy.


	active.port: The customize health check host port (optional), this will override the port in the upstream node.




The threshold fields of healthy are:


	active.healthy.interval: Interval between health checks for healthy targets (in seconds), the minimum is 1.


	active.healthy.successes: The number of success times to determine the target is healthy, the minimum is 1.




The threshold fields of  unhealthy are:


	active.unhealthy.interval: Interval between health checks for unhealthy targets (in seconds), the minimum is 1.


	active.unhealthy.http_failures: The number of http failures times to determine the target is unhealthy, the minimum is 1.


	active.req_headers: Additional request headers. Array format, so you can fill in multiple headers.






	passive: To enable passive health checks, you need to specify the configuration items under checks.passive in the Upstream object configuration.

The threshold fields of healthy are:


	passive.healthy.http_statuses: If the current response code is equal to any of these, set the upstream node to the healthy state. Otherwise ignore this request.


	passive.healthy.successes: Number of successes in proxied traffic (as defined by passive.healthy.http_statuses) to consider a target healthy, as observed by passive health checks.




The threshold fields of unhealthy are:


	passive.unhealthy.http_statuses: If the current response code is equal to any of these, set the upstream node to the unhealthy state. Otherwise ignore this request.


	passive.unhealthy.tcp_failures: Number of TCP failures in proxied traffic to consider a target unhealthy, as observed by passive health checks.


	passive.unhealthy.timeouts: Number of timeouts in proxied traffic to consider a target unhealthy, as observed by passive health checks.


	passive.unhealthy.http_failures: Number of HTTP failures in proxied traffic (as defined by passive.unhealthy.http_statuses) to consider a target unhealthy, as observed by passive health checks.
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Build Apache APISIX


1. Install dependencies

The runtime environment for Apache APISIX requires Nginx and etcd.

So before installation, please follow the different operating systems install Dependencies.




2. Install Apache APISIX

You can install Apache APISIX in a variety of ways, including source code packages, Docker, and Luarocks.


Installation via source release

You need to download the Apache source release first:

wget http://www.apache.org/dist/apisix/1.5/apache-apisix-1.5-src.tar.gz
tar zxvf apache-apisix-1.5-src.tar.gz





Install the Lua libraries that the runtime depends on:

cd apache-apisix-1.5
make deps








Installation via RPM package (CentOS 7)

sudo yum install -y https://github.com/apache/apisix/releases/download/1.5/apisix-1.5-0.el7.noarch.rpm








Installation via Luarocks (macOS not supported)

Execute the following command in the terminal to complete the installation of APISIX (only recommended for developers):


Install the code for the master branch via a script




sudo sh -c "$(curl -fsSL https://raw.githubusercontent.com/apache/apisix/master/utils/install-apisix.sh)"






Install the specified version via Luarocks:




# Install version 1.5
sudo luarocks install --lua-dir=/path/openresty/luajit apisix 1.5

# old luarocks not support the `lua-dir` parameter, you can remove this option
sudo luarocks install apisix 1.5










3. Manage (start/stop) APISIX Server

We can start the APISIX server by command make run in APISIX home folder,
or we can stop APISIX server by command make stop.

# init nginx config file and etcd
$ make init

# start APISIX server
$ make run

# stop APISIX server
$ make stop

# more actions find by `help`
$ make help
Makefile rules:

    help:             Show Makefile rules
    deps:             Installation dependencies
    utils:            Installation tools
    lint:             Lint Lua source code
    init:             Initialize the runtime environment
    run:              Start the apisix server
    stop:             Stop the apisix server
    verify:           Verify the configuration of apisix server
    clean:            Remove generated files
    reload:           Reload the apisix server
    install:          Install the apisix (only for luarocks)
    test:             Run the test case
    license-check:    Check Lua source code for Apache License








4. Test


	Install perl’s package manager cpanminus first


	Then install test-gninx via cpanm:：sudo cpanm --notest Test::Nginx IPC::Run > build.log 2>&1 || (cat build.log && exit 1)


	Clone source code：git clone https://github.com/openresty/test-nginx.git;


	Load the test-nginx library with perl’s prove command and run the test cases in the /t directory:


	Set PERL5LIB for perl module: export PERL5LIB=.:$PERL5LIB


	Run the test cases: make test


	To set the path of nginx to run the test cases: TEST_NGINX_BINARY=/usr/local/bin/openresty prove -Itest-nginx/lib -r t









Troubleshoot Testing

Set Nginx Path


	If you run in to an issue Error unknown directive "lua_package_path" in /API_ASPIX/apisix/t/servroot/conf/nginx.conf
make sure to set openresty as default nginx. And export the path as below.





	export PATH=/usr/local/openresty/nginx/sbin:$PATH


	Linux default installation path:


	export PATH=/usr/local/openresty/nginx/sbin:$PATH






	OSx default installation path via homebrew:


	export PATH=/usr/local/opt/openresty/nginx/sbin:$PATH












Run Individual Test Cases


	Use the following command to run test cases constratined to a file:


	prove -Itest-nginx/lib -r t/plugin/openid-connect.t













5. Update Admin API token to protect Apache APISIX

Changes the apisix.admin_key in the file conf/config.yaml and restart the service.
Here is an example:

apisix:
  # ... ...
  admin_key
    -
      name: "admin"
      key: abcdefghabcdefgh
      role: admin





When calling the Admin API, key can be used as a token.

$ curl http://127.0.0.1:9080/apisix/admin/routes?api_key=abcdefghabcdefgh -i
HTTP/1.1 200 OK
Date: Fri, 28 Feb 2020 07:48:04 GMT
Content-Type: text/plain
... ...
{"node":{...},"action":"get"}

$ curl http://127.0.0.1:9080/apisix/admin/routes?api_key=abcdefghabcdefgh-invalid -i
HTTP/1.1 401 Unauthorized
Date: Fri, 28 Feb 2020 08:17:58 GMT
Content-Type: text/html
... ...
{"node":{...},"action":"get"}
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HTTPS

APISIX supports to load multiple SSL certificates by TLS extension Server Name Indication (SNI).




Single SNI

It is most common for an SSL certificate to contain only one domain. We can create an ssl object. Here is a simple case, creates a ssl object and route object.


	cert: PEM-encoded public certificate of the SSL key pair.


	key: PEM-encoded private key of the SSL key pair.


	sni: Hostname to associate with this certificate as SNIs. To set this attribute this certificate must have a valid private key associated with it.




curl http://127.0.0.1:9080/apisix/admin/ssl/1 -H 'X-API-KEY: edd1c9f034335f136f87ad84b625c8f1' -X PUT -d '
{
    "cert": "...",
    "key": "....",
    "sni": "test.com"
}'

# make a test

curl --resolve 'test.com:9443:127.0.0.1' https://test.com:9443/hello  -vvv
* Added test.com:9443:127.0.0.1 to DNS cache
* About to connect() to test.com port 9443 (#0)
*   Trying 127.0.0.1...
* Connected to test.com (127.0.0.1) port 9443 (#0)
* Initializing NSS with certpath: sql:/etc/pki/nssdb
* skipping SSL peer certificate verification
* SSL connection using TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384
* Server certificate:
* 	subject: CN=test.com,O=iresty,L=ZhuHai,ST=GuangDong,C=CN
* 	start date: Jun 24 22:18:05 2019 GMT
* 	expire date: May 31 22:18:05 2119 GMT
* 	common name: test.com
* 	issuer: CN=test.com,O=iresty,L=ZhuHai,ST=GuangDong,C=CN
> GET /hello HTTP/1.1
> User-Agent: curl/7.29.0
> Host: test.com:9443
> Accept: */*








wildcard SNI

Sometimes, one SSL certificate may contain a wildcard domain like *.test.com,
that means it can accept more than one domain, eg: www.test.com or mail.test.com.

Here is an example, please pay attention on the field sni.

curl http://127.0.0.1:9080/apisix/admin/ssl/1 -H 'X-API-KEY: edd1c9f034335f136f87ad84b625c8f1' -X PUT -d '
{
    "cert": "...",
    "key": "....",
    "sni": "*.test.com"
}'

# make a test

curl --resolve 'www.test.com:9443:127.0.0.1' https://www.test.com:9443/hello  -vvv
* Added test.com:9443:127.0.0.1 to DNS cache
* About to connect() to test.com port 9443 (#0)
*   Trying 127.0.0.1...
* Connected to test.com (127.0.0.1) port 9443 (#0)
* Initializing NSS with certpath: sql:/etc/pki/nssdb
* skipping SSL peer certificate verification
* SSL connection using TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384
* Server certificate:
* 	subject: CN=test.com,O=iresty,L=ZhuHai,ST=GuangDong,C=CN
* 	start date: Jun 24 22:18:05 2019 GMT
* 	expire date: May 31 22:18:05 2119 GMT
* 	common name: test.com
* 	issuer: CN=test.com,O=iresty,L=ZhuHai,ST=GuangDong,C=CN
> GET /hello HTTP/1.1
> User-Agent: curl/7.29.0
> Host: test.com:9443
> Accept: */*








multiple domain

If your SSL certificate may contain more than one domain, like www.test.com
and mail.test.com, then you can more ssl object for each domain, that is a
most simple way.




multiple certificates for a single domain

If you want to configure multiple certificate for a single domain, for
instance, supporting both the
ECC [https://en.wikipedia.org/wiki/Elliptic-curve_cryptography]
and RSA key-exchange algorithm, then just configure the extra certificates (the
first certificate and private key should be still put in cert and key) and
private keys by certs and keys.


	certs: PEM-encoded certificate array.


	keys: PEM-encoded private key array.




APISIX will pair certificate and private key with the same indice as a SSL key
pair. So the length of certs and keys must be same.
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Install Dependencies


	Install Dependencies


	Note


	CentOS 7


	Fedora 31 & 32


	Ubuntu 16.04 & 18.04


	Debian 9 & 10


	Mac OSX







Note


	Apache APISIX would not support the v2 protocol storage to etcd anymore. If etcd version is below 3.4, the default protocol is still v2 and you need to turn on v3 protocol mannually.




You need to add ETCDCTL_API=3 to the environmental variables to enable the v3 protocol.

export ETCDCTL_API=3






	If you want use Tengine instead of OpenResty, please take a look at this installation step script Install Tengine at Ubuntu.







CentOS 7

# install epel, `luarocks` need it.
wget http://dl.fedoraproject.org/pub/epel/epel-release-latest-7.noarch.rpm
sudo rpm -ivh epel-release-latest-7.noarch.rpm

# add OpenResty source
sudo yum install yum-utils
sudo yum-config-manager --add-repo https://openresty.org/package/centos/openresty.repo

# install OpenResty, etcd and some compilation tools
sudo yum install -y etcd openresty curl git gcc luarocks lua-devel

# start etcd server
sudo service etcd start








Fedora 31 & 32

# add OpenResty source
sudo yum install yum-utils
sudo yum-config-manager --add-repo https://openresty.org/package/fedora/openresty.repo

# install OpenResty, etcd and some compilation tools
sudo yum install -y etcd openresty curl git gcc luarocks lua-devel

# start etcd server
sudo etcd &








Ubuntu 16.04 & 18.04

# add OpenResty source
wget -qO - https://openresty.org/package/pubkey.gpg | sudo apt-key add -
sudo apt-get update
sudo apt-get -y install software-properties-common
sudo add-apt-repository -y "deb http://openresty.org/package/ubuntu $(lsb_release -sc) main"
sudo apt-get update

# install OpenResty, etcd and some compilation tools
sudo apt-get install -y git etcd openresty curl luarocks

# start etcd server
sudo service etcd start








Debian 9 & 10

# optional
sed -i 's|^deb http://deb.debian.org/debian|deb http://mirrors.huaweicloud.com/debian|g' /etc/apt/sources.list
sed -i 's|^deb http://security.debian.org/debian-security|deb http://mirrors.huaweicloud.com/debian-security|g' /etc/apt/sources.list
apt update
apt install wget gnupg -y

# add OpenResty source
wget -qO - https://openresty.org/package/pubkey.gpg | sudo apt-key add -
sudo apt-get -y install software-properties-common
sudo add-apt-repository -y "deb http://openresty.org/package/debian $(lsb_release -sc) openresty"
sudo apt-get update

# install etcd
wget https://github.com/etcd-io/etcd/releases/download/v3.3.13/etcd-v3.3.13-linux-amd64.tar.gz
tar -xvf etcd-v3.3.13-linux-amd64.tar.gz && \
    cd etcd-v3.3.13-linux-amd64 && \
    sudo cp -a etcd etcdctl /usr/bin/

# install OpenResty and some compilation tools
sudo apt-get install -y git openresty curl luarocks make

# start etcd server
nohup etcd &








Mac OSX

# install OpenResty, etcd and some compilation tools
brew install openresty/brew/openresty etcd luarocks curl git

# start etcd server
etcd &
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Mutual TLS authentication


Why use it

Mutual TLS authentication provides a better way to prevent unauthorized access to APISIX.

The clients will provide their certificates to the server and the server will check whether the cert is signed by the supplied CA and decide whether to serve the request.




How to enable


	Generate self-signed key pairs, including ca, server, client key pairs.


	Modify configuration items in conf/config.yaml:




  port_admin: 9180
  https_admin: true

  mtls:
    enable: true               # Enable or disable mTLS. Enable depends on `port_admin` and `https_admin`.
    ca_cert: "/data/certs/mtls_ca.crt"                 # Path of your self-signed ca cert.
    server_key: "/data/certs/mtls_server.key"          # Path of your self-signed server side cert.
    server_cert: "/data/certs/mtls_server.crt"         # Path of your self-signed server side key.






	Run command:




apisix init
apisix reload








How client calls

Please replace the following certificate paths and domain name with your real ones.


	Note: The same CA certificate as the server needs to be used *




curl --cacert /data/certs/mtls_ca.crt --key /data/certs/mtls_client.key --cert /data/certs/mtls_client.crt  https://admin.apisix.dev:9180/apisix/admin/routes -H 'X-API-KEY: edd1c9f034335f136f87ad84b625c8f1'
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check dependencies

if you have dependencies on external libraries, check the dependent items. if your plugin needs to use shared memory, it
needs to declare in bin/apisix, for example :

    lua_shared_dict plugin-limit-req     10m;
    lua_shared_dict plugin-limit-count   10m;
    lua_shared_dict prometheus-metrics   10m;
    lua_shared_dict plugin-limit-conn    10m;
    lua_shared_dict upstream-healthcheck 10m;
    lua_shared_dict worker-events        10m;

    # for openid-connect plugin
    lua_shared_dict discovery             1m; # cache for discovery metadata documents
    lua_shared_dict jwks                  1m; # cache for JWKs
    lua_shared_dict introspection        10m; # cache for JWT verification results





The plugin itself provides the init method. It is convenient for plugins to perform some initialization after
the plugin is loaded.

Note : if the dependency of some plugin needs to be initialized when Nginx start, you may need to add logic to the initialization
method “http_init” in the file apisix.lua, And you may need to add some processing on generated part of Nginx
configuration file in bin/apisix file. but it is easy to have an impact on the overall situation according to the
existing plugin mechanism, we do not recommend this unless you have a complete grasp of the code.




name and config

determine the name and priority of the plugin, and add to conf/config-default.yaml. For example, for the key-auth plugin,
you need to specify the plugin name in the code (the name is the unique identifier of the plugin and cannot be
duplicate), you can see the code in file “apisix/plugins/key-auth.lua” :

   local plugin_name = "key-auth"

   local _M = {
      version = 0.1,
      priority = 2500,
      type = 'auth',
      name = plugin_name,
      schema = schema,
   }





Note : The priority of the new plugin cannot be the same as the priority of any existing plugin. In addition, plugins with a high priority value will be executed first. For example, the priority of basic-auth is 2520 and the priority of ip-restriction is 3000. Therefore, the ip-restriction plugin will be executed first, then the basic-auth plugin.

in the “conf/config-default.yaml” configuration file, the enabled plugins (all specified by plugin name) are listed.

plugins:                          # plugin list
  - example-plugin
  - limit-req
  - limit-count
  - limit-conn
  - key-auth
  - prometheus
  - node-status
  - jwt-auth
  - zipkin
  - ip-restriction
  - grpc-transcode
  - serverless-pre-function
  - serverless-post-function
  - openid-connect
  - proxy-rewrite
  - redirect





Note : the order of the plugins is not related to the order of execution.

If your plugin has a new code directory of its own, you will need to modify the Makefile to create directory, such as:

$(INSTALL) -d $(INST_LUADIR)/apisix/plugins/skywalking
$(INSTALL) apisix/plugins/skywalking/*.lua $(INST_LUADIR)/apisix/plugins/skywalking/








schema and check

Write Json Schema [https://json-schema.org] descriptions and check functions. similarly, take the key-auth plugin as an example to see its
configuration data :

 "key-auth" : {
       "key" : "auth-one"
  }





The configuration data of the plugin is relatively simple. Only one attribute named key is supported. Let’s look
at its schema description :

   local schema = {
       type = "object",
       properties = {
           key = {type = "string"},
       }
   }





At the same time, we need to implement the check_schema(conf) method to complete the specification verification.

   function _M.check_schema(conf)
       return core.schema.check(schema, conf)
   end





Note: the project has provided the public method “core.schema.check”, which can be used directly to complete JSON
verification.

In addition, if the plugin needs to use some metadata, we can define the plugin metadata_schema, and then we can dynamically manage these metadata through the admin api. Example:

local metadata_schema = {
    type = "object",
    properties = {
        ikey = {type = "number", minimum = 0},
        skey = {type = "string"},
    },
    required = {"ikey", "skey"},
    additionalProperties = false,
}

local plugin_name = "example-plugin"

local _M = {
    version = 0.1,
    priority = 0,        -- TODO: add a type field, may be a good idea
    name = plugin_name,
    schema = schema,
    metadata_schema = metadata_schema,
}








choose phase to run

Determine which phase to run, generally access or rewrite. If you don’t know the Openresty life cycle [https://openresty-reference.readthedocs.io/en/latest/Directives/], it’s
recommended to know it in advance. For example key-auth is an authentication plugin, thus the authentication should be completed
before forwarding the request to any upstream service. Therefore, the plugin can be executed in the rewrite and access phases.
In APISIX, the authentication logic is implemented in the rewrite phase. Generally, IP access and interface
permission are completed in the access phase.

The following code snippet shows how to implement any logic relevant to the plugin in the Openresty log phase.

function _M.log(conf)
-- Implement logic here
end





Note : we can’t invoke ngx.exit or core.respond.exit in rewrite phase and access phase. if need to exit, just return the status and body, the plugin engine will make the exit happen with the returned status and body. example [https://github.com/apache/apisix/blob/master/apisix/plugins/limit-count.lua#L132]




implement the logic

Write the logic of the plugin in the corresponding phase.




write test case

For functions, write and improve the test cases of various dimensions, do a comprehensive test for your plugin ! The
test cases of plugins are all in the “t/plugin” directory. You can go ahead to find out. APISIX uses
test-nginx [https://github.com/openresty/test-nginx] as the test framework. A test case,.t file is usually
divided into prologue and data parts by _data_. Here we will briefly introduce the data part, that is, the part
of the real test case. For example, the key-auth plugin :

=== TEST 1: sanity
--- config
    location /t {
        content_by_lua_block {
            local plugin = require("apisix.plugins.key-auth")
            local ok, err = plugin.check_schema({key = 'test-key'})
            if not ok then
                ngx.say(err)
            end

            ngx.say("done")
        }
    }
--- request
GET /t
--- response_body
done
--- no_error_log
[error]





A test case consists of three parts :


	Program code : configuration content of Nginx location


	Input : http request information


	Output check : status, header, body, error log check




When we request /t, which config in the configuration file, the Nginx will call “content_by_lua_block” instruction to
complete the Lua script, and finally return. The assertion of the use case is response_body return “done”,
“no_error_log” means to check the “error.log” of Nginx. There must be no ERROR level record. The log files for the unit test
are located in the following folder: ‘t/servroot/logs’.

Refer the following document to setup the testing framework.


Attach the test-nginx execution process:

According to the path we configured in the makefile and some configuration items at the front of each .t file, the
framework will assemble into a complete nginx.conf file. “t/servroot” is the working directory of Nginx and start the
Nginx instance. according to the information provided by the test case, initiate the http request and check that the
return items of HTTP include HTTP status, HTTP response header, HTTP response body and so on.
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Hot reload

APISIX plug-ins are hot-loaded. No matter you add, delete or modify plug-ins, you don’t need to restart the service.

Just send an HTTP request through admin API:

curl http://127.0.0.1:9080/apisix/admin/plugins/reload -H 'X-API-KEY: edd1c9f034335f136f87ad84b625c8f1' -X PUT
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Powered by Apache APISIX

This page documents an alphabetical list of institutions that are using APISIX for research and production,
or providing commercial products including APISIX.

Users are encouraged to add themselves to this page, issue [https://github.com/apache/apisix/issues/487] and PR are welcomed.


	360 奇虎


	chaolian 超链云商


	cunw 湖南新云网


	dasouche 大搜车


	dataoke 大淘客


	eFactory


	ehomepay 理房通


	fansup


	haieruplus 海尔优家


	hellowin 好洛维


	HelloTalk, Inc.


	Huawei 华为


	jiandanxinli 简单心理


	jr.ly 同程金服


	ke.com 贝壳找房


	Meizu 魅族


	NASA JPL 美国国家航空航天局 喷气推进实验室


	Netease 网易


	sinog2c 湖南国科云通


	sinovatech 炎黄新星


	Taikanglife 泰康云


	tangdou 糖豆网


	Tencent Cloud 腾讯云


	 Travelsky 中国航信


	vbill 随行付


	willclass 会课


	Xin 优信二手车


	zuzuche 租租车


	zybang 作业帮
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Configuration file switching based on environment variables

The reason the configuration is extracted from the code is to better adapt to changes. Usually our applications have different
operating environments such as development environment and production environment. Certain configurations of these applications
will definitely be different, such as the address of the configuration center.

If the configuration of all environments is placed in the same file, it is very difficult to manage. After receiving new
requirements, we need to change the parameters in the configuration file to the development environment when developing the
development environment. You have to change it back. It’s very easy to make mistakes.

The solution to the above problem is to distinguish the current running environment through environment variables, and switch
between different configuration files through environment variables. The corresponding environment variable in APISIX is: APISIX_PROFILE

When APISIX_PROFILE is not set, the following three configuration files are used by default:


	conf/config.yaml


	conf/apisix.yaml


	conf/debug.yaml




If the value of APISIX_PROFILE is set to prod, the following three configuration files are used:


	conf/config-prod.yaml


	conf/apisix-prod.yaml


	conf/debug-prod.yaml




Although this way will increase the number of configuration files, it can be managed independently, and then version management
tools such as git can be configured, and version management can be better achieved.
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libradixtree


what’s libradixtree?

libradixtree [https://github.com/iresty/lua-resty-radixtree], adaptive radix trees implemented in Lua for OpenResty.

APISIX using libradixtree as route dispatching library.




How to use libradixtree in APISIX?

This is Lua-Openresty implementation library base on FFI for rax [https://github.com/antirez/rax].

Let’s take a look at a few examples and have an intuitive understanding.


1. Full match

/blog/foo





It will only match /blog/foo.




2. Prefix matching

/blog/bar*





It will match the path with the prefix /blog/bar, eg: /blog/bar/a,
/blog/bar/b, /blog/bar/c/d/e, /blog/bar etc.




3. Match priority

Full match -> Deep prefix matching.

Here are the rules:

/blog/foo/*
/blog/foo/a/*
/blog/foo/c/*
/blog/foo/bar





| path | Match result |
|——|————–|
|/blog/foo/bar | /blog/foo/bar |
|/blog/foo/a/b/c | /blog/foo/a/* |
|/blog/foo/c/d | /blog/foo/c/* |
|/blog/foo/gloo | /blog/foo/* |
|/blog/bar | not match |






How to filter route by Nginx builtin variable

Please take a look at radixtree-new [https://github.com/iresty/lua-resty-radixtree#new],
here is an simple example:

$ curl http://127.0.0.1:9080/apisix/admin/routes/1 -H 'X-API-KEY: edd1c9f034335f136f87ad84b625c8f1' -X PUT -i -d '
{
    "uri": "/index.html",
    "vars": [
        ["http_host", "iresty.com"],
        ["cookie__device_id", "a66f0cdc4ba2df8c096f74c9110163a9"],
        ["arg_name", "jack"]
    ],
    "upstream": {
        "type": "roundrobin",
        "nodes": {
            "39.97.63.215:80": 1
        }
    }
}'





This route will require the request header host equal iresty.com, request cookie key _device_id equal a66f0cdc4ba2df8c096f74c9110163a9 etc.
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Stand-alone mode

Turning on the APISIX node in Stand-alone mode will no longer use the default etcd as the configuration center.

This method is more suitable for two types of users:


	kubernetes(k8s)：Declarative API that dynamically updates the routing rules with a full yaml configuration.


	Different configuration centers: There are many implementations of the configuration center, such as Consule, etc., using the full yaml file for intermediate conversion.




The routing rules in the conf/apisix.yaml file are loaded into memory immediately after the APISIX node service starts. And every time interval (default 1 second), will try to detect whether the file content is updated, if there is an update, reload the rule.

Note: When reloading and updating routing rules, they are all hot memory updates, and there will be no replacement of working processes, it is a hot update.

To enable Stand-alone model, we can set apisix.config_center to yaml in file conf/config.yaml.

Refer to the example below:

apisix:
  # ...
  config_center: yaml   # etcd: use etcd to store the config value
                        # yaml: fetch the config value from local yaml file
                        # `/your_path/conf/apisix.yaml`





In addition, since the current Admin API is based on the etcd configuration center solution, the Admin API will not actually work when the Stand-alone mode is enabled.




How to config rules

All of the rules are stored in one file which named conf/apisix.yaml,
the APISIX will check if this file has any changed every second.
If the file changed and we found #END at the end of the file,
APISIX will load the rules in this file and update to memory of APISIX.

Here is a mini example:

routes:
  -
    uri: /hello
    upstream:
        nodes:
            "127.0.0.1:1980": 1
        type: roundrobin
#END





NOTE: APISIX will not load the rules into memory from file conf/apisix.yaml if there is no #END at the end.


How to config Router

Single Router：

routes:
  -
    uri: /hello
    upstream:
        nodes:
            "127.0.0.1:1980": 1
        type: roundrobin
#END





Multiple Router：

routes:
  -
    uri: /hello
    upstream:
        nodes:
            "127.0.0.1:1980": 1
        type: roundrobin
  -
    uri: /hello2
    upstream:
        nodes:
            "127.0.0.1:1981": 1
        type: roundrobin
#END








How to config Router + Service

routes:
    -
        uri: /hello
        service_id: 1
services:
    -
        id: 1
        upstream:
            nodes:
                "127.0.0.1:1980": 1
            type: roundrobin
#END








How to config Router + Upstream

routes:
    -
        uri: /hello
        upstream_id: 1
upstreams:
    -
        id: 1
        nodes:
            "127.0.0.1:1980": 1
        type: roundrobin
#END








How to config Router + Service + Upstream

routes:
    -
        uri: /hello
        service_id: 1
services:
    -
        id: 1
        upstream_id: 2
upstreams:
    -
        id: 2
        nodes:
            "127.0.0.1:1980": 1
        type: roundrobin
#END
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Stream Proxy

TCP is the protocol for many popular applications and services, such as LDAP, MySQL, and RTMP. UDP (User Datagram Protocol) is the protocol for many popular non-transactional applications, such as DNS, syslog, and RADIUS.

APISIX can dynamic load balancing TCP/UDP proxy. In Nginx world, we call TCP/UDP proxy to stream proxy, we followed this statement.


How to enable Stream proxy?

Setting the stream_proxy option in conf/config.yaml, specify a list of addresses that require dynamic proxy.
By default, no any stream proxy is enabled.

apisix:
  stream_proxy:                 # TCP/UDP proxy
    tcp:                        # TCP proxy address list
      - 9100
      - 127.0.0.1:9101
    udp:                        # UDP proxy address list
      - 9200
      - 127.0.0.1:9211








How to set route?

Here is a mini example:

curl http://127.0.0.1:9080/apisix/admin/stream_routes/1 -H 'X-API-KEY: edd1c9f034335f136f87ad84b625c8f1' -X PUT -d '
{
    "remote_addr": "127.0.0.1",
    "upstream": {
        "nodes": {
            "127.0.0.1:1995": 1
        },
        "type": "roundrobin"
    }
}'





It means APISIX will proxy the request to 127.0.0.1:1995 which the client remote address is 127.0.0.1.

For more use cases, please take a look at test case.




More Limit Options

And we can add more limit options to match a route, here is an example:

curl http://127.0.0.1:9080/apisix/admin/stream_routes/1 -H 'X-API-KEY: edd1c9f034335f136f87ad84b625c8f1' -X PUT -d '
{
    "server_addr": "127.0.0.1",
    "server_port": 2000,
    "upstream": {
        "nodes": {
            "127.0.0.1:1995": 1
        },
        "type": "roundrobin"
    }
}'





It means APISIX will proxy the request to 127.0.0.1:1995 which the server remote address is 127.0.0.1 and the server port is equal 2000.
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Name

authz-keycloak is an authorization plugin to be used with the Keycloak Identity Server. Keycloak is an OAuth/OIDC and
UMA compliant Ideneity Server. Although, its developed to working in conjunction with Keycloak it should work with any
OAuth/OIDC and UMA compliant identity providers as well.

For more information on Keycloak, refer to Keycloak Authorization Docs [https://www.keycloak.org/docs/latest/authorization_services] for more information.




Attributes

| Name                    | Type          | Requirement | Default                                       | Valid                                           | Description                                                                                                                                                 |
| ———————– | ————- | ———– | ——————————————— | ———————————————– | ———————————————————————————————————————————————————– |
| token_endpoint          | string        | required    |                                               | [1, 4096]                                       | A OAuth2-compliant Token Endpoint that supports the urn:ietf:params:oauth:grant-type:uma-ticket grant type.                                               |
| grant_type              | string        | optional    | “urn:ietf:params:oauth:grant-type:uma-ticket” | [“urn:ietf:params:oauth:grant-type:uma-ticket”] |                                                                                                                                                             |
| audience                | string        | optional    |                                               |                                                 | The client identifier of the resource server to which the client is seeking access. 
This parameter is mandatory when parameter permission is defined. |
| permissions             | array[string] | optional    |                                               |                                                 | A string representing a set of one or more resources and scopes the client is seeking access.  The format of the string must be: RESOURCE_ID#SCOPE_ID.    |
| timeout                 | integer       | optional    | 3000                                          | [1000, …]                                     | Timeout(ms) for the http connection with the Identity Server.                                                                                               |
| ssl_verify              | boolean       | optional    | true                                          |                                                 | Verify if SSL cert matches hostname.                                                                                                                        |
| policy_enforcement_mode | string        | optional    | “ENFORCING”                                   | [“ENFORCING”, “PERMISSIVE”]                     |                                                                                                                                                             |


Policy Enforcement Mode

Specifies how policies are enforced when processing authorization requests sent to the server.

Enforcing


	(default mode) Requests are denied by default even when there is no policy associated with a given resource.




Permissive


	Requests are allowed even when there is no policy associated with a given resource.









How To Enable

Create a route and enable the authz-keycloak plugin on the route:

curl http://127.0.0.1:9080/apisix/admin/routes/5 -H 'X-API-KEY: edd1c9f034335f136f87ad84b625c8f1' -X PUT -d '
{
    "uri": "/get",
    "plugins": {
        "authz-keycloak": {
            "token_endpoint": "http://127.0.0.1:8090/auth/realms/{client_id}/protocol/openid-connect/token",
            "permissions": ["resource name#scope name"],
            "audience": "Client ID"
        }
    },
    "upstream": {
        "type": "roundrobin",
        "nodes": {
            "127.0.0.1:8080": 1
        }
    }
}








Test Plugin

curl http://127.0.0.1:9080/get -H 'Authorization: Bearer {JWT Token}'








Disable Plugin

Remove the corresponding json configuration in the plugin configuration to disable the authz-keycloak.
APISIX plugins are hot-reloaded, therefore no need to restart APISIX.

curl http://127.0.0.1:9080/apisix/admin/routes/5 -H 'X-API-KEY: edd1c9f034335f136f87ad84b625c8f1' -X PUT -d '
{
    "uri": "/get",
    "plugins": {
    },
    "upstream": {
        "type": "roundrobin",
        "nodes": {
            "127.0.0.1:8080": 1
        }
    }
}








Examples

Checkout the unit test for of the authz-keycloak.t to understand how the authorization policies can be integrated into your
API workflows. Run the following docker image and visit http://localhost:8090 to view the associated policies for the unit tests.

docker run -e KEYCLOAK_USER=admin -e KEYCLOAK_PASSWORD=123456 -p 8090:8080 sshniro/keycloak-apisix





The following image shows how the policies are configures in the Keycloak server.

[image: ../_images/authz-keycloak.png]Keycloak policy design




Future Development


	Currently the authz-plugin requires to define the resource name and required scopes in order to enforce policies for the routes.
However, Keycloak’s official adapters (Java, JS) also provides path matching by querying Keycloak paths dynamically, and
lazy loading the paths to identity resources. Future version on authz-plugin will support this functionality.


	Support to read scope and configurations from the Keycloak JSON File
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Name

basic-auth is an authentication plugin that need to work with consumer. Add Basic Authentication to a service or route.

The consumer then adds its key to the request header to verify its request.

For more information on Basic authentication, refer to Wiki [https://en.wikipedia.org/wiki/Basic_access_authenticatio] for more information.




Attributes

| Name     | Type   | Requirement | Default | Valid | Description                                                                                                                                                      |
| ——– | —— | ———– | ——- | —– | —————————————————————————————————————————————————————- |
| username | string | required    |         |       | Different consumer should have different value which is unique. When different consumer use a same username, a request matching exception would be raised. |
| password | string | required    |         |       | the user’s password                                                                                                                                              |




How To Enable


1. set a consumer and config the value of the basic-auth option

curl http://127.0.0.1:9080/apisix/admin/consumers -H 'X-API-KEY: edd1c9f034335f136f87ad84b625c8f1' -X PUT -d '
{
    "username": "foo",
    "plugins": {
        "basic-auth": {
            "username": "foo",
            "password": "bar"
        }
    }
}'





you can visit Dashboard http://127.0.0.1:9080/apisix/dashboard/ and add a Consumer through the web console:

[image: ../_images/basic-auth-1.png]auth-1

then add basic-auth plugin in the Consumer page:

[image: ../_images/basic-auth-2.png]auth-2




2. add a Route or add a Service , and enable the basic-auth plugin

curl http://127.0.0.1:9080/apisix/admin/routes/1 -H 'X-API-KEY: edd1c9f034335f136f87ad84b625c8f1' -X PUT -d '
{
    "methods": ["GET"],
    "uri": "/hello",
    "plugins": {
        "basic-auth": {}
    },
    "upstream": {
        "type": "roundrobin",
        "nodes": {
            "127.0.0.1:1980": 1
        }
    }
}'










Test Plugin


	missing Authorization header




$ curl -i http://127.0.0.1:9080/hello
HTTP/1.1 401 Unauthorized
...
{"message":"Missing authorization in request"}






	user is not exists:




$ curl -i -ubar:bar http://127.0.0.1:9080/hello
HTTP/1.1 401 Unauthorized
...
{"message":"Invalid user key in authorization"}






	password is invalid:




$ curl -i -ufoo:foo http://127.0.0.1:9080/hello
HTTP/1.1 401 Unauthorized
...
{"message":"Password is error"}






	success:




$ curl -i -ufoo:bar http://127.0.0.1:9080/hello
HTTP/1.1 200 OK
...
hello, world








Disable Plugin

When you want to disable the basic-auth plugin, it is very simple,
you can delete the corresponding json configuration in the plugin configuration,
no need to restart the service, it will take effect immediately:

$ curl http://127.0.0.1:2379/apisix/admin/routes/1 -X PUT -d value='
{
    "methods": ["GET"],
    "uri": "/hello",
    "plugins": {},
    "upstream": {
        "type": "roundrobin",
        "nodes": {
            "127.0.0.1:1980": 1
        }
    }
}'
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Description

batch-requests can accept multiple request and send them from apisix via http pipeline [https://en.wikipedia.org/wiki/HTTP_pipelining], and return an aggregated response to client, which can significantly improve performance when the client needs to access multiple APIs.


Tips

The HTTP headers for the outer batch request, except for the Content- headers such as Content-Type, apply to every request in the batch. If you specify a given HTTP header in both the outer request and the individual call, the header’s value of individual call would override the outer batch request header’s value. The headers for an individual call apply only to that call.







Attributes

None




How To Enable

Default enabled




Batch API Request/Response

The plugin will create a API in apisix to handle your batch request.


Batch API Request:

| Name     | Type                        | Requirement | Default | Valid | Description                           |
| ——– | ————————— | ———– | ——- | —– | ————————————- |
| query    | object                      | optional    |         |       | Specify QueryString for all request |
| headers  | object                      | optional    |         |       | Specify Header for all request      |
| timeout  | integer                     | optional    | 30000   |       | Aggregate API timeout in ms         |
| pipeline | HttpRequest | required    |         |       | Request’s detail                      |


HttpRequest

| Name       | Type    | Requirement | Default | Valid                                                                            | Description                                                                                             |
| ———- | ——- | ———– | ——- | ——————————————————————————– | ——————————————————————————————————- |
| version    | string  | optional    | 1.1     | [1.0, 1.1]                                                                       | http version                                                                                            |
| method     | string  | optional    | GET     | [“GET”, “POST”, “PUT”, “DELETE”, “PATCH”, “HEAD”, “OPTIONS”, “CONNECT”, “TRACE”] | http method                                                                                             |
| query      | object  | optional    |         |                                                                                  | request’s QueryString, if Key is conflicted with global query, this setting’s value will be used. |
| headers    | object  | optional    |         |                                                                                  | request’s Header, if Key is conflicted with global headers, this setting’s value will be used.    |
| path       | string  | required    |         |                                                                                  | http request’s path                                                                                     |
| body       | string  | optional    |         |                                                                                  | http request’s body                                                                                     |
| ssl_verify | boolean | optional    | false   |                                                                                  | verify if SSL cert matches hostname.                                                                    |






Batch API Response：

Response is Array of HttpResponse.


HttpResponse

| Name    | Type    | Description           |
| ——- | ——- | ——————— |
| status  | integer | http status code      |
| reason  | string  | http reason phrase    |
| body    | string  | http response body    |
| headers | object  | http response headers |








Test Plugin

You can pass your request detail to batch API( /apisix/batch-requests ), apisix can automatically complete requests via http pipeline [https://en.wikipedia.org/wiki/HTTP_pipelining]. Such as:

curl --location --request POST 'http://127.0.0.1:9080/apisix/batch-requests' \
--header 'Content-Type: application/json' \
--d '{
    "headers": {
        "Content-Type": "application/json",
        "admin-jwt":"xxxx"
    },
    "timeout": 500,
    "pipeline": [
        {
            "method": "POST",
            "path": "/community.GiftSrv/GetGifts",
            "body": "test"
        },
        {
            "method": "POST",
            "path": "/community.GiftSrv/GetGifts",
            "body": "test2"
        }
    ]
}'





response as below：

[
    {
        "status": 200,
        "reason": "OK",
        "body": "{\"ret\":500,\"msg\":\"error\",\"game_info\":null,\"gift\":[],\"to_gets\":0,\"get_all_msg\":\"\"}",
        "headers": {
            "Connection": "keep-alive",
            "Date": "Sat, 11 Apr 2020 17:53:20 GMT",
            "Content-Type": "application/json",
            "Content-Length": "81",
            "Server": "APISIX web server"
        }
    },
    {
        "status": 200,
        "reason": "OK",
        "body": "{\"ret\":500,\"msg\":\"error\",\"game_info\":null,\"gift\":[],\"to_gets\":0,\"get_all_msg\":\"\"}",
        "headers": {
            "Connection": "keep-alive",
            "Date": "Sat, 11 Apr 2020 17:53:20 GMT",
            "Content-Type": "application/json",
            "Content-Length": "81",
            "Server": "APISIX web server"
        }
    }
]








Disable Plugin

Normally, you don’t need to disable this plugin. If you do need, please remove it from the plugins section of/conf/config.yaml.
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Name

The consumer-restriction can restrict access to a Service or a Route by either
whitelisting or blacklisting consumers. Support single or multiple consumers.




Attributes

| Name      | Type          | Requirement | Default | Valid | Description                     |
| ——— | ————- | ———– | ——- | —– | ——————————- |
| whitelist | array[string] | optional    |         |       | List of consumers to whitelist. |
| blacklist | array[string] | optional    |         |       | List of consumers to blacklist. |

One of whitelist or blacklist must be specified, and they can not work
together.




How To Enable

Creates a route or service object, and enable plugin consumer-restriction.

curl http://127.0.0.1:9080/apisix/admin/consumers/1 -H 'X-API-KEY: edd1c9f034335f136f87ad84b625c8f1' -X PUT -i -d '
{
    "username": "jack1",
    "plugins": {
        "basic-auth": {
            "username":"jack2019",
            "password": "123456"
        }
    }
}'

curl http://127.0.0.1:9080/apisix/admin/consumers/2 -H 'X-API-KEY: edd1c9f034335f136f87ad84b625c8f1' -X PUT -i -d '
{
    "username": "jack2",
    "plugins": {
        "basic-auth": {
            "username":"jack2020",
            "password": "123456"
        }
    }
}'

curl http://127.0.0.1:9080/apisix/admin/routes/1 -H 'X-API-KEY: edd1c9f034335f136f87ad84b625c8f1' -X PUT -d '
{
    "uri": "/index.html",
    "upstream": {
        "type": "roundrobin",
        "nodes": {
            "127.0.0.1:1980": 1
        }
    },
    "plugins": {
        "basic-auth": {},
        "consumer-restriction": {
            "whitelist": [
                "jack1"
            ]
        }
    }
}'








Test Plugin

Requests from jack1:

$ curl -u jack2019:123456 http://127.0.0.1:9080/index.html
HTTP/1.1 200 OK
...





Requests from jack2:

$ curl -u jack2020:123456 http://127.0.0.1:9080/index.html -i
HTTP/1.1 403 Forbidden
...
{"message":"You are not allowed"}








Disable Plugin

When you want to disable the consumer-restriction plugin, it is very simple,
you can delete the corresponding json configuration in the plugin configuration,
no need to restart the service, it will take effect immediately:

$ curl http://127.0.0.1:9080/apisix/admin/routes/1 -H 'X-API-KEY: edd1c9f034335f136f87ad84b625c8f1' -X PUT -d '
{
    "uri": "/index.html",
    "upstream": {
        "type": "roundrobin",
        "nodes": {
            "127.0.0.1:1980": 1
        }
    },
    "plugins": {
        "basic-auth": {}
    }
}'





The consumer-restriction plugin has been disabled now. It works for other plugins.
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Description

cors plugin can help you enable CORS [https://developer.mozilla.org/en-US/docs/Web/HTTP/CORS] easily.




Attributes

| Name             | Type    | Requirement | Default | Valid | Description                                                  |
| —————- | ——- | ———– | ——- | —– | ———————————————————— |
| allow_origins    | string  | optional    | “”     |       | Which Origins is allowed to enable CORS, format as：scheme://host:port, for example: https://somehost.com:8081. Multiple origin use , to split. When allow_credential is false, you can use * to indicate allow any origin. you also can allow all any origins forcefully using ** even already enable allow_credential, but it will bring some security risks. |
| allow_methods    | string  | optional    | “”     |       | Which Method is allowed to enable CORS, such as: GET, POST etc. Multiple method use , to split. When allow_credential is false, you can use * to indicate allow all any method. You also can allow any method forcefully using ** even already enable allow_credential, but it will bring some security risks. |
| allow_headers    | string  | optional    | “”     |       | Which headers are allowed to set in request when access cross-origin resource. Multiple value use , to split. When allow_credential is false, you can use * to indicate allow all request headers. You also can allow any header forcefully using ** even already enable allow_credential, but it will bring some security risks. |
| expose_headers   | string  | optional    | “”     |       | Which headers are allowed to set in response when access cross-origin resource. Multiple value use , to split. |
| max_age          | integer | optional    | 5       |       | Maximum number of seconds the results can be cached.. Within this time range, the browser will reuse the last check result. -1 means no cache. Please note that the maximum value is depended on browser, please refer to MDN [https://developer.mozilla.org/en-US/docs/Web/HTTP/Headers/Access-Control-Max-Age#Directives] for details. |
| allow_credential | boolean | optional    | false   |       | Enable request include credential (such as Cookie etc.). According to CORS specification, if you set this option to true, you can not use ‘*’ for other options. |


Tips

Please note that allow_credential is a very sensitive option, so choose to enable it carefully. After set it be true, the default * of other parameters will be invalid, you must specify their values explicitly.
When using **, you must fully understand that it introduces some security risks, such as CSRF, so make sure that this security level meets your expectations before using it。







How To Enable

Create a Route or Service object and configure cors plugin.

curl http://127.0.0.1:9080/apisix/admin/routes/1 -H 'X-API-KEY: edd1c9f034335f136f87ad84b625c8f1' -X PUT -d '
{
    "uri": "/hello",
    "plugins": {
        "cors": {}
    },
    "upstream": {
        "type": "roundrobin",
        "nodes": {
            "127.0.0.1:8080": 1
        }
    }
}'








Test Plugin

curl to server, you will find the headers about CORS is be returned, which means plugin is working fine.

curl http://127.0.0.1:9080/hello -v
...
< Server: APISIX web server
< Access-Control-Allow-Origin: *
< Access-Control-Allow-Methods: *
< Access-Control-Allow-Headers: *
< Access-Control-Expose-Headers: *
< Access-Control-Max-Age: 5
...








Disable Plugin

Remove plugin from configuration.

$ curl http://127.0.0.1:9080/apisix/admin/routes/1 -H 'X-API-KEY: edd1c9f034335f136f87ad84b625c8f1' -X PUT -d '
{
    "uri": "/hello",
    "plugins": {},
    "upstream": {
        "type": "roundrobin",
        "nodes": {
            "127.0.0.1:8080": 1
        }
    }
}'











          

      

      

    

  

  
    
    Summary
    

    
 
  

    
      
          
            
  
	中文





Summary


	Name


	Attributes


	How To Enable


	Test Plugin


	Disable Plugin





Name

echo is a a useful plugin to help users understand as fully as possible how to develop an APISIX plugin.

This plugin addresses the corresponding functionality in the common phases such as init, rewrite, access, balancer, header filer, body filter and log.




Attributes

| Name        | Type   | Requirement | Default | Valid | Description                                  |
| ———– | —— | ———– | ——- | —– | ——————————————– |
| before_body | string | optional    |         |       | Body before the filter phase.                |
| body        | string | optional    |         |       | Body to replace upstream response.           |
| after_body  | string | optional    |         |       | Body after the modification of filter phase. |
| headers     | object | optional    |         |       | New headers for response                     |
| auth_value  | string | optional    |         |       | Auth value                                   |

At least one of before_body, body, and after_body must be specified.




How To Enable

The following is an example on how to enable the echo plugin for a specific route.

curl http://127.0.0.1:9080/apisix/admin/routes/1 -H 'X-API-KEY: edd1c9f034335f136f87ad84b625c8f1' -X PUT -d '
{
    "plugins": {
        "echo": {
            "before_body": "before the body modification "
        }
    },
    "upstream": {
        "nodes": {
            "127.0.0.1:1980": 1
        },
        "type": "roundrobin"
    },
    "uri": "/hello"
}'








Test Plugin


	success:




$ curl -i http://127.0.0.1:9080/hello
HTTP/1.1 200 OK
...
before the body modification hello world








Disable Plugin

Remove the corresponding json configuration in the plugin configuration to disable the echo.
APISIX plugins are hot-reloaded, therefore no need to restart APISIX.

$ curl http://127.0.0.1:2379/apisix/admin/routes/1  -H 'X-API-KEY: edd1c9f034335f136f87ad84b625c8f1' -X PUT -d value='
{
    "methods": ["GET"],
    "uri": "/hello",
    "plugins": {},
    "upstream": {
        "type": "roundrobin",
        "nodes": {
            "127.0.0.1:1980": 1
        }
    }
}'
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Name

Fault injection plugin, this plugin can be used with other plugins and will be executed before other plugins.  The abort attribute will directly return the user-specified http code to the client and terminate the subsequent plugins. The delay attribute will delay a request and execute subsequent plugins.




Attributes

| Name              | Type    | Requirement | Default | Valid      | Description                                      |
| —————– | ——- | ———– | ——- | ———- | ———————————————— |
| abort.http_status | integer | optional    |         | [200, …] | user-specified http code returned to the client. |
| abort.body        | string  | optional    |         |            | response data returned to the client.            |
| delay.duration    | number  | optional    |         |            | delay time (can be decimal).                     |

Note: One of abort and delay must be specified.




How To Enable


Enable the plugin

1: enable the fault-injection plugin for a specific route and specify the abort attribute：

curl http://127.0.0.1:9080/apisix/admin/routes/1 -H 'X-API-KEY: edd1c9f034335f136f87ad84b625c8f1' -X PUT -d '
{
    "plugins": {
       "fault-injection": {
           "abort": {
              "http_status": 200,
              "body": "Fault Injection!"
           }
       }
    },
    "upstream": {
       "nodes": {
           "127.0.0.1:1980": 1
       },
       "type": "roundrobin"
    },
    "uri": "/hello"
}'





Test plugin：

$ curl http://127.0.0.1:9080/hello -i
HTTP/1.1 200 OK
Date: Mon, 13 Jan 2020 13:50:04 GMT
Content-Type: text/plain
Transfer-Encoding: chunked
Connection: keep-alive
Server: APISIX web server

Fault Injection!






http status is 200 and the response body is “Fault Injection! “ indicate that the plugin is enabled.




2: Enable the fault-injection plugin for a specific route and specify the delay attribute:

curl http://127.0.0.1:9080/apisix/admin/routes/1 -H 'X-API-KEY: edd1c9f034335f136f87ad84b625c8f1' -X PUT -d '
{
    "plugins": {
       "fault-injection": {
           "delay": {
              "duration": 3
           }
       }
    },
    "upstream": {
       "nodes": {
           "127.0.0.1:1980": 1
       },
       "type": "roundrobin"
    },
    "uri": "/hello"
}'





Test plugin：

$ time curl http://127.0.0.1:9080/hello -i
HTTP/1.1 200 OK
Content-Type: application/octet-stream
Content-Length: 6
Connection: keep-alive
Server: APISIX web server
Date: Tue, 14 Jan 2020 14:30:54 GMT
Last-Modified: Sat, 11 Jan 2020 12:46:21 GMT

hello

real    0m3.034s
user    0m0.007s
sys     0m0.010s










Disable Plugin

Remove the corresponding JSON in the plugin configuration to disable the plugin immediately without restarting the service:

curl http://127.0.0.1:9080/apisix/admin/routes/1 -H 'X-API-KEY: edd1c9f034335f136f87ad84b625c8f1' -X PUT -d '
{
    "uri": "/hello",
    "plugins": {},
    "upstream": {
        "type": "roundrobin",
        "nodes": {
            "127.0.0.1:1980": 1
        }
    }
}'





The plugin has been disabled now.
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Name

HTTP(s) -> APISIX -> gRPC server


Proto


Attributes


	content: .proto file’s content.







Add a proto

Here’s an example, adding a proto which id is 1:

curl http://127.0.0.1:9080/apisix/admin/proto/1 -H 'X-API-KEY: edd1c9f034335f136f87ad84b625c8f1' -X PUT -d '
{
    "content" : "syntax = \"proto3\";
    package helloworld;
    service Greeter {
        rpc SayHello (HelloRequest) returns (HelloReply) {}
    }
    message HelloRequest {
        string name = 1;
    }
    message HelloReply {
        string message = 1;
    }"
}'












Attribute List

| Name      | Type                                                                           | Requirement | Default | Valid | Description                      |
| ——— | —————————————————————————— | ———– | ——- | —– | ——————————– |
| proto_id  | string/integer                                                                 | required    |         |       | .proto content id.             |
| service   | string                                                                         | required    |         |       | the grpc service name.           |
| method    | string                                                                         | required    |         |       | the method name of grpc service. |
| deadline  | number                                                                         | optional    | 0       |       | deadline for grpc, ms            |
| pb_option | array[string(pb_option_def)] | optional    |         |       | protobuf options                 |




How To Enable

Here’s an example, to enable the grpc-transcode plugin to specified route:


	attention: the route’s option service_protocol must be grpc


	the grpc server example：grpc_server_example [https://github.com/iresty/grpc_server_example]




curl http://127.0.0.1:9080/apisix/admin/routes/111 -H 'X-API-KEY: edd1c9f034335f136f87ad84b625c8f1' -X PUT -d '
{
    "methods": ["GET"],
    "uri": "/grpctest",
    "service_protocol": "grpc",
    "plugins": {
        "grpc-transcode": {
            "proto_id": "1",
            "service": "helloworld.Greeter",
            "method": "SayHello"
        }
    },
    "upstream": {
        "type": "roundrobin",
        "nodes": {
            "127.0.0.1:50051": 1
        }
    }
}'








Test Plugin

The above configuration proxy:

curl -i http://127.0.0.1:9080/grpctest?name=world





response:

HTTP/1.1 200 OK
Date: Fri, 16 Aug 2019 11:55:36 GMT
Content-Type: application/json
Transfer-Encoding: chunked
Connection: keep-alive
Server: APISIX web server
Proxy-Connection: keep-alive

{"message":"Hello world"}





This means that the proxying is working.




Use pb_option option of grpc-transcode plugin


option list


	enum as result


	enum_as_name


	enum_as_value






	int64 as result


	int64_as_number


	int64_as_string


	int64_as_hexstring






	default values option


	auto_default_values


	no_default_values


	use_default_values


	use_default_metatable






	hooks option


	enable_hooks


	disable_hooks








curl http://127.0.0.1:9080/apisix/admin/routes/23 -H 'X-API-KEY: edd1c9f034335f136f87ad84b625c8f1' -X PUT -d '
{
    "methods": ["GET"],
    "uri": "/zeebe/WorkflowInstanceCreate",
    "service_protocol": "grpc",
    "plugins": {
        "grpc-transcode": {
            "proto_id": "1",
            "service": "gateway_protocol.Gateway",
            "method": "CreateWorkflowInstance",
            "pb_option":["int64_as_string"]
        }
    },
    "upstream": {
        "type": "roundrobin",
        "nodes": {
            "127.0.0.1:26500": 1
        }
    }
}'








Test pb_option

Visit configured route：

$ curl -i "http://127.0.0.1:9080/zeebe/WorkflowInstanceCreate?bpmnProcessId=order-process&version=1&variables=\{\"orderId\":\"7\",\"ordervalue\":99\}"
HTTP/1.1 200 OK
Date: Wed, 13 Nov 2019 03:38:27 GMT
Content-Type: application/json
Transfer-Encoding: chunked
Connection: keep-alive
grpc-encoding: identity
grpc-accept-encoding: gzip
Server: APISIX web server
Trailer: grpc-status
Trailer: grpc-message

{"workflowKey":"#2251799813685260","workflowInstanceKey":"#2251799813688013","bpmnProcessId":"order-process","version":1}





"workflowKey":"#2251799813685260" suggests pb_option configuation success.
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Name

hmac-auth is an authentication plugin that need to work with consumer. Add HMAC Authentication to a service or route.

The consumer then adds its key to request header to verify its request.




Attributes

| Name           | Type          | Requirement | Default       | Valid                                       | Description                                                                                                                                                                                                                                                                   |
| ————– | ————- | ———– | ————- | ——————————————- | —————————————————————————————————————————————————————————————————————————————————————————– |
| access_key     | string        | required    |               |                                             | Different consumer objects should have different values, and it should be unique. If different consumers use the same access_key, a request matching exception will occur.                                                                                                |
| secret_key     | string        | required    |               |                                             | Use as a pair with access_key.                                                                                                                                                                                                                                              |
| algorithm      | string        | optional    | “hmac-sha256” | [“hmac-sha1”, “hmac-sha256”, “hmac-sha512”] | Encryption algorithm.                                                                                                                                                                                                                                                         |
| clock_skew     | integer       | optional    | 300           |                                             | The clock skew allowed by the signature in seconds. For example, if the time is allowed to skew by 10 seconds, then it should be set to 10. especially, 0 means not checking timestamp                                                                                    |
| signed_headers | array[string] | optional    |               |                                             | Restrict the headers that are added to the encrypted calculation. After the specified, the client request can only specify the headers within this range. When this item is empty, all the headers specified by the client request will be added to the encrypted calculation |




How To Enable


	set a consumer and config the value of the hmac-auth option




curl http://127.0.0.1:9080/apisix/admin/consumers -H 'X-API-KEY: edd1c9f034335f136f87ad84b625c8f1' -X PUT -d '
{
    "username": "jack",
    "plugins": {
        "hmac-auth": {
            "access_key": "user-key",
            "secret_key": "my-secret-key",
            "clock_skew": 10,
            "signed_headers": ["User-Agent", "Accept-Language", "x-custom-a"]
        }
    }
}'






	add a Route or add a Service , and enable the hmac-auth plugin




curl http://127.0.0.1:9080/apisix/admin/routes/1 -H 'X-API-KEY: edd1c9f034335f136f87ad84b625c8f1' -X PUT -d '
{
    "uri": "/index.html",
    "plugins": {
        "hmac-auth": {}
    },
    "upstream": {
        "type": "roundrobin",
        "nodes": {
            "39.97.63.215:80": 1
        }
    }
}'








Test Plugin


generate signature:

The calculation formula of the signature is signature = HMAC-SHAx-HEX(secret_key, signing_string). From the formula, it can be seen that in order to obtain the signature, two parameters, SECRET_KEY and signing_STRING, are required. Where secret_key is configured by the corresponding consumer, the calculation formula of signing_STRING is signing_string = HTTP Method + HTTP URI + canonical_query_string + access_key + timestamp + signed_headers_string


	HTTP Method : Refers to the GET, PUT, POST and other request methods defined in the HTTP protocol, and must be in all uppercase.


	HTTP URI : HTTP URI requirements must start with “/”, those that do not start with “/” need to be added, and the empty path is “/”.


	canonical_query_string :canonical_query_string is the result of encoding the query in the URL (query is the string “key1 = valve1 & key2 = valve2” after the “?” in the URL).


	signed_headers_string :signed_headers_string is the result of obtaining the fields specified by the client from the request header and concatenating the strings in order.





The coding steps are as follows:





	Extract the query item in the URL, that is, the string “key1 = valve1 & key2 = valve2” after the “?” in the URL.


	Split the query into several items according to the & separator, each item is in the form of key=value or only key.


	Encoding each item after disassembly is divided into the following two situations.


	When the item has only key, the conversion formula is UriEncode(key) + “=”.


	When the item is in the form of key=value, the conversion formula is in the form of UriEncode(key) + “=” + UriEncode(value). Here value can be an empty string.


	After converting each item, sort by key in lexicographic order (ASCII code from small to large), and connect them with the & symbol to generate the corresponding canonical_query_string.









The signed_headers_string generation steps are as follows:





	Obtain the headers specified to be added to the calculation from the request header. For details, please refer to the placement of SIGNED_HEADERS in the next section Use the generated signature to make a request attempt.


	Take out the headers specified by SIGNED_HEADERS in order from the request header, and splice them together in order. After splicing, a signed_headers_string is generated.







Use the generated signature to try the request

Note: ACCESS_KEY, SIGNATURE, ALGORITHM, TIMESTAMP, SIGNED_HEADERS respectively represent the corresponding variables
Note: SIGNED_HEADERS is the headers specified by the client to join the encryption calculation, multiple separated by semicolons, Example: User-Agent;Accept-Language


	The signature information is put together in the request header Authorization field:




$ curl http://127.0.0.1:9080/index.html -H 'Authorization: hmac-auth-v1# + ACCESS_KEY + # + base64_encode(SIGNATURE) + # + ALGORITHM + # + TIMESTAMP + # + SIGNED_HEADERS' -i
HTTP/1.1 200 OK
Content-Type: text/html
Content-Length: 13175
...
Accept-Ranges: bytes

<!DOCTYPE html>
<html lang="cn">
...






	The signature information is separately placed in the request header:




$ curl http://127.0.0.1:9080/index.html -H 'X-HMAC-SIGNATURE: base64_encode(SIGNATURE)' -H 'X-HMAC-ALGORITHM: ALGORITHM' -H 'X-HMAC-TIMESTAMP: TIMESTAMP' -H 'X-HMAC-ACCESS-KEY: ACCESS_KEY' -H 'X-HMAC-SIGNED-HEADERS: SIGNED_HEADERS' -i
HTTP/1.1 200 OK
Content-Type: text/html
Content-Length: 13175
...
Accept-Ranges: bytes

<!DOCTYPE html>
<html lang="cn">










Disable Plugin

When you want to disable the hmac-auth plugin, it is very simple,
you can delete the corresponding json configuration in the plugin configuration,
no need to restart the service, it will take effect immediately:

$ curl http://127.0.0.1:9080/apisix/admin/routes/1 -H 'X-API-KEY: edd1c9f034335f136f87ad84b625c8f1' -X PUT -d '
{
    "uri": "/index.html",
    "plugins": {},
    "upstream": {
        "type": "roundrobin",
        "nodes": {
            "39.97.63.215:80": 1
        }
    }
}'
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Name

http-logger is a plugin which push Log data requests to HTTP/HTTPS servers.

This will provide the ability to send Log data requests as JSON objects to Monitoring tools and other HTTP servers.




Attributes

| Name             | Type    | Requirement | Default       | Valid   | Description                                                                              |
| —————- | ——- | ———– | ————- | ——- | —————————————————————————————- |
| uri              | string  | required    |               |         | URI of the server                                                                        |
| auth_header      | string  | optional    | “”            |         | Any authorization headers                                                                |
| timeout          | integer | optional    | 3             | [1,…] | Time to keep the connection alive after sending a request                                |
| name             | string  | optional    | “http logger” |         | A unique identifier to identity the logger                                               |
| batch_max_size   | integer | optional    | 1000          | [1,…] | Max size of each batch                                                                   |
| inactive_timeout | integer | optional    | 5             | [1,…] | Maximum age in seconds when the buffer will be flushed if inactive                       |
| buffer_duration  | integer | optional    | 60            | [1,…] | Maximum age in seconds of the oldest entry in a batch before the batch must be processed |
| max_retry_count  | integer | optional    | 0             | [0,…] | Maximum number of retries before removing from the processing pipe line                  |
| retry_delay      | integer | optional    | 1             | [0,…] | Number of seconds the process execution should be delayed if the execution fails         |
| include_req_body | boolean | optional    | false         |         | Whether to include the request body                                                      |
| concat_method    | string  | optional    | “json”        |         | Enum type, json and new_line. json: use json.encode for all pending logs. new_line: use json.encode for each pending log and concat them with “\n” line. |




How To Enable

The following is an example on how to enable the http-logger for a specific route.

curl http://127.0.0.1:9080/apisix/admin/routes/1 -H 'X-API-KEY: edd1c9f034335f136f87ad84b625c8f1' -X PUT -d '
{
      "plugins": {
            "http-logger": {
                "uri": "127.0.0.1:80/postendpoint?param=1",
            }
       },
      "upstream": {
           "type": "roundrobin",
           "nodes": {
               "127.0.0.1:1980": 1
           }
      },
      "uri": "/hello"
}'








Test Plugin


success:




$ curl -i http://127.0.0.1:9080/hello
HTTP/1.1 200 OK
...
hello, world








Disable Plugin

Remove the corresponding json configuration in the plugin configuration to disable the http-logger.
APISIX plugins are hot-reloaded, therefore no need to restart APISIX.

$ curl http://127.0.0.1:2379/apisix/admin/routes/1  -H 'X-API-KEY: edd1c9f034335f136f87ad84b625c8f1' -X PUT -d value='
{
    "uri": "/hello",
    "plugins": {},
    "upstream": {
        "type": "roundrobin",
        "nodes": {
            "127.0.0.1:1980": 1
        }
    }
}'
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Name

The ip-restriction can restrict access to a Service or a Route by either
whitelisting or blacklisting IP addresses. Single IPs, multiple IPs or ranges
in CIDR notation like 10.10.10.0/24 can be used(will support IPv6 soon).




Attributes

| Name      | Type          | Requirement | Default | Valid | Description                              |
| ——— | ————- | ———– | ——- | —– | —————————————- |
| whitelist | array[string] | optional    |         |       | List of IPs or CIDR ranges to whitelist. |
| blacklist | array[string] | optional    |         |       | List of IPs or CIDR ranges to blacklist. |

One of whitelist or blacklist must be specified, and they can not work
together.




How To Enable

Creates a route or service object, and enable plugin ip-restriction.

curl http://127.0.0.1:9080/apisix/admin/routes/1 -H 'X-API-KEY: edd1c9f034335f136f87ad84b625c8f1' -X PUT -d '
{
    "uri": "/index.html",
    "upstream": {
        "type": "roundrobin",
        "nodes": {
            "127.0.0.1:1980": 1
        }
    },
    "plugins": {
        "ip-restriction": {
            "whitelist": [
                "127.0.0.1",
                "113.74.26.106/24"
            ]
        }
    }
}'








Test Plugin

Requests to 127.0.0.1:

$ curl http://127.0.0.1:9080/index.html
HTTP/1.1 200 OK
...





Requests to 127.0.0.2:

$ curl http://127.0.0.2:9080/index.html -i
HTTP/1.1 403 Forbidden
...
{"message":"Your IP address is not allowed"}








Change the restriction

When you want to change the whitelisted ip, it is very simple,
you can send the corresponding json configuration in the plugin configuration,
no need to restart the service, it will take effect immediately:

curl http://127.0.0.1:9080/apisix/admin/routes/1 -H 'X-API-KEY: edd1c9f034335f136f87ad84b625c8f1' -X PUT -d '
{
    "uri": "/index.html",
    "upstream": {
        "type": "roundrobin",
        "nodes": {
            "127.0.0.1:1980": 1
        }
    },
    "plugins": {
        "ip-restriction": {
            "whitelist": [
                "127.0.0.2",
                "113.74.26.106/24"
            ]
        }
    }
}'








Test Plugin after restriction change

Requests to 127.0.0.2:

$ curl http://127.0.0.2:9080/index.html
HTTP/1.1 200 OK
...





Requests to 127.0.0.1:

$ curl http://127.0.0.1:9080/index.html -i
HTTP/1.1 403 Forbidden
...
{"message":"Your IP address is not allowed"}








Disable Plugin

When you want to disable the ip-restriction plugin, it is very simple,
you can delete the corresponding json configuration in the plugin configuration,
no need to restart the service, it will take effect immediately:

$ curl http://127.0.0.1:2379/v2/keys/apisix/routes/1 -H 'X-API-KEY: edd1c9f034335f136f87ad84b625c8f1' -X PUT -d value='
{
    "uri": "/index.html",
    "plugins": {},
    "upstream": {
        "type": "roundrobin",
        "nodes": {
            "39.97.63.215:80": 1
        }
    }
}'





The ip-restriction plugin has been disabled now. It works for other plugins.
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Name

jwt-auth is an authentication plugin that need to work with consumer. Add JWT Authentication to a service or route.

The consumer then adds its key to the query string parameter, request header, or cookie to verify its request.

For more information on JWT, refer to JWT [https://jwt.io/] for more information.




Attributes

| Name          | Type    | Requirement | Default | Valid                                         | Description                                                                                                                                      |
| ————- | ——- | ———– | ——- | ——————————————— | ———————————————————————————————————————————————— |
| key           | string  | required    |         |                                               | different consumer have different value, it’s unique. different consumer use the same key, and there will be a request matching exception. |
| secret        | string  | optional    |         |                                               | encryption key. if you do not specify, the value is auto-generated in the background.                                                            |
| algorithm     | string  | optional    | “HS256” | [“HS256”, “HS384”, “HS512”, “RS256”, “ES256”] | encryption algorithm.                                                                                                                            |
| exp           | integer | optional    | 86400   | [1,…]                                       | token’s expire time, in seconds                                                                                                                  |
| base64_secret | boolean | optional    | false   |                                               | whether secret is base64 encoded                                                                                                                 |




How To Enable


	set a consumer and config the value of the jwt-auth option




curl http://127.0.0.1:9080/apisix/admin/consumers -H 'X-API-KEY: edd1c9f034335f136f87ad84b625c8f1' -X PUT -d '
{
    "username": "jack",
    "plugins": {
        "jwt-auth": {
            "key": "user-key",
            "secret": "my-secret-key"
        }
    }
}'





you can visit Dashboard http://127.0.0.1:9080/apisix/dashboard/ and add a Consumer through the web console:

[image: ../_images/jwt-auth-1.png]

then add jwt-auth plugin in the Consumer page:
[image: ../_images/jwt-auth-2.png]


	add a Route or add a Service , and enable the jwt-auth plugin




curl http://127.0.0.1:9080/apisix/admin/routes/1 -H 'X-API-KEY: edd1c9f034335f136f87ad84b625c8f1' -X PUT -d '
{
    "methods": ["GET"],
    "uri": "/index.html",
    "plugins": {
        "jwt-auth": {}
    },
    "upstream": {
        "type": "roundrobin",
        "nodes": {
            "39.97.63.215:80": 1
        }
    }
}'








Test Plugin


get the token in jwt-auth plugin:

$ curl http://127.0.0.1:9080/apisix/plugin/jwt/sign?key=user-key -i
HTTP/1.1 200 OK
Date: Wed, 24 Jul 2019 10:33:31 GMT
Content-Type: text/plain
Transfer-Encoding: chunked
Connection: keep-alive
Server: APISIX web server

eyJhbGciOiJIUzI1NiIsInR5cCI6IkpXVCJ9.eyJrZXkiOiJ1c2VyLWtleSIsImV4cCI6MTU2NDA1MDgxMX0.Us8zh_4VjJXF-TmR5f8cif8mBU7SuefPlpxhH0jbPVI








try request with token


	without token:




$ curl http://127.0.0.1:9080/index.html -i
HTTP/1.1 401 Unauthorized
...
{"message":"Missing JWT token in request"}






	request header with token:




$ curl http://127.0.0.1:9080/index.html -H 'Authorization: eyJhbGciOiJIUzI1NiIsInR5cCI6IkpXVCJ9.eyJrZXkiOiJ1c2VyLWtleSIsImV4cCI6MTU2NDA1MDgxMX0.Us8zh_4VjJXF-TmR5f8cif8mBU7SuefPlpxhH0jbPVI' -i
HTTP/1.1 200 OK
Content-Type: text/html
Content-Length: 13175
...
Accept-Ranges: bytes

<!DOCTYPE html>
<html lang="cn">
...






	request params with token:




$ curl http://127.0.0.1:9080/index.html?jwt=eyJhbGciOiJIUzI1NiIsInR5cCI6IkpXVCJ9.eyJrZXkiOiJ1c2VyLWtleSIsImV4cCI6MTU2NDA1MDgxMX0.Us8zh_4VjJXF-TmR5f8cif8mBU7SuefPlpxhH0jbPVI -i
HTTP/1.1 200 OK
Content-Type: text/html
Content-Length: 13175
...
Accept-Ranges: bytes

<!DOCTYPE html>
<html lang="cn">
...






	request cookie with token:




$ curl http://127.0.0.1:9080/index.html --cookie jwt=eyJhbGciOiJIUzI1NiIsInR5cCI6IkpXVCJ9.eyJrZXkiOiJ1c2VyLWtleSIsImV4cCI6MTU2NDA1MDgxMX0.Us8zh_4VjJXF-TmR5f8cif8mBU7SuefPlpxhH0jbPVI -i
HTTP/1.1 200 OK
Content-Type: text/html
Content-Length: 13175
...
Accept-Ranges: bytes

<!DOCTYPE html>
<html lang="cn">
...










Disable Plugin

When you want to disable the jwt-auth plugin, it is very simple,
you can delete the corresponding json configuration in the plugin configuration,
no need to restart the service, it will take effect immediately:

$ curl http://127.0.0.1:2379/v2/keys/apisix/routes/1 -X PUT -d value='
{
    "methods": ["GET"],
    "uri": "/index.html",
    "id": 1,
    "plugins": {},
    "upstream": {
        "type": "roundrobin",
        "nodes": {
            "39.97.63.215:80": 1
        }
    }
}'
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Name

kafka-logger is a plugin which works as a Kafka client driver for the ngx_lua nginx module.

This will provide the ability to send Log data requests as JSON objects to external Kafka clusters.

This plugin provides the ability to push Log data as a batch to you’re external Kafka topics. In case if you did not recieve the log data don’t worry give it some time it will automatically send the logs after the timer function expires in our Batch Processor.

For more info on Batch-Processor in Apache APISIX please refer.
Batch-Processor




Attributes

| Name             | Type    | Requirement | Default        | Valid   | Description                                                                              |
| —————- | ——- | ———– | ————– | ——- | —————————————————————————————- |
| broker_list      | object  | required    |                |         | An array of Kafka brokers.                                                               |
| kafka_topic      | string  | required    |                |         | Target  topic to push data.                                                              |
| key              | string  | required    |                |         | Key for the message.                                                                     |
| timeout          | integer | optional    | 3              | [1,…] | Timeout for the upstream to send data.                                                   |
| name             | string  | optional    | “kafka logger” |         | A  unique identifier to identity the batch processor                                     |
| batch_max_size   | integer | optional    | 1000           | [1,…] | Max size of each batch                                                                   |
| inactive_timeout | integer | optional    | 5              | [1,…] | Maximum age in seconds when the buffer will be flushed if inactive                       |
| buffer_duration  | integer | optional    | 60             | [1,…] | Maximum age in seconds of the oldest entry in a batch before the batch must be processed |
| max_retry_count  | integer | optional    | 0              | [0,…] | Maximum number of retries before removing from the processing pipe line                  |
| retry_delay      | integer | optional    | 1              | [0,…] | Number of seconds the process execution should be delayed if the execution fails         |
| include_req_body | boolean | optional    | false          |         | Whether to include the request body                                                      |




Info

The message will write to the buffer first.
It will send to the kafka server when the buffer exceed the batch_max_size,
or every buffer_duration flush the buffer.

In case of success, returns true.
In case of errors, returns nil with a string describing the error (buffer overflow).


Sample broker list

This plugin supports to push in to more than one broker at a time. Specify the brokers of the external kafka servers as below
sample to take effect of this functionality.

{
    "127.0.0.1":9092,
    "127.0.0.1":9093
}










How To Enable

The following is an example on how to enable the kafka-logger for a specific route.

curl http://127.0.0.1:9080/apisix/admin/routes/5 -H 'X-API-KEY: edd1c9f034335f136f87ad84b625c8f1' -X PUT -d '
{
    "plugins": {
       "kafka-logger": {
           "broker_list" :
             {
               "127.0.0.1":9092
             },
           "kafka_topic" : "test2",
           "key" : "key1",
           "batch_max_size": 1,
           "name": "kafka logger"
       }
    },
    "upstream": {
       "nodes": {
           "127.0.0.1:1980": 1
       },
       "type": "roundrobin"
    },
    "uri": "/hello"
}'








Test Plugin


	success:




$ curl -i http://127.0.0.1:9080/hello
HTTP/1.1 200 OK
...
hello, world








Disable Plugin

Remove the corresponding json configuration in the plugin configuration to disable the kafka-logger.
APISIX plugins are hot-reloaded, therefore no need to restart APISIX.

$ curl http://127.0.0.1:2379/apisix/admin/routes/1  -H 'X-API-KEY: edd1c9f034335f136f87ad84b625c8f1' -X PUT -d value='
{
    "methods": ["GET"],
    "uri": "/hello",
    "plugins": {},
    "upstream": {
        "type": "roundrobin",
        "nodes": {
            "127.0.0.1:1980": 1
        }
    }
}'
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Name

key-auth is an authentication plugin, it should work with consumer together.

Add Key Authentication (also sometimes referred to as an API key) to a Service or a Route. Consumers then add their key either in a querystring parameter or a header to authenticate their requests.




Attributes

| Name | Type   | Requirement | Default | Valid | Description                                                                  |
| —- | —— | ———– | ——- | —– | —————————————————————————- |
| key  | string | required    |         |       | different consumer objects should use different values, it should be unique. |




How To Enable

Two steps are required:


	creates a consumer object, and set the attributes of plugin key-auth.




curl http://127.0.0.1:9080/apisix/admin/consumers -H 'X-API-KEY: edd1c9f034335f136f87ad84b625c8f1' -X PUT -d '
{
    "username": "jack",
    "plugins": {
        "key-auth": {
            "key": "auth-one"
        }
    }
}'





You can open dashboard with a browser: http://127.0.0.1:9080/apisix/dashboard/, to complete the above operation through the web interface, first add a route:
[image: ../_images/key-auth-1.png]

Then add key-auth plugin:
[image: ../_images/key-auth-2.png]


	creates a route or service object, and enable plugin key-auth.




curl http://127.0.0.1:9080/apisix/admin/routes/1 -H 'X-API-KEY: edd1c9f034335f136f87ad84b625c8f1' -X PUT -d '
{
    "methods": ["GET"],
    "uri": "/index.html",
    "id": 1,
    "plugins": {
        "key-auth": {}
    },
    "upstream": {
        "type": "roundrobin",
        "nodes": {
            "39.97.63.215:80": 1
        }
    }
}'








Test Plugin

Here is a correct test example:

$ curl http://127.0.0.2:9080/index.html -H 'apikey: auth-one' -i
HTTP/1.1 200 OK
...





If the request does not set apikey correctly, will get a 401 response.

$ curl http://127.0.0.2:9080/index.html -i
HTTP/1.1 401 Unauthorized
...
{"message":"Missing API key found in request"}

$ curl http://127.0.0.2:9080/index.html -H 'apikey: abcabcabc' -i
HTTP/1.1 401 Unauthorized
...
{"message":"Invalid API key in request"}








Disable Plugin

When you want to disable the key-auth plugin, it is very simple,
you can delete the corresponding json configuration in the plugin configuration,
no need to restart the service, it will take effect immediately:

$ curl http://127.0.0.1:2379/v2/keys/apisix/routes/1 -X PUT -d value='
{
    "uri": "/index.html",
    "plugins": {},
    "upstream": {
        "type": "roundrobin",
        "nodes": {
            "39.97.63.215:80": 1
        }
    }
}'





The key-auth plugin has been disabled now. It works for other plugins.
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Name

Limiting request concurrency plugin.




Attributes

| Name               | Type    | Requirement | Default | Valid                                                                    | Description                                                                                                                                                                                                                                                                                                                                                                                                                                                     |
| —————— | ——- | ———– | ——- | ———————————————————————— | ————————————————————————————————————————————————————————————————————————————————————————————————————————————————————————————————————————————————————— |
| conn               | integer | required    |         | [0,…]                                                                  | the maximum number of concurrent requests allowed. Requests exceeding this ratio (and below conn + burst) will get delayed to conform to this threshold.                                                                                                                                                                                                                                                                                                    |
| burst              | integer | required    |         | [0,…]                                                                  | the number of excessive concurrent requests (or connections) allowed to be delayed.                                                                                                                                                                                                                                                                                                                                                                             |
| default_conn_delay | number  | required    |         | [0,…]                                                                  | the default processing latency of a typical connection (or request).                                                                                                                                                                                                                                                                                                                                                                                            |
| key                | object  | required    |         | [“remote_addr”, “server_addr”, “http_x_real_ip”, “http_x_forwarded_for”] | to limit the concurrency level. For example, one can use the host name (or server zone) as the key so that we limit concurrency per host name. Otherwise, we can also use the client address as the key so that we can avoid a single client from flooding our service with too many parallel connections or requests.  Now accept those as key: “remote_addr”(client’s IP), “server_addr”(server’s IP), “X-Forwarded-For/X-Real-IP” in request header. |
| rejected_code      | string  | optional    | 503     | [200,…]                                                                | returned when the request exceeds conn + burst will be rejected.                                                                                                                                                                                                                                                                                                                                                                                            |
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Name

Limit request rate by a fixed number of requests in a given time window.




Attributes

| Name           | Type    | Requirement          | Default | Valid                                                                    | Description                                                                                                                                                                                                                                                                                                 |
| ————– | ——- | ——————– | ——- | ———————————————————————— | ———————————————————————————————————————————————————————————————————————————————————————————————————– |
| count          | integer | required             |         | [0,…]                                                                  | the specified number of requests threshold.                                                                                                                                                                                                                                                                 |
| time_window    | integer | required             |         | [0,…]                                                                  | the time window in seconds before the request count is reset.                                                                                                                                                                                                                                               |
| key            | string  | required             |         | [“remote_addr”, “server_addr”, “http_x_real_ip”, “http_x_forwarded_for”] | the user specified key to limit the rate.                                                                                                                                                                                                                                                                   |
| rejected_code  | integer | optional             | 503     | [200,600]                                                                | The HTTP status code returned when the request exceeds the threshold is rejected, default 503.                                                                                                                                                                                                              |
| policy         | string  | optional             | “local” | [“local”, “redis”]                                                       | The rate-limiting policies to use for retrieving and incrementing the limits. Available values are local(the counters will be stored locally in-memory on the node) and redis(counters are stored on a Redis server and will be shared across the nodes, usually used it to do the global speed limit). |
| redis_host     | string  | required for redis |         |                                                                          | When using the redis policy, this property specifies the address of the Redis server.                                                                                                                                                                                                                     |
| redis_port     | integer | optional             | 6379    | [1,…]                                                                  | When using the redis policy, this property specifies the port of the Redis server.                                                                                                                                                                                                                        |
| redis_password | string  | optional             |         |                                                                          | When using the redis policy, this property specifies the password of the Redis server.                                                                                                                                                                                                                    |
| redis_timeout  | integer | optional             | 1000    | [1,…]                                                                  | When using the redis policy, this property specifies the timeout in milliseconds of any command submitted to the Redis server.                                                                                                                                                                            |

Key can be customized by the user, only need to modify a line of code of the plug-in to complete.  It is a security consideration that is not open in the plugin.




How To Enable

Here’s an example, enable the limit count plugin on the specified route:

curl -i http://127.0.0.1:9080/apisix/admin/routes/1 -H 'X-API-KEY: edd1c9f034335f136f87ad84b625c8f1' -X PUT -d '
{
    "uri": "/index.html",
    "plugins": {
        "limit-count": {
            "count": 2,
            "time_window": 60,
            "rejected_code": 503,
            "key": "remote_addr"
        }
    },
    "upstream": {
        "type": "roundrobin",
        "nodes": {
            "39.97.63.215:80": 1
        }
    }
}'





You can open dashboard with a browser: http://127.0.0.1:9080/apisix/dashboard/, to complete the above operation through the web interface, first add a route:
[image: ../_images/limit-count-1.png]Add a router.

Then add limit-count plugin:
[image: ../_images/limit-count-2.png]Add limit-count plugin.

If you need a cluster-level precision traffic limit, then we can do it with the redis server. The rate limit of the traffic will be shared between different APISIX nodes to limit the rate of cluster traffic.

Here is the example:

curl -i http://127.0.0.1:9080/apisix/admin/routes/1 -H 'X-API-KEY: edd1c9f034335f136f87ad84b625c8f1' -X PUT -d '
{
    "uri": "/index.html",
    "plugins": {
        "limit-count": {
            "count": 2,
            "time_window": 60,
            "rejected_code": 503,
            "key": "remote_addr",
            "policy": "redis",
            "redis_host": "127.0.0.1",
            "redis_port": 6379,
            "redis_password": "password",
            "redis_timeout": 1001
        }
    },
    "upstream": {
        "type": "roundrobin",
        "nodes": {
            "39.97.63.215:80": 1
        }
    }
}'








Test Plugin

The above configuration limits access to only 2 times in 60 seconds. The first two visits will be normally:

curl -i http://127.0.0.1:9080/index.html





The response header contains X-RateLimit-Limit and X-RateLimit-Remaining,
which mean the total number of requests and the remaining number of requests that can be sent:

HTTP/1.1 200 OK
Content-Type: text/html
Content-Length: 13175
Connection: keep-alive
X-RateLimit-Limit: 2
X-RateLimit-Remaining: 0
Server: APISIX web server





When you visit for the third time, you will receive a response with the 503 HTTP code:

HTTP/1.1 503 Service Temporarily Unavailable
Content-Type: text/html
Content-Length: 194
Connection: keep-alive
Server: APISIX web server

<html>
<head><title>503 Service Temporarily Unavailable</title></head>
<body>
<center><h1>503 Service Temporarily Unavailable</h1></center>
<hr><center>openresty</center>
</body>
</html>





This means that the limit count plugin is in effect.




Disable Plugin

When you want to disable the limit count plugin, it is very simple,
you can delete the corresponding json configuration in the plugin configuration,
no need to restart the service, it will take effect immediately:

curl http://127.0.0.1:9080/apisix/admin/routes/1 -H 'X-API-KEY: edd1c9f034335f136f87ad84b625c8f1' -X PUT -d '
{
    "methods": ["GET"],
    "uri": "/index.html",
    "upstream": {
        "type": "roundrobin",
        "nodes": {
            "39.97.63.215:80": 1
        }
    }
}'





The limit count plugin has been disabled now. It works for other plugins.
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Name

limit request rate using the “leaky bucket” method.




Attributes

| Name          | Type    | Requirement | Default | Valid                                                                    | Description                                                                                                                                                               |
| ————- | ——- | ———– | ——- | ———————————————————————— | ————————————————————————————————————————————————————————- |
| rate          | integer | required    |         | [0,…]                                                                  | the specified request rate (number per second) threshold. Requests exceeding this rate (and below burst) will get delayed to conform to the rate.                       |
| burst         | integer | required    |         | [0,…]                                                                  | the number of excessive requests per second allowed to be delayed. Requests exceeding this hard limit will get rejected immediately.                                      |
| key           | string  | required    |         | [“remote_addr”, “server_addr”, “http_x_real_ip”, “http_x_forwarded_for”] | the user specified key to limit the rate, now accept those as key: “remote_addr”(client’s IP), “server_addr”(server’s IP), “X-Forwarded-For/X-Real-IP” in request header. |
| rejected_code | string  | optional    | 503     | [200,…]                                                                | The HTTP status code returned when the request exceeds the threshold is rejected. The default is 503.                                                                     |

Key can be customized by the user, only need to modify a line of code of the plug-in to complete.  It is a security consideration that is not open in the plugin.




How To Enable

Here’s an example, enable the limit req plugin on the specified route:

curl http://127.0.0.1:9080/apisix/admin/routes/1 -H 'X-API-KEY: edd1c9f034335f136f87ad84b625c8f1' -X PUT -d '
{
    "methods": ["GET"],
    "uri": "/index.html",
    "plugins": {
        "limit-req": {
            "rate": 1,
            "burst": 2,
            "rejected_code": 503,
            "key": "remote_addr"
        }
    },
    "upstream": {
        "type": "roundrobin",
        "nodes": {
            "39.97.63.215:80": 1
        }
    }
}'





You can open dashboard with a browser: http://127.0.0.1:9080/apisix/dashboard/, to complete the above operation through the web interface, first add a route:

[image: ../_images/limit-req-1.png]add route

Then add limit-req plugin:

[image: ../_images/limit-req-2.png]add plugin




Test Plugin

The above configuration limits the request rate to 1 per second. If it is greater than 1 and less than 3, the delay will be added. If the rate exceeds 3, it will be rejected:

curl -i http://127.0.0.1:9080/index.html





When you exceed, you will receive a response header with a 503 return code:

HTTP/1.1 503 Service Temporarily Unavailable
Content-Type: text/html
Content-Length: 194
Connection: keep-alive
Server: APISIX web server

<html>
<head><title>503 Service Temporarily Unavailable</title></head>
<body>
<center><h1>503 Service Temporarily Unavailable</h1></center>
<hr><center>openresty</center>
</body>
</html>





This means that the limit req plugin is in effect.




Disable Plugin

When you want to disable the limit req plugin, it is very simple,
you can delete the corresponding json configuration in the plugin configuration,
no need to restart the service, it will take effect immediately:

curl http://127.0.0.1:9080/apisix/admin/routes/1 -H 'X-API-KEY: edd1c9f034335f136f87ad84b625c8f1' -X PUT -d '
{
    "methods": ["GET"],
    "uri": "/index.html",
    "id": 1,
    "plugins": {
    },
    "upstream": {
        "type": "roundrobin",
        "nodes": {
            "39.97.63.215:80": 1
        }
    }
}'





The limit req plugin has been disabled now. It works for other plugins.
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Name

The plug-in can automatically rotate access and error log files in the log directory at regular intervals.

Specify how often logs are rotated every interval and how many logs have been kept recently.
When the number of log files exceeds the remaining number, the old files are automatically deleted.




Attributes

| Name     | Type    | Requirement | Default | Valid | Description                                                                                                          |
| ——– | ——- | ———– | ——- | —– | ——————————————————————————————————————– |
| interval | integer | required    | 60 * 60 |       | How often to rotate the log in seconds                                                                               |
| max_kept | integer | required    | 24 * 7  |       | How many historical logs can be kept at most. When this number is exceeded, old files will be deleted automatically. |

After this plug-in is enabled, the log file will be automatically rotated according to the configuration.
For example, the following example is a sample based on interval: 10 and max_kept: 10.

$ ll logs
total 44K
-rw-r--r--. 1 resty resty    0 Mar 20 20:32 2020-03-20_20-32-40_access.log
-rw-r--r--. 1 resty resty 2.4K Mar 20 20:32 2020-03-20_20-32-40_error.log
-rw-r--r--. 1 resty resty    0 Mar 20 20:32 2020-03-20_20-32-50_access.log
-rw-r--r--. 1 resty resty 2.8K Mar 20 20:32 2020-03-20_20-32-50_error.log
-rw-r--r--. 1 resty resty    0 Mar 20 20:32 2020-03-20_20-33-00_access.log
-rw-r--r--. 1 resty resty 2.4K Mar 20 20:33 2020-03-20_20-33-00_error.log
-rw-r--r--. 1 resty resty    0 Mar 20 20:33 2020-03-20_20-33-10_access.log
-rw-r--r--. 1 resty resty 2.4K Mar 20 20:33 2020-03-20_20-33-10_error.log
-rw-r--r--. 1 resty resty    0 Mar 20 20:33 2020-03-20_20-33-20_access.log
-rw-r--r--. 1 resty resty 2.4K Mar 20 20:33 2020-03-20_20-33-20_error.log
-rw-r--r--. 1 resty resty    0 Mar 20 20:33 2020-03-20_20-33-30_access.log
-rw-r--r--. 1 resty resty 2.4K Mar 20 20:33 2020-03-20_20-33-30_error.log
-rw-r--r--. 1 resty resty    0 Mar 20 20:33 2020-03-20_20-33-40_access.log
-rw-r--r--. 1 resty resty 2.8K Mar 20 20:33 2020-03-20_20-33-40_error.log
-rw-r--r--. 1 resty resty    0 Mar 20 20:33 2020-03-20_20-33-50_access.log
-rw-r--r--. 1 resty resty 2.4K Mar 20 20:33 2020-03-20_20-33-50_error.log
-rw-r--r--. 1 resty resty    0 Mar 20 20:33 2020-03-20_20-34-00_access.log
-rw-r--r--. 1 resty resty 2.4K Mar 20 20:34 2020-03-20_20-34-00_error.log
-rw-r--r--. 1 resty resty    0 Mar 20 20:34 2020-03-20_20-34-10_access.log
-rw-r--r--. 1 resty resty 2.4K Mar 20 20:34 2020-03-20_20-34-10_error.log
-rw-r--r--. 1 resty resty    0 Mar 20 20:34 access.log
-rw-r--r--. 1 resty resty 1.5K Mar 20 21:31 error.log






Example


Enable plugin

Enable the plug-in log-rotate in conf/config.yaml, then this plugin can work fine.
It does not need to be bound in any route or service.

Here is an example of conf/config.yaml:

plugins:
    # the plugins you enabled
    - log-rotate

plugin_attr:
    log-rotate:
        interval: 3600    # rotate interval (unit: second)
        max_kept: 168     # max number of log files will be kept








Disable plugin

Remove the plugin log-rotate from conf/config.yaml.
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Name

The plugin mqtt-proxy only works in stream model, it help you to dynamic load
balance by client_id of MQTT.

And this plugin both support MQTT protocol 3.1.* [http://docs.oasis-open.org/mqtt/mqtt/v3.1.1/os/mqtt-v3.1.1-os.html] and 5.0 [https://docs.oasis-open.org/mqtt/mqtt/v5.0/mqtt-v5.0.html].




Attributes

| Name           | Type    | Requirement | Default | Valid | Description                                                                            |
| ————– | ——- | ———– | ——- | —– | ————————————————————————————– |
| protocol_name  | string  | required    |         |       | Name of protocol, shoulds be MQTT in normal.                                         |
| protocol_level | integer | required    |         |       | Level of protocol, it should be 4 for MQTT 3.1.*. it should be 5 for MQTT 5.0. |
| upstream.ip    | string  | required    |         |       | IP address of upstream, will forward current request to.                               |
| upstream.port  | number  | required    |         |       | Port of upstream, will forward current request to.                                     |




How To Enable

To enable this plugin, we need to enable the stream_proxy configuration in conf/config.yaml first.
For example, the following configuration represents listening on the 9100 TCP port.

    ...
    router:
        http: 'radixtree_uri'
        ssl: 'radixtree_sni'
    stream_proxy:                 # TCP/UDP proxy
      tcp:                        # TCP proxy port list
        - 9100
    dns_resolver:
    ...





Then send the MQTT request to port 9100.

Creates a stream route, and enable plugin mqtt-proxy.

curl http://127.0.0.1:9080/apisix/admin/stream_routes/1 -H 'X-API-KEY: edd1c9f034335f136f87ad84b625c8f1' -X PUT -d '
{
    "remote_addr": "127.0.0.1",
    "plugins": {
        "mqtt-proxy": {
            "protocol_name": "MQTT",
            "protocol_level": 4,
            "upstream": {
                "ip": "127.0.0.1",
                "port": 1980
            }
        }
    }
}'








Delete Plugin

$ curl http://127.0.0.1:2379/v2/keys/apisix/stream_routes/1 -X DELETE





The mqtt-proxy plugin has been deleted now.
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Summary


	Name


	Attributes


	Token Introspection





Name

The OAuth 2 / Open ID Connect(OIDC) plugin provides authentication and introspection capability to APISIX.




Attributes

| Name                               | Type    | Requirement | Default               | Valid   | Description                                                                                    |
| ———————————- | ——- | ———– | ——————— | ——- | ———————————————————————————————- |
| client_id                          | string  | required    |                       |         | OAuth client ID                                                                                |
| client_secret                      | string  | required    |                       |         | OAuth client secret                                                                            |
| discovery                          | string  | required    |                       |         | URL of the discovery endpoint of the identity server                                           |
| scope                              | string  | optional    | “openid”              |         | Scope used for the authentication                                                              |
| realm                              | string  | optional    | “apisix”              |         | Realm used for the authentication                                                              |
| bearer_only                        | boolean | optional    | false                 |         | Setting this true will check for the authorization header in the request with a bearer token |
| logout_path                        | string  | optional    | “/logout”             |         |                                                                                                |
| redirect_uri                       | string  | optional    | “ngx.var.request_uri” |         |                                                                                                |
| timeout                            | integer | optional    | 3                     | [1,…] |                                                                                                |
| ssl_verify                         | boolean | optional    | false                 |         |                                                                                                |
| introspection_endpoint             | string  | optional    |                       |         | URL of the token verification endpoint of the identity server                                  |
| introspection_endpoint_auth_method | string  | optional    | “client_secret_basic” |         | Authentication method name for token introspection                                             |
| public_key                         | string  | optional    |                       |         | The public key to verify the token                                                             |
| token_signing_alg_values_expected  | string  | optional    |                       |         | Algorithm used to sign the token                                                               |


Token Introspection

Token introspection helps to validate a request by verifying the token against an Oauth 2 authorization server.
As prerequisite, you should create a trusted client in the identity server and generate a valid token(JWT) for introspection.
The following image shows an example(successful) flow of the token introspection via the gateway.

[image: ../_images/oauth-1.png]token introspection

The following is the curl command to enable the plugin to an external service.
This route will protect https://httpbin.org/get(echo service) by introspecting the token provided in the header of the request.

curl http://127.0.0.1:9080/apisix/admin/routes/5 -H 'X-API-KEY: edd1c9f034335f136f87ad84b625c8f1' -X PUT -d '
{
  "uri": "/get",
  "plugins": {
    "proxy-rewrite": {
      "scheme": "https"
    },
    "openid-connect": {
      "client_id": "api_six_client_id",
      "client_secret": "client_secret_code",
      "discovery": "full_URL_of_the_discovery_endpoint",
      "introspection_endpoint": "full_URL_of_introspection_endpoint",
      "bearer_only": true,
      "realm": "master",
      "introspection_endpoint_auth_method": "client_secret_basic"
    }
  },
  "upstream": {
    "type": "roundrobin",
    "nodes": {
      "httpbin.org:443": 1
    }
  }
}'





The following command can be used to access the new route.

curl -i -X GET http://127.0.0.1:9080/get -H "Host: httpbin.org" -H "Authorization: Bearer {replace_jwt_token}"






Introspecting with public key

You can also provide the public key of the JWT token to verify the token. In case if you have provided a public key and
a token introspection endpoint, the public key workflow will be executed instead of verifying with the identity server.
This method can be used if you want to reduce additional network calls and to speedup the process.

The following configurations shows how to add a public key introspection to a route.

curl http://127.0.0.1:9080/apisix/admin/routes/5 -H 'X-API-KEY: edd1c9f034335f136f87ad84b625c8f1' -X PUT -d '
{
  "uri": "/get",
  "plugins": {
    "proxy-rewrite": {
      "scheme": "https"
    },
    "openid-connect": {
      "client_id": "api_six_client_id",
      "client_secret": "client_secret_code",
      "discovery": "full_URL_of_the_discovery_endpoint",
      "bearer_only": true,
      "realm": "master",
      "token_signing_alg_values_expected": "RS256",
      "public_key" : "-----BEGIN CERTIFICATE-----
        {public_key}
        -----END CERTIFICATE-----"
}
  },
  "upstream": {
    "type": "roundrobin",
    "nodes": {
      "httpbin.org:443": 1
    }
  }
}'












Troubleshooting

Check/modify the DNS settings (`conf/config.yaml) if APISIX cannot resolve/connect to the identity provider.







          

      

      

    

  

  
    
    prometheus
    

    
 
  

    
      
          
            
  
	中文





prometheus

This plugin exposes metrics in Prometheus Exposition format.


Attributes

none.




How to enable it

prometheus plugin can be enable with empty table, because it doesn’t have
any options yet.

For example:

curl http://127.0.0.1:9080/apisix/admin/routes/1  -H 'X-API-KEY: edd1c9f034335f136f87ad84b625c8f1' -X PUT -d '
{
    "uri": "/hello",
    "plugins": {
        "prometheus":{}
    },
    "upstream": {
        "type": "roundrobin",
        "nodes": {
            "127.0.0.1:80": 1
        }
    }
}'





You can open dashboard with a browser: http://127.0.0.1:9080/apisix/dashboard/, to complete the above operation through the web interface, first add a route:

[image: ../_images/prometheus-1.png]

Then add prometheus plugin:

[image: ../_images/prometheus-2.png]




How to fetch the metric data

We fetch the metric data from the specified url /apisix/prometheus/metrics.

curl -i http://127.0.0.1:9080/apisix/prometheus/metrics





Puts this URL address into prometheus, and it will automatically fetch
these metric data.

For example like this:

scrape_configs:
  - job_name: 'apisix'
    metrics_path: '/apisix/prometheus/metrics'
    static_configs:
    - targets: ['127.0.0.1:9080']





And we can check the status at prometheus console:

[image: ../_images/prometheus01.png]

[image: ../_images/prometheus02.png]


Grafana dashboard

Metrics exported by the plugin can be graphed in Grafana using a drop in dashboard.

Downloads Grafana dashboard meta and imports it to Grafana。

Or you can goto Grafana official [https://grafana.com/grafana/dashboards/11719] for Grafana meta data.

[image: ../_images/grafana_1.png]

[image: ../_images/grafana_2.png]

[image: ../_images/grafana_3.png]




Available metrics


	Status codes: HTTP status codes returned by upstream services. These are available per service and across all services.


	Bandwidth: Total Bandwidth (egress/ingress) flowing through apisix. This metric is available per service and as a sum across all services.


	etcd reachability: A gauge type with a value of 0 or 1, representing if etcd can be reached by a apisix or not.


	Connections: Various Nginx connection metrics like active, reading, writing, and number of accepted connections.




Here is the original metric data of apisix:

$ curl http://127.0.0.2:9080/apisix/prometheus/metrics
# HELP apisix_bandwidth Total bandwidth in bytes consumed per service in Apisix
# TYPE apisix_bandwidth counter
apisix_bandwidth{type="egress",service="127.0.0.2"} 183
apisix_bandwidth{type="egress",service="bar.com"} 183
apisix_bandwidth{type="egress",service="foo.com"} 2379
apisix_bandwidth{type="ingress",service="127.0.0.2"} 83
apisix_bandwidth{type="ingress",service="bar.com"} 76
apisix_bandwidth{type="ingress",service="foo.com"} 988
# HELP apisix_etcd_reachable Config server etcd reachable from Apisix, 0 is unreachable
# TYPE apisix_etcd_reachable gauge
apisix_etcd_reachable 1
# HELP apisix_http_status HTTP status codes per service in Apisix
# TYPE apisix_http_status counter
apisix_http_status{code="200",service="127.0.0.2"} 1
apisix_http_status{code="200",service="bar.com"} 1
apisix_http_status{code="200",service="foo.com"} 13
# HELP apisix_nginx_http_current_connections Number of HTTP connections
# TYPE apisix_nginx_http_current_connections gauge
apisix_nginx_http_current_connections{state="accepted"} 11994
apisix_nginx_http_current_connections{state="active"} 2
apisix_nginx_http_current_connections{state="handled"} 11994
apisix_nginx_http_current_connections{state="reading"} 0
apisix_nginx_http_current_connections{state="total"} 1191780
apisix_nginx_http_current_connections{state="waiting"} 1
apisix_nginx_http_current_connections{state="writing"} 1
# HELP apisix_nginx_metric_errors_total Number of nginx-lua-prometheus errors
# TYPE apisix_nginx_metric_errors_total counter
apisix_nginx_metric_errors_total 0
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proxy-cache

The proxy-cache plugin, which provides the ability to cache upstream response data and can be used with other plugins. The plugin supports disk-based caching and will support the memory-based caching in the future. The data that needs to be cached can be determined by the response code or request method and more complex caching policies can be configured by no_cache and cache_bypass attributes.

Note:


	The cache expiration time cannot be configured dynamically. The expiration time can only be set by the upstream response header Expires or Cache-Control, and the default cache expiration time is 10s if there is no Expires or Cache-Control in the upstream response header


	If the upstream service is not available and APISIX will return 502 or 504, then 502 or 504 will be cached for 10s.





Attributes

| Name               | Type           | Requirement | Default                   | Valid                                                                           | Description                                                                                                                                                                                                                                  |
| —————— | ————– | ———– | ————————- | ——————————————————————————- | ——————————————————————————————————————————————————————————————————————————————– |
| cache_zone         | string         | required    |                           |                                                                                 | Specify which cache area to use, each cache area can be configured with different paths. In addition, cache areas can be predefined in conf/config.yaml file                                                                                 |
| cache_key          | array[string]  | optional    | [“$host”, “$request_uri”] |                                                                                 | key of a cache, can use variables. For example: [“$host”, “$uri”, “-cache-id”]                                                                                                                                                               |
| cache_bypass       | array[string]  | optional    |                           |                                                                                 | Whether to skip cache retrieval. That is, do not look for data in the cache. It can use variables, and note that cache data retrieval will be skipped when the value of this attribute is not empty or not ‘0’. For example: [“$arg_bypass”] |
| cache_method       | array[string]  | optional    | [“GET”, “HEAD”]           | [“GET”, “POST”, “PUT”, “DELETE”, “PATCH”, “HEAD”,”OPTIONS”, “CONNECT”, “TRACE”] | Decide whether to be cached according to the request method                                                                                                                                                                                  |
| cache_http_status  | array[integer] | optional    | [200, 301, 404]           | [200, 599]                                                                      | Decide whether to be cached according to the upstream response status                                                                                                                                                                        |
| hide_cache_headers | boolean        | optional    | false                     |                                                                                 | Whether to return the Expires and Cache-Control response headers to the client,                                                                                                                                                              |
| no_cache           | array[string]  | optional    |                           |                                                                                 | Whether to cache data, it can use variables, and note that the data will not be cached when the value of this attribute is not empty or not ‘0’.                                                                                             |

Note:


	The variable starts with $.


	The attribute can use a combination of the variable and the string, but it needs to be written separately as an array, and the final values are stitched together after the variable is parsed.





Examples


Enable the plugin

1:  enable the proxy-cache plugin for a specific route :

curl http://127.0.0.1:9080/apisix/admin/routes/1  -H 'X-API-KEY: edd1c9f034335f136f87ad84b625c8f1' -X PUT -d '
{
    "plugins": {
        "proxy-cache": {
           "cache_zone": "disk_cache_one",
           "cache_key":  ["$uri", "-cache-id"],
           "cache_bypass": ["$arg_bypass"],
           "cache_method": ["GET"],
           "cache_http_status": [200],
           "hide_cache_headers": true,
           "no_cache": ["$arg_test"]
        }
    },
    "upstream": {
        "nodes": {
            "127.0.0.1:1999": 1
        },
        "type": "roundrobin"
    },
    "uri": "/hello"
}'





Test Plugin:

$ curl http://127.0.0.1:9080/hello -i
HTTP/1.1 200 OK
Content-Type: application/octet-stream
Content-Length: 6
Connection: keep-alive
Server: APISIX web server
Date: Tue, 03 Mar 2020 10:45:36 GMT
Last-Modified: Tue, 03 Mar 2020 10:36:38 GMT
Apisix-Cache-Status: MISS

hello






http status is ‘200’ and the response header contains ‘Apisix-Cache-Status’ to indicate that the plug-in is enabled.




2: Verify that the file is cached, request the address above again:

$ curl http://127.0.0.1:9080/hello -i
HTTP/1.1 200 OK
Content-Type: application/octet-stream
Content-Length: 6
Connection: keep-alive
Server: APISIX web server
Date: Tue, 03 Mar 2020 11:14:46 GMT
Last-Modified: Thu, 20 Feb 2020 14:21:41 GMT
Apisix-Cache-Status: HIT

hello






Response header  Apisix-Cache-Status has changed to HIT, indicating that the file has been cached.




3: How to clean up the cached file, simply specify the request method as PURGE:

$ curl -i http://127.0.0.1:9080/hello -X PURGE
HTTP/1.1 200 OK
Date: Tue, 03 Mar 2020 11:17:35 GMT
Content-Type: text/plain
Transfer-Encoding: chunked
Connection: keep-alive
Server: APISIX web server






The response status is 200, indicating that the file was deleted successfully. And return 404 if the file is not found.











Disable Plugin

Remove the corresponding JSON in the plugin configuration to disable the plugin immediately without restarting the service:

curl http://127.0.0.1:9080/apisix/admin/routes/1  -H 'X-API-KEY: edd1c9f034335f136f87ad84b625c8f1' -X PUT -d '
{
    "uri": "/hello",
    "plugins": {},
    "upstream": {
        "type": "roundrobin",
        "nodes": {
            "127.0.0.1:1999": 1
        }
    }
}'





The plugin has been disabled now.
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proxy-mirror

The proxy-mirror plugin, which provides the ability to mirror client requests.

Note: The response returned by the mirror request is ignored.


Attributes

| Name | Type   | Requirement | Default | Valid | Description                                                                                                                 |
| —- | —— | ———– | ——- | —– | ————————————————————————————————————————— |
| host | string | optional    |         |       | Specify a mirror service address, e.g. http://127.0.0.1:9797 (address needs to contain schema: http or https, not URI part) |


Examples


Enable the plugin

1:  enable the proxy-mirror plugin for a specific route :

curl http://127.0.0.1:9080/apisix/admin/routes/1  -H 'X-API-KEY: edd1c9f034335f136f87ad84b625c8f1' -X PUT -d '
{
    "plugins": {
        "proxy-mirror": {
           "host": "http://127.0.0.1:9797"
        }
    },
    "upstream": {
        "nodes": {
            "127.0.0.1:1999": 1
        },
        "type": "roundrobin"
    },
    "uri": "/hello"
}'





Test plugin：

$ curl http://127.0.0.1:9080/hello -i
HTTP/1.1 200 OK
Content-Type: application/octet-stream
Content-Length: 12
Connection: keep-alive
Server: APISIX web server
Date: Wed, 18 Mar 2020 13:01:11 GMT
Last-Modified: Thu, 20 Feb 2020 14:21:41 GMT

hello world






Since the specified mirror address is 127.0.0.1:9797, so to verify whether this plugin is in effect, we need to confirm on the service with port 9797.
For example, we can start a simple server:  python -m SimpleHTTPServer 9797











Disable Plugin

Remove the corresponding JSON in the plugin configuration to disable the plugin immediately without restarting the service:

curl http://127.0.0.1:9080/apisix/admin/routes/1  -H 'X-API-KEY: edd1c9f034335f136f87ad84b625c8f1' -X PUT -d '
{
    "uri": "/hello",
    "plugins": {},
    "upstream": {
        "type": "roundrobin",
        "nodes": {
            "127.0.0.1:1999": 1
        }
    }
}'





The plugin has been disabled now.
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Summary


	Name


	Attributes


	How To Enable


	Test Plugin


	Disable Plugin





Name

upstream proxy info rewrite plugin.




Attributes

| Name      | Type          | Requirement | Default | Valid             | Description                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                              |
| ——— | ————- | ———– | ——- | —————– | —————————————————————————————————————————————————————————————————————————————————————————————————————————————————————————————————————————————————————————————————————————————- |
| scheme    | string        | optional    | “http”  | [“http”, “https”] | Upstream new schema forwarding protocol                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                |
| uri       | string        | optional    |         |                   | Upstream new uri forwarding address.                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                   |
| regex_uri | array[string] | optional    |         |                   | Upstream new uri forwarding address. Use regular expression to match URL from client, when the match is successful, the URL template will be forwarded upstream. If the match is not successful, the URL from the client will be forwarded to the upstream. When uri andregex_uri are both exist, uri is used first. For example: [“ ^/iresty/(.)/(.)/(.*)”, “/$1-$2-$3”], the first element represents the matching regular expression and the second element represents the URL template that is forwarded to the upstream. |
| host      | string        | optional    |         |                   | Upstream new host forwarding address, example iresty.com.                                                                                                                                                                                                                                                                                                                                                                                                                                                                            |
| headers   | object        | optional    |         |                   | Forward to the new headers of the upstream, can set up multiple. If it exists, will rewrite the header, otherwise will add the header. You can set the corresponding value to an empty string to remove a header.                                                                                                                                                                                                                                                                                                                      |




How To Enable

Here’s an example, enable the proxy rewrite plugin on the specified route:

curl http://127.0.0.1:9080/apisix/admin/routes/1  -H 'X-API-KEY: edd1c9f034335f136f87ad84b625c8f1' -X PUT -d '
{
    "methods": ["GET"],
    "uri": "/test/index.html",
    "plugins": {
        "proxy-rewrite": {
            "uri": "/test/home.html",
            "scheme": "http",
            "host": "iresty.com",
            "headers": {
                "X-Api-Version": "v1",
                "X-Api-Engine": "apisix",
                "X-Api-useless": ""
            }
        }
    },
    "upstream": {
        "type": "roundrobin",
        "nodes": {
            "127.0.0.1:80": 1
        }
    }
}'








Test Plugin

Testing based on the above examples :

curl -X GET http://127.0.0.1:9080/test/index.html





Send the request and see upstream `access.log’, if the output information is consistent with the configuration :

127.0.0.1 - [26/Sep/2019:10:52:20 +0800] iresty.com GET /test/home.html HTTP/1.1 200 38 - curl/7.29.0 - 0.000 199 107





This means that the proxy rewrite plugin is in effect.




Disable Plugin

When you want to disable the proxy rewrite plugin, it is very simple,
you can delete the corresponding json configuration in the plugin configuration,
no need to restart the service, it will take effect immediately :

curl http://127.0.0.1:9080/apisix/admin/routes/1  -H 'X-API-KEY: edd1c9f034335f136f87ad84b625c8f1' -X PUT -d '
{
    "methods": ["GET"],
    "uri": "/test/index.html",
    "plugins": {},
    "upstream": {
        "type": "roundrobin",
        "nodes": {
            "127.0.0.1:80": 1
        }
    }
}'





The proxy rewrite plugin has been disabled now. It works for other plugins.
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Name

URI redirect.




Attributes

| Name          | Type    | Requirement | Default | Valid | Description                                                                                                                                                                                                                                                                                                                                                                                                                        |
| ————- | ——- | ———– | ——- | —– | ———————————————————————————————————————————————————————————————————————————————————————————————————————————————————————————————————————————- |
| http_to_https | boolean | optional    | false   |       | When it is set to true and the request is HTTP, will be automatically redirected to HTTPS with 301 response code, and the URI will keep the same as client request.                                                                                                                                                                                                                                                              |
| uri           | string  | optional    |         |       | New URL which can contain Nginx variable, eg: /test/index.html, $uri/index.html. You can refer to variables in a way similar to ${xxx} to avoid ambiguity, eg: ${uri}foo/index.html. If you just need the original $ character, add \ in front of it, like this one: /\$foo/index.html. If you refer to a variable name that does not exist, this will not produce an error, and it will be used as an empty string. |
| ret_code      | string  | optional    | 302     |  [200, …]     | Response code                                                                                                                                                                                                                                                                                                                                                                                                                      |

One of http_to_https and uri need to be specified.




How To Enable

Here’s a mini example, enable the redirect plugin on the specified route:

curl http://127.0.0.1:9080/apisix/admin/routes/1  -H 'X-API-KEY: edd1c9f034335f136f87ad84b625c8f1' -X PUT -d '
{
    "uri": "/test/index.html",
    "plugins": {
        "redirect": {
            "uri": "/test/default.html",
            "ret_code": 301
        }
    },
    "upstream": {
        "type": "roundrobin",
        "nodes": {
            "127.0.0.1:80": 1
        }
    }
}'





And we can use any Nginx built-in variable in the new URI.

curl http://127.0.0.1:9080/apisix/admin/routes/1  -H 'X-API-KEY: edd1c9f034335f136f87ad84b625c8f1' -X PUT -d '
{
    "uri": "/test",
    "plugins": {
        "redirect": {
            "uri": "$uri/index.html",
            "ret_code": 301
        }
    },
    "upstream": {
        "type": "roundrobin",
        "nodes": {
            "127.0.0.1:80": 1
        }
    }
}'








Test Plugin

Testing based on the above examples :

$ curl http://127.0.0.1:9080/test/index.html -i
HTTP/1.1 301 Moved Permanently
Date: Wed, 23 Oct 2019 13:48:23 GMT
Content-Type: text/html
Content-Length: 166
Connection: keep-alive
Location: /test/default.html

...





We can check the response code and the response header Location.

It shows that the redirect plugin is in effect.

Here is an example of redirect HTTP to HTTPS:

curl http://127.0.0.1:9080/apisix/admin/routes/1  -H 'X-API-KEY: edd1c9f034335f136f87ad84b625c8f1' -X PUT -d '
{
    "uri": "/hello",
    "plugins": {
        "redirect": {
            "http_to_https": true
        }
    }
}'








Disable Plugin

When you want to disable the redirect plugin, it is very simple,
you can delete the corresponding json configuration in the plugin configuration,
no need to restart the service, it will take effect immediately :

curl http://127.0.0.1:9080/apisix/admin/routes/1  -H 'X-API-KEY: edd1c9f034335f136f87ad84b625c8f1' -X PUT -d '
{
    "uri": "/test/index.html",
    "plugins": {},
    "upstream": {
        "type": "roundrobin",
        "nodes": {
            "127.0.0.1:80": 1
        }
    }
}'





The redirect plugin has been disabled now. It works for other plugins.
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Name

request-id plugin adds a unique ID (UUID) to each request proxied through APISIX. This plugin can be used to track an
API request. The plugin will not add a request id if the header_name is already present in the request.




Attributes

| Name                | Type    | Requirement | Default        | Valid | Description                                                    |
| ——————- | ——- | ———– | ————– | —– | ————————————————————– |
| header_name         | string  | optional    | “X-Request-Id” |       | Request ID header name                                         |
| include_in_response | boolean | optional    | false          |       | Option to include the unique request ID in the response header |




How To Enable

Create a route and enable the request-id plugin on the route:

curl http://127.0.0.1:9080/apisix/admin/routes/5 -H 'X-API-KEY: edd1c9f034335f136f87ad84b625c8f1' -X PUT -d '
{
    "uri": "/get",
    "plugins": {
        "request-id": {
            "include_in_response": true
        }
    },
    "upstream": {
        "type": "roundrobin",
        "nodes": {
            "127.0.0.1:8080": 1
        }
    }
}








Test Plugin

$ curl -i http://127.0.0.1:9080/hello
HTTP/1.1 200 OK








Disable Plugin

Remove the corresponding json configuration in the plugin configuration to disable the request-id.
APISIX plugins are hot-reloaded, therefore no need to restart APISIX.

curl http://127.0.0.1:9080/apisix/admin/routes/5 -H 'X-API-KEY: edd1c9f034335f136f87ad84b625c8f1' -X PUT -d '
{
    "uri": "/get",
    "plugins": {
    },
    "upstream": {
        "type": "roundrobin",
        "nodes": {
            "127.0.0.1:8080": 1
        }
    }
}
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Name

request-validation plugin validates the requests before forwarding to an upstream service. The validation plugin uses
json-schema to validate the schema. The plugin can be used to validate the headers and body data.

For more information on schema, refer to JSON schema [https://github.com/api7/jsonschema] for more information.




Attributes

| Name          | Type   | Requirement | Default | Valid | Description                |
| ————- | —— | ———– | ——- | —– | ————————– |
| header_schema | object | optional    |         |       | schema for the header data |
| body_schema   | object | optional    |         |       | schema for the body data   |




How To Enable

Create a route and enable the request-validation plugin on the route:

curl http://127.0.0.1:9080/apisix/admin/routes/5 -H 'X-API-KEY: edd1c9f034335f136f87ad84b625c8f1' -X PUT -d '
{
    "uri": "/get",
    "plugins": {
        "request-validation": {
            "body_schema": {
                "type": "object",
                "required": ["required_payload"],
                "properties": {
                    "required_payload": {"type": "string"},
                    "boolean_payload": {"type": "boolean"}
                }
            }
        }
    },
    "upstream": {
        "type": "roundrobin",
        "nodes": {
            "127.0.0.1:8080": 1
        }
    }
}








Test Plugin

curl --header "Content-Type: application/json" \
  --request POST \
  --data '{"boolean-payload":true,"required_payload":"hello"}' \
  http://127.0.0.1:9080/get





If the schema is violated the plugin will yield a 400 bad request.




Disable Plugin

Remove the corresponding json configuration in the plugin configuration to disable the request-validation.
APISIX plugins are hot-reloaded, therefore no need to restart APISIX.

curl http://127.0.0.1:9080/apisix/admin/routes/5 -H 'X-API-KEY: edd1c9f034335f136f87ad84b625c8f1' -X PUT -d '
{
    "uri": "/get",
    "plugins": {
    },
    "upstream": {
        "type": "roundrobin",
        "nodes": {
            "127.0.0.1:8080": 1
        }
    }
}








Examples:

Enum validate:

{
    "body_schema": {
        "type": "object",
        "required": ["required_payload"],
        "properties": {
                "emum_payload": {
                "type": "string",
                "enum": ["enum_string_1", "enum_string_2"],
                "default": "enum_string_1"
            }
        }
    }
}





Boolean validate:

{
    "body_schema": {
        "type": "object",
        "required": ["bool_payload"],
        "properties": {
            "bool_payload": {
                "type": "boolean",
                "default": true
            }
        }
    }
}





Number or Integer validate:

{
    "body_schema": {
        "type": "object",
        "required": ["integer_payload"],
        "properties": {
            "integer_payload": {
                "type": "integer",
                "minimum": 1,
                "maximum": 65535
            }
        }
    }
}





String validate:

{
    "body_schema": {
        "type": "object",
        "required": ["string_payload"],
        "properties": {
            "string_payload": {
                "type": "string",
                "minLength": 1,
                "maxLength": 32
            }
        }
    }
}





Regex validate:

{
    "body_schema": {
        "type": "object",
        "required": ["regex_payload"],
        "properties": {
            "regex_payload": {
                "type": "string",
                "minLength": 1,
                "maxLength": 32,
                "pattern": "[[^[a-zA-Z0-9_]+$]]"
            }
        }
    }
}





Array validate:

{
    "body_schema": {
        "type": "object",
        "required": ["array_payload"],
        "properties": {
            "array_payload": {
                "type": "array",
                "minItems": 1,
                "items": {
                    "type": "integer",
                    "minimum": 200,
                    "maximum": 599
                },
                "uniqueItems": true,
                "default": [200, 302]
            }
        }
    }
}





Multi-field combination verification:

{
    "body_schema": {
        "type": "object",
        "required": ["boolean_payload", "array_payload", "regex_payload"],
        "properties": {
            "boolean_payload": {
                "type": "boolean"
            },
            "array_payload": {
                "type": "array",
                "minItems": 1,
                "items": {
                    "type": "integer",
                    "minimum": 200,
                    "maximum": 599
                },
                "uniqueItems": true,
                "default": [200, 302]
            },
            "regex_payload": {
                "type": "string",
                "minLength": 1,
                "maxLength": 32,
                "pattern": "[[^[a-zA-Z0-9_]+$]]"
            }
        }
    }
}
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Name

response rewrite plugin, rewrite the content from upstream.

senario:


	can set Access-Control-Allow-* series field to support CORS(Cross-origin Resource Sharing).


	we can set customized status_code and Location field in header to achieve redirect, you can alse use redirect plugin if you just want a redirection.







Attributes

| Name        | Type    | Requirement | Default | Valid      | Description                                                                                                                                                                                                                   |
| ———– | ——- | ———– | ——- | ———- | —————————————————————————————————————————————————————————————————————————– |
| status_code | integer | optional    |         | [200, 598] | New status code to client, keep the original response code by default.                                                                                                                                                      |
| body        | string  | optional    |         |            | New body to client, and the content-length will be reset too.                                                                                                                                                               |
| body_base64 | boolean | optional    | false   |            | Identify if body in configuration need base64 decoded before rewrite to client.                                                                                                                                             |
| headers     | object  | optional    |         |            | Set the new headers for client, can set up multiple. If it exists already from upstream, will rewrite the header, otherwise will add the header. You can set the corresponding value to an empty string to remove a header. |




How To Enable

Here’s an example, enable the response rewrite plugin on the specified route:

curl http://127.0.0.1:9080/apisix/admin/routes/1  -H 'X-API-KEY: edd1c9f034335f136f87ad84b625c8f1' -X PUT -d '
{
    "methods": ["GET"],
    "uri": "/test/index.html",
    "plugins": {
        "response-rewrite": {
            "body": "{\"code\":\"ok\",\"message\":\"new json body\"}",
            "headers": {
                "X-Server-id": 3,
                "X-Server-status": "on"
            }
        }
    },
    "upstream": {
        "type": "roundrobin",
        "nodes": {
            "127.0.0.1:80": 1
        }
    }
}'








Test Plugin

Testing based on the above examples :

curl -X GET -i  http://127.0.0.1:9080/test/index.html





It will output like below,no matter what kind of content from upstream.


HTTP/1.1 200 OK
Date: Sat, 16 Nov 2019 09:15:12 GMT
Transfer-Encoding: chunked
Connection: keep-alive
X-Server-id: 3
X-Server-status: on

{"code":"ok","message":"new json body"}





This means that the response rewrite plugin is in effect.




Disable Plugin

When you want to disable the response rewrite plugin, it is very simple,
you can delete the corresponding json configuration in the plugin configuration,
no need to restart the service, it will take effect immediately:

curl http://127.0.0.1:9080/apisix/admin/routes/1  -H 'X-API-KEY: edd1c9f034335f136f87ad84b625c8f1' -X PUT -d '
{
    "methods": ["GET"],
    "uri": "/test/index.html",
    "upstream": {
        "type": "roundrobin",
        "nodes": {
            "127.0.0.1:80": 1
        }
    }
}'





The response rewrite plugin has been disabled now. It works for other plugins.
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Name

There are two plug-ins for serverless, namely serverless-pre-function and serverless-post-function.

The former runs at the beginning of the specified phase, while the latter runs at the end of the specified phase.

Both plug-ins receive the same parameters.




Attributes

| Name      | Type          | Requirement | Default    | Valid                                                                    | Description                                                                                                                                         |
| ——— | ————- | ———– | ———- | ———————————————————————— | ————————————————————————————————————————————————— |
| phase     | string        | optional    | [“access”] | [“rewrite”, “access”, “header_filter”, “body_filter”, “log”, “balancer”] |                                                                                                                                                     |
| functions | array[string] | required    |            |                                                                          | A list of functions that are specified to run is an array type, which can contain either one function or multiple functions, executed sequentially. |

Note that only function is accepted here, not other types of Lua code. For example, anonymous functions are legal:
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Name

Skywalking(https://github.com/apache/skywalking) is an OpenTracing plugin.The skywalking server can supports both http and grpc protocols . The APISIX client only support http protocols.




Attributes

| Name         | Type   | Requirement | Default  | Valid        | Description                                                          |
| ———— | —— | ———– | ——– | ———— | ——————————————————————– |
| endpoint     | string | required    |          |              | the http endpoint of Skywalking, for example: http://127.0.0.1:12800 |
| sample_ratio | number | required    | 1        | [0.00001, 1] | the ratio of sample                                                  |
| service_name | string | optional    | “APISIX” |              | service name for skywalking reporter                                 |




How To Enable

Here’s an example, enable the skywalking plugin on the specified route:

curl http://127.0.0.1:9080/apisix/admin/routes/1  -H 'X-API-KEY: edd1c9f034335f136f87ad84b625c8f1' -X PUT -d '
{
    "methods": ["GET"],
    "uris": [
        "/uid/*"
    ],
    "plugins": {
        "skywalking": {
            "endpoint": "http://10.110.149.175:12800",
            "sample_ratio": 1,
            "service_name": "APISIX_SERVER"
        }
    },
    "upstream": {
        "type": "roundrobin",
        "nodes": {
            "10.110.149.175:8089": 1
        }
    }
}'





You can open dashboard with a browser:http://127.0.0.1:9080/apisix/dashboard/，to complete the above operation through the web interface, first add a route:[image: ../_images/skywalking-1.png]Then add skywalking plugin:[image: ../_images/skywalking-2.png]




Test Plugin


Run-Skywalking-Example


e.g.


	Run Skywalking Server:


	By default,use H2 storage , start skywalking directly

sudo docker run --name skywalking -d -p 1234:1234 -p 11800:11800 -p 12800:12800 --restart always apache/skywalking-oap-server







	Of Course,you can use elasticsearch storage


	Firstly, you should install elasticsearch:

sudo docker run -d --name elasticsearch -p 9200:9200 -p 9300:9300 --restart always -e "discovery.type=single-node" elasticsearch:6.7.2







	You can install ElasticSearch management page: elasticsearch-hq(Optional)

sudo docker run -d --name elastic-hq -p 5000:5000 --restart always elastichq/elasticsearch-hq







	Run skywalking server:

sudo docker run --name skywalking -d -p 1234:1234 -p 11800:11800 -p 12800:12800 --restart always --link elasticsearch:elasticsearch -e SW_STORAGE=elasticsearch -e SW_STORAGE_ES_CLUSTER_NODES=elasticsearch:9200 apache/skywalking-oap-server















	Skywalking WebUI:


	Run SkyWalking webUI Server:

sudo docker run --name skywalking-ui -d -p 8080:8080 --link skywalking:skywalking -e SW_OAP_ADDRESS=skywalking:12800 --restart always apache/skywalking-ui







	Open the webUI of  skywalking:
You can open dashboard with a browser: http://10.110.149.175:8080 .it will be a successful install as follow:
[image: ../_images/skywalking-3.png]






	Test:


	Access to upstream services through access apisix:

$ curl -v http://10.110.149.192:9080/uid/12
HTTP/1.1 200 OK
OK
...







	Open the webUI of skyWalking:

http://10.110.149.175:8080/





You can see the topology of all service[image: ../_images/skywalking-4.png]You can also see the tracer of all service[image: ../_images/skywalking-5.png]
















Disable Plugin

When you want to disable the skyWalking plugin, it is very simple,
you can delete the corresponding json configuration in the plugin configuration,
no need to restart the service, it will take effect immediately:

$ curl http://127.0.0.1:2379/v2/keys/apisix/routes/1  -H 'X-API-KEY: edd1c9f034335f136f87ad84b625c8f1' -X PUT -d value='
{
    "methods": ["GET"],
    "uris": [
        "/uid/*"
    ],
    "plugins": {
    },
    "upstream": {
        "type": "roundrobin",
        "nodes": {
            "10.110.149.175:8089": 1
        }
    }
}'





The skywalking plugin has been disabled now. It works for other plugins.




Upstream services(Code With SpringBoot)

package com.lenovo.ai.controller;

import org.springframework.web.bind.annotation.PathVariable;
import org.springframework.web.bind.annotation.RequestMapping;
import org.springframework.web.bind.annotation.RestController;
import javax.servlet.http.HttpServletRequest;

/**
 * @author cyxinda
 * @create 2020-05-29 14:02
 * @desc skywalking test controller
 **/
@RestController
public class TestController {
    @RequestMapping("/uid/{count}")
    public String getUidList(@PathVariable("count") String countStr, HttpServletRequest request) {
        System.out.println("counter:::::-----"+countStr);
       return "OK";
    }
}





Configuring the skywalking agent, when starting the service.
update the file of agent/config/agent.config

agent.service_name=yourservername
collector.backend_service=10.110.149.175:11800





Run the script:

nohup java -javaagent:/root/skywalking/app/agent/skywalking-agent.jar \
-jar /root/skywalking/app/app.jar \
--server.port=8089 \
2>&1 > /root/skywalking/app/logs/nohup.log &
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Name

sys is a plugin which push Log data requests to Syslog.

This will provide the ability to send Log data requests as JSON objects.




Attributes

| Name             | Type    | Requirement | Default      | Valid    | Description                                                                                                                                                                                          |
| —————- | ——- | ———– | ———— | ——– | —————————————————————————————————————————————————————————————————- |
| host             | string  | required    |              |          | IP address or the Hostname.                                                                                                                                                                          |
| port             | integer | required    |              |          | Target upstream port.                                                                                                                                                                                |
| name             | string  | optional    | “sys logger” |          |                                                                                                                                                                                                      |
| timeout          | integer | optional    | 3            | [1, …] | Timeout for the upstream to send data.                                                                                                                                                               |
| tls              | boolean | optional    | false        |          | Control whether to perform SSL verification                                                                                                                                                          |
| flush_limit      | integer | optional    | 4096         | [1, …] | If the buffered messages’ size plus the current message size reaches (>=) this limit (in bytes), the buffered log messages will be written to log server. Default to 4096 (4KB).                     |
| drop_limit       | integer | optional    | 1048576      |          | If the buffered messages’ size plus the current message size is larger than this limit (in bytes), the current log message will be dropped because of limited buffer size. Default to 1048576 (1MB). |
| sock_type        | string  | optional    | “tcp”        |          | IP protocol type to use for transport layer. Can be either “tcp” or “udp”.                                                                                                                           |
| max_retry_times  | integer | optional    | 1            | [1, …] | Max number of retry times after a connect to a log server failed or send log messages to a log server failed.                                                                                        |
| retry_interval   | integer | optional    | 1            | [0, …] | The time delay (in ms) before retry to connect to a log server or retry to send log messages to a log server, default to 100 (0.1s).                                                                 |
| pool_size        | integer | optional    | 5            | [5, …] | Keepalive pool size used by sock:keepalive.                                                                                                                                                          |
| batch_max_size   | integer | optional    | 1000         | [1, …] | Max size of each batch                                                                                                                                                                               |
| buffer_duration  | integer | optional    | 60           | [1, …] | Maximum age in seconds of the oldest entry in a batch before the batch must be processed                                                                                                             |
| include_req_body | boolean | optional    | false        |          | Whether to include the request body                                                                                                                                                                  |




How To Enable

The following is an example on how to enable the sys-logger for a specific route.

curl http://127.0.0.1:9080/apisix/admin/consumers -H 'X-API-KEY: edd1c9f034335f136f87ad84b625c8f1' -X PUT -d '
{
    "username": "foo",
    "plugins": {
          "plugins": {
                "syslog": {
                     "host" : "127.0.0.1",
                     "port" : 5044,
                     "flush_limit" : 1
                  }
           },
          "upstream": {
               "type": "roundrobin",
               "nodes": {
                   "127.0.0.1:1980": 1
               }
          },
          "uri": "/hello"
    }
}'








Test Plugin


	success:




$ curl -i http://127.0.0.1:9080/hello
HTTP/1.1 200 OK
...
hello, world








Disable Plugin

Remove the corresponding json configuration in the plugin configuration to disable the sys-logger.
APISIX plugins are hot-reloaded, therefore no need to restart APISIX.

$ curl http://127.0.0.1:2379/apisix/admin/routes/1  -H 'X-API-KEY: edd1c9f034335f136f87ad84b625c8f1' -X PUT -d value='
{
    "methods": ["GET"],
    "uri": "/hello",
    "plugins": {},
    "upstream": {
        "type": "roundrobin",
        "nodes": {
            "127.0.0.1:1980": 1
        }
    }
}'
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Name

tcp-logger is a plugin which push Log data requests to TCP servers.

This will provide the ability to send Log data requests as JSON objects to Monitoring tools and other TCP servers.

This plugin provides the ability to push Log data as a batch to you’re external TCP servers. In case if you did not recieve the log data don’t worry give it some time it will automatically send the logs after the timer function expires in our Batch Processor.

For more info on Batch-Processor in Apache APISIX please refer.
Batch-Processor




Attributes

| Name             | Type    | Requirement | Default | Valid   | Description                                                                              |
| —————- | ——- | ———– | ——- | ——- | —————————————————————————————- |
| host             | string  | required    |         |         | IP address or the Hostname of the TCP server.                                            |
| port             | integer | required    |         | [0,…] | Target upstream port.                                                                    |
| timeout          | integer | optional    | 1000    | [1,…] | Timeout for the upstream to send data.                                                   |
| tls              | boolean | optional    | false   |         | Control whether to perform SSL verification                                              |
| tls_options      | string  | optional    |         |         | tls options                                                                              |
| batch_max_size   | integer | optional    | 1000    | [1,…] | Max size of each batch                                                                   |
| inactive_timeout | integer | optional    | 5       | [1,…] | Maximum age in seconds when the buffer will be flushed if inactive                       |
| buffer_duration  | integer | optional    | 60      | [1,…] | Maximum age in seconds of the oldest entry in a batch before the batch must be processed |
| max_retry_count  | integer | optional    | 0       | [0,…] | Maximum number of retries before removing from the processing pipe line                  |
| retry_delay      | integer | optional    | 1       | [0,…] | Number of seconds the process execution should be delayed if the execution fails         |
| include_req_body | boolean | optional    | false   |         | Whether to include the request body                                                      |




How To Enable

The following is an example on how to enable the tcp-logger for a specific route.

curl http://127.0.0.1:9080/apisix/admin/routes/5 -H 'X-API-KEY: edd1c9f034335f136f87ad84b625c8f1' -X PUT -d '
{
      "plugins": {
            "tcp-logger": {
                 "host": "127.0.0.1",
                 "port": 5044,
                 "tls": false,
                 "batch_max_size": 1,
                 "name": "tcp logger"
            }
       },
      "upstream": {
           "type": "roundrobin",
           "nodes": {
               "127.0.0.1:1980": 1
           }
      },
      "uri": "/hello"
}'








Test Plugin


	success:




$ curl -i http://127.0.0.1:9080/hello
HTTP/1.1 200 OK
...
hello, world








Disable Plugin

Remove the corresponding json configuration in the plugin configuration to disable the tcp-logger.
APISIX plugins are hot-reloaded, therefore no need to restart APISIX.

$ curl http://127.0.0.1:2379/apisix/admin/routes/1 -H 'X-API-KEY: edd1c9f034335f136f87ad84b625c8f1' -X PUT -d value='
{
    "methods": ["GET"],
    "uri": "/hello",
    "plugins": {},
    "upstream": {
        "type": "roundrobin",
        "nodes": {
            "127.0.0.1:1980": 1
        }
    }
}'
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Name

udp-logger is a plugin which push Log data requests to UDP servers.

This will provide the ability to send Log data requests as JSON objects to Monitoring tools and other UDP servers.

This plugin provides the ability to push Log data as a batch to you’re external UDP servers. In case if you did not recieve the log data don’t worry give it some time it will automatically send the logs after the timer function expires in our Batch Processor.

For more info on Batch-Processor in Apache APISIX please refer.
Batch-Processor




Attributes

| Name             | Type    | Requirement | Default      | Valid   | Description                                                                              |
| —————- | ——- | ———– | ———— | ——- | —————————————————————————————- |
| host             | string  | required    |              |         | IP address or the Hostname of the UDP server.                                            |
| port             | integer | required    |              | [0,…] | Target upstream port.                                                                    |
| timeout          | integer | optional    | 3            | [1,…] | Timeout for the upstream to send data.                                                   |
| name             | string  | optional    | “udp logger” |         | A unique identifier to identity the batch processor                                      |
| batch_max_size   | integer | optional    | 1000         | [1,…] | Max size of each batch                                                                   |
| inactive_timeout | integer | optional    | 5            | [1,…] | Maximum age in seconds when the buffer will be flushed if inactive                       |
| buffer_duration  | integer | optional    | 60           | [1,…] | Maximum age in seconds of the oldest entry in a batch before the batch must be processed |
| include_req_body | boolean | optional    | false        |         | Whether to include the request body                                                      |




How To Enable

The following is an example on how to enable the udp-logger for a specific route.

curl http://127.0.0.1:9080/apisix/admin/routes/5 -H 'X-API-KEY: edd1c9f034335f136f87ad84b625c8f1' -X PUT -d '
{
      "plugins": {
            "udp-logger": {
                 "host": "127.0.0.1",
                 "port": 3000,
                 "batch_max_size": 1,
                 "name": "udp logger"
            }
       },
      "upstream": {
           "type": "roundrobin",
           "nodes": {
               "127.0.0.1:1980": 1
           }
      },
      "uri": "/hello"
}'








Test Plugin


	success:




$ curl -i http://127.0.0.1:9080/hello
HTTP/1.1 200 OK
...
hello, world








Disable Plugin

Remove the corresponding json configuration in the plugin configuration to disable the udp-logger.
APISIX plugins are hot-reloaded, therefore no need to restart APISIX.

$ curl http://127.0.0.1:2379/apisix/admin/routes/1 -H 'X-API-KEY: edd1c9f034335f136f87ad84b625c8f1' -X PUT -d value='
{
    "methods": ["GET"],
    "uri": "/hello",
    "plugins": {},
    "upstream": {
        "type": "roundrobin",
        "nodes": {
            "127.0.0.1:1980": 1
        }
    }
}'
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Name

The plugin helps we intercept user requests, we only need to indicate the block_rules.




Attributes

| Name          | Type          | Requirement | Default | Valid      | Description                                                                 |
| ————- | ————- | ———– | ——- | ———- | ————————————————————————— |
| block_rules   | array[string] | required    |         |            | Regular filter rule array. Each of these items is a regular rule. If the current request URI hits any one of them, set the response code to rejected_code to exit the current user request. Example: ["root.exe", "root.m+"]. |
| rejected_code | integer       | optional    | 403     | [200, …] | The HTTP status code returned when the request URI hit any of block_rules |




How To Enable

Here’s an example, enable the uri blocker plugin on the specified route:

curl -i http://127.0.0.1:9080/apisix/admin/routes/1 -H 'X-API-KEY: edd1c9f034335f136f87ad84b625c8f1' -X PUT -d '
{
    "uri": "/*",
    "plugins": {
        "uri-blocker": {
            "block_rules": ["root.exe", "root.m+"]
        }
    },
    "upstream": {
        "type": "roundrobin",
        "nodes": {
            "127.0.0.1:1980": 1
        }
    }
}'








Test Plugin

$ curl -i http://127.0.0.1:9080/root.exe?a=a
HTTP/1.1 403 Forbidden
Date: Wed, 17 Jun 2020 13:55:41 GMT
Content-Type: text/html; charset=utf-8
Content-Length: 150
Connection: keep-alive
Server: APISIX web server

... ...








Disable Plugin

When you want to disable the uri blocker plugin, it is very simple, you can delete the corresponding json configuration in the plugin configuration, no need to restart the service, it will take effect immediately:

curl http://127.0.0.1:9080/apisix/admin/routes/1 -H 'X-API-KEY: edd1c9f034335f136f87ad84b625c8f1' -X PUT -d '
{
    "uri": "/*",
    "upstream": {
        "type": "roundrobin",
        "nodes": {
            "127.0.0.1:1980": 1
        }
    }
}'





The uri blocker plugin has been disabled now. It works for other plugins.
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Name

wolf-rbac is an authentication and authorization (rbac) plugin. It needs to work with consumer. Also need to add wolf-rbac to aservice or route.
The rbac feature is provided by wolf [https://github.com/iGeeky/wolf]. For more information about wolf, please refer to wolf documentation [https://github.com/iGeeky/wolf].




Attributes

| Name          | Type   | Requirement | Default                  | Valid | Description                                               |
| ————- | —— | ———– | ———————— | —– | ——————————————————— |
| server        | string | optional    | “http://127.0.0.1:10080” |       | Set the service address ofwolf-server.                 |
| appid         | string | optional    | “unset”                  |       | Set the app id. The app id must be added in wolf-console. |
| header_prefix | string | optional    | “X-“                     |       | prefix of custom HTTP header. After authentication is successful, three headers will be added to the request header (for backend) and response header (for frontend): X-UserId, X-Username, X-Nickname. |




Dependencies


Install wolf and start the service

Wolf quick start [https://github.com/iGeeky/wolf/blob/master/quick-start-with-docker/README]




Add application,admin, normal user,permission, resource and user authorize

Wolf-console usage [https://github.com/iGeeky/wolf/blob/master/docs/usage]






How To Enable


	set a consumer and config the value of the wolf-rbac。




curl http://127.0.0.1:9080/apisix/admin/consumers  -H 'X-API-KEY: edd1c9f034335f136f87ad84b625c8f1' -X PUT -d '
{
  "username":"wolf_rbac",
  "plugins":{
    "wolf-rbac":{
      "server":"http://127.0.0.1:10080",
      "appid":"restful"
    }
  },
  "desc":"wolf-rbac"
}'





You can visit the dashboard: http://127.0.0.1:9080/apisix/dashboard/, to complete the above operations through the web interface, first add a consumer:
[image: ../_images/wolf-rbac-1.png]

Then add the wolf-rbac plugin to the consumer page:
[image: ../_images/wolf-rbac-2.png]

Notes: The appid filled in above needs to already exist in the wolf system.


	Add a Route or Service and enable the wolf-rbac plugin.




curl http://127.0.0.1:9080/apisix/admin/routes/1  -H 'X-API-KEY: edd1c9f034335f136f87ad84b625c8f1' -X PUT -d '
{
    "methods": ["GET"],
    "uri": "/*",
    "plugins": {
        "wolf-rbac": {}
    },
    "upstream": {
        "type": "roundrobin",
        "nodes": {
            "www.baidu.com:80": 1
        }
    }
}'








Test Plugin


Login and get wolf-rbac token:

The following appid,username, and password must be real ones in the wolf system.


	Login as POST application/json




curl http://127.0.0.1:9080/apisix/plugin/wolf-rbac/login -i \
-H "Content-Type: application/json" \
-d '{"appid": "restful", "username":"test", "password":"user-password"}'

HTTP/1.1 200 OK
Date: Wed, 24 Jul 2019 10:33:31 GMT
Content-Type: text/plain
Transfer-Encoding: chunked
Connection: keep-alive
Server: APISIX web server
{"rbac_token":"V1#restful#eyJhbGciOiJIUzI1NiIsInR5cCI6IkpXVCJ9.eyJpZCI6NzQ5LCJ1c2VybmFtZSI6InRlc3QiLCJtYW5hZ2VyIjoiIiwiYXBwaWQiOiJyZXN0ZnVsIiwiaWF0IjoxNTc5NDQ5ODQxLCJleHAiOjE1ODAwNTQ2NDF9.n2-830zbhrEh6OAxn4K_yYtg5pqfmjpZAjoQXgtcuts","user_info":{"nickname":"test","username":"test","id":"749"}}






	Login as POST x-www-form-urlencoded




curl http://127.0.0.1:9080/apisix/plugin/wolf-rbac/login -i \
-H "Content-Type: application/x-www-form-urlencoded" \
-d 'appid=restful&username=test&password=user-password'








try request with token


	without token




curl http://127.0.0.1:9080/ -H"Host: www.baidu.com" -i

HTTP/1.1 401 Unauthorized
...
{"message":"Missing rbac token in request"}






	request header(Authorization) with token:




curl http://127.0.0.1:9080/ -H"Host: www.baidu.com" \
-H 'Authorization: V1#restful#eyJhbGciOiJIUzI1NiIsInR5cCI6IkpXVCJ9.eyJpZCI6NzQ5LCJ1c2VybmFtZSI6InRlc3QiLCJtYW5hZ2VyIjoiIiwiYXBwaWQiOiJyZXN0ZnVsIiwiaWF0IjoxNTc5NDQ5ODQxLCJleHAiOjE1ODAwNTQ2NDF9.n2-830zbhrEh6OAxn4K_yYtg5pqfmjpZAjoQXgtcuts' -i

HTTP/1.1 200 OK

<!DOCTYPE html>






	request header(x-rbac-token) with token:




curl http://127.0.0.1:9080/ -H"Host: www.baidu.com" \
-H 'x-rbac-token: V1#restful#eyJhbGciOiJIUzI1NiIsInR5cCI6IkpXVCJ9.eyJpZCI6NzQ5LCJ1c2VybmFtZSI6InRlc3QiLCJtYW5hZ2VyIjoiIiwiYXBwaWQiOiJyZXN0ZnVsIiwiaWF0IjoxNTc5NDQ5ODQxLCJleHAiOjE1ODAwNTQ2NDF9.n2-830zbhrEh6OAxn4K_yYtg5pqfmjpZAjoQXgtcuts' -i


HTTP/1.1 200 OK

<!DOCTYPE html>






	request params with token:




curl 'http://127.0.0.1:9080?rbac_token=V1%23restful%23eyJhbGciOiJIUzI1NiIsInR5cCI6IkpXVCJ9.eyJpZCI6NzQ5LCJ1c2VybmFtZSI6InRlc3QiLCJtYW5hZ2VyIjoiIiwiYXBwaWQiOiJyZXN0ZnVsIiwiaWF0IjoxNTc5NDQ5ODQxLCJleHAiOjE1ODAwNTQ2NDF9.n2-830zbhrEh6OAxn4K_yYtg5pqfmjpZAjoQXgtcuts' -H"Host: www.baidu.com" -i


HTTP/1.1 200 OK

<!DOCTYPE html>






	request cookie with token:




curl http://127.0.0.1:9080 -H"Host: www.baidu.com" \
--cookie x-rbac-token=V1#restful#eyJhbGciOiJIUzI1NiIsInR5cCI6IkpXVCJ9.eyJpZCI6NzQ5LCJ1c2VybmFtZSI6InRlc3QiLCJtYW5hZ2VyIjoiIiwiYXBwaWQiOiJyZXN0ZnVsIiwiaWF0IjoxNTc5NDQ5ODQxLCJleHAiOjE1ODAwNTQ2NDF9.n2-830zbhrEh6OAxn4K_yYtg5pqfmjpZAjoQXgtcuts -i


HTTP/1.1 200 OK

<!DOCTYPE html>








Get RBAC user information

curl http://127.0.0.1:9080/apisix/plugin/wolf-rbac/user_info \
--cookie x-rbac-token=V1#restful#eyJhbGciOiJIUzI1NiIsInR5cCI6IkpXVCJ9.eyJpZCI6NzQ5LCJ1c2VybmFtZSI6InRlc3QiLCJtYW5hZ2VyIjoiIiwiYXBwaWQiOiJyZXN0ZnVsIiwiaWF0IjoxNTc5NDQ5ODQxLCJleHAiOjE1ODAwNTQ2NDF9.n2-830zbhrEh6OAxn4K_yYtg5pqfmjpZAjoQXgtcuts -i


HTTP/1.1 200 OK
{
    "user_info":{
        "nickname":"test",
        "lastLogin":1582816780,
        "id":749,
        "username":"test",
        "appIDs":["restful"],
        "manager":"none",
        "permissions":{"USER_LIST":true},
        "profile":null,
        "roles":{},
        "createTime":1578820506,
        "email":""
    }
}








Change ‘RBAC’ user password

curl http://127.0.0.1:9080/apisix/plugin/wolf-rbac/change_pwd \
-H "Content-Type: application/json" \
--cookie x-rbac-token=V1#restful#eyJhbGciOiJIUzI1NiIsInR5cCI6IkpXVCJ9.eyJpZCI6NzQ5LCJ1c2VybmFtZSI6InRlc3QiLCJtYW5hZ2VyIjoiIiwiYXBwaWQiOiJyZXN0ZnVsIiwiaWF0IjoxNTc5NDQ5ODQxLCJleHAiOjE1ODAwNTQ2NDF9.n2-830zbhrEh6OAxn4K_yYtg5pqfmjpZAjoQXgtcuts -i \
-X PUT -d '{"oldPassword": "old password", "newPassword": "new password"}'


HTTP/1.1 200 OK
{"message":"success to change password"}










Disable Plugin

When you want to disable the wolf-rbac plugin, it is very simple,
you can delete the corresponding json configuration in the plugin configuration,
no need to restart the service, it will take effect immediately:

curl http://127.0.0.1:9080/apisix/admin/routes/1  -H 'X-API-KEY: edd1c9f034335f136f87ad84b625c8f1' -X PUT -d '
{
    "methods": ["GET"],
    "uri": "/*",
    "plugins": {
    },
    "upstream": {
        "type": "roundrobin",
        "nodes": {
            "www.baidu.com:80": 1
        }
    }
}'
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Name

Zipkin [https://github.com/openzipkin/zipkin] is a OpenTracing plugin.

It’s also works with Apache SkyWalking, which is support Zipkin v1/v2 format.




Attributes

| Name         | Type   | Requirement | Default  | Valid        | Description                                                                     |
| ———— | —— | ———– | ——– | ———— | ——————————————————————————- |
| endpoint     | string | required    |          |              | the http endpoint of Ziplin, for example: http://127.0.0.1:9411/api/v2/spans. |
| sample_ratio | number | required    |          | [0.00001, 1] | the ratio of sample                                                             |
| service_name | string | optional    | “APISIX” |              | service name for zipkin reporter                                                |
| server_addr  | string | optional    |          |              | IPv4 address for zipkin reporter, default is nginx built-in variables $server_addr, here you can speific your external ip address. |




How To Enable

Here’s an example, enable the zipkin plugin on the specified route:

curl http://127.0.0.1:9080/apisix/admin/routes/1  -H 'X-API-KEY: edd1c9f034335f136f87ad84b625c8f1' -X PUT -d '
{
    "methods": ["GET"],
    "uri": "/index.html",
    "plugins": {
        "zipkin": {
            "endpoint": "http://127.0.0.1:9411/api/v2/spans",
            "sample_ratio": 1,
            "service_name": "APISIX-IN-SG",
            "server_addr": "192.168.3.50"
        }
    },
    "upstream": {
        "type": "roundrobin",
        "nodes": {
            "39.97.63.215:80": 1
        }
    }
}'





You can open dashboard with a browser: http://127.0.0.1:9080/apisix/dashboard/, to complete the above operation through the web interface, first add a route:

[image: ../_images/zipkin-1.png]

Then add zipkin plugin:

[image: ../_images/zipkin-2.png]




Test Plugin


run the Zipkin instance

e.g. using docker:

sudo docker run -d -p 9411:9411 openzipkin/zipkin





Here is a test example:

$ curl http://127.0.0.1:9080/index.html
HTTP/1.1 200 OK
...





Then you can use a browser to access the webUI of Zipkin:

http://127.0.0.1:9411/zipkin





[image: ../_images/zipkin-1.jpg]

[image: ../_images/zipkin-2.jpg]






Disable Plugin

When you want to disable the zipkin plugin, it is very simple,
you can delete the corresponding json configuration in the plugin configuration,
no need to restart the service, it will take effect immediately:

$ curl http://127.0.0.1:2379/v2/keys/apisix/routes/1 -H 'X-API-KEY: edd1c9f034335f136f87ad84b625c8f1' -X PUT -d value='
{
    "methods": ["GET"],
    "uri": "/index.html",
    "plugins": {
    },
    "upstream": {
        "type": "roundrobin",
        "nodes": {
            "39.97.63.215:80": 1
        }
    }
}'





The zipkin plugin has been disabled now. It works for other plugins.




example code for upstream ( golang with Gin )

func GetTracer(serviceName string, port int, enpoitUrl string, rate float64) *zipkin.Tracer {
    // create a reporter to be used by the tracer
    reporter := httpreporter.NewReporter(enpoitUrl)
    // set-up the local endpoint for our service host is ip:host

    thisip, _ := GetLocalIP()

    host := fmt.Sprintf("%s:%d", thisip, port)
    endpoint, _ := zipkin.NewEndpoint(serviceName, host)
    // set-up our sampling strategy
    sampler, _ := zipkin.NewCountingSampler(rate)
    // initialize the tracer
    tracer, _ := zipkin.NewTracer(
        reporter,
        zipkin.WithLocalEndpoint(endpoint),
        zipkin.WithSampler(sampler),
    )
    return tracer
}

func main(){
    r := gin.Default()

    tracer := GetTracer(...)

    // use middleware to extract parentID from http header that injected by APISIX
    r.Use(func(c *gin.Context) {
        span := this.Tracer.Extract(b3.ExtractHTTP(c.Request))
        childSpan := this.Tracer.StartSpan(spanName, zipkin.Parent(span))
        defer childSpan.Finish()
        c.Next()
    })

}
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参考文档


	APISIX 说明


	架构设计


	压力测试


	如何构建 Apache APISIX


	健康检查: 支持对上游节点的主动和被动健康检查，在负载均衡时自动过滤掉不健康的节点。


	路由 radixtree


	独立运行模型: 支持从本地 yaml 格式的配置文件启动，更适合 Kubernetes(k8s) 体系。


	TCP/UDP 动态代理


	管理 API


	变更日志


	代码风格


	常见问答







插件


	插件热加载：无需重启服务，完成插件热加载或卸载。


	HTTPS：根据 TLS 扩展字段 SNI(Server Name Indication) 动态加载证书。


	动态负载均衡：跨多个上游服务的动态负载均衡，目前已支持 round-robin 和一致性哈希算法。


	key-auth：基于 Key Authentication 的用户认证。


	JWT-auth：基于 JWT [https://jwt.io/] (JSON Web Tokens) Authentication 的用户认证。


	basic-auth：基于 basic auth 的用户认证。


	wolf-rbac 基于 RBAC 的用户认证及授权。


	limit-count：基于“固定窗口”的限速实现。


	limit-req：基于漏桶原理的请求限速实现。


	limit-conn：限制并发请求（或并发连接）。


	proxy-rewrite: 支持自定义修改 proxy 到上游的信息。


	prometheus：以 Prometheus 格式导出 APISIX 自身的状态信息，方便被外部 Prometheus 服务抓取。


	OpenTracing：支持 Zikpin 和 Apache SkyWalking。


	grpc-transcode：REST <–> gRPC 转码。


	serverless：允许在 APISIX 中的不同阶段动态运行 Lua 代码。


	ip-restriction: IP 黑白名单。


	openid-connect


	redirect: URI 重定向。


	response-rewrite: 支持自定义修改返回内容的 status code、body、headers。


	fault-injection：故障注入，可以返回指定的响应体、响应码和响应时间，从而提供了不同的失败场景下处理的能力，例如服务失败、服务过载、服务高延时等。


	proxy-cache：代理缓存插件提供缓存后端响应数据的能力。


	proxy-mirror：代理镜像插件提供镜像客户端请求的能力。


	udp-logger: 将请求记录到 UDP 服务器


	tcp-logger: 将请求记录到 TCP 服务器


	kafka-logger: 将请求记录到外部 Kafka 服务器。


	cors: 为你的API启用 CORS


	batch-requests: 以 http pipeline 的方式在网关一次性发起多个 http 请求。


	authz-keycloak: 支持 Keycloak 身份认证服务器


	uri-blocker: 根据 URI 拦截用户请求。


	oauth: 提供 OAuth 2 身份验证和自省。


	log-rotate: 日志文件定期切分。







部署


AWS

推荐的方法是在 AWS Fargate [https://aws.amazon.com/fargate/] 上使用  AWS CDK [https://aws.amazon.com/cdk/] 部署 APISIX，这有助于将 APISIX 层和上游层分离到具有自动缩放功能的完全托管和安全的无服务器容器计算环境之上。

请参阅 Pahud Hsieh [https://github.com/pahud] 撰写的指南 [https://github.com/pahud/cdk-samples/blob/master/typescript/apisix/README]，了解如何在 AWS CDK 中 100％ 配置推荐的架构。




Kubernetes

请参阅指南并了解如何在 Kubernetes 中部署 APISIX。
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Route

地址：/apisix/admin/routes/{id}?ttl=0

说明：Route 字面意思就是路由，通过定义一些规则来匹配客户端的请求，然后根据匹配结果加载并执行相应的
插件，并把请求转发给到指定 Upstream。


请求方法：




|名字      |请求 uri|请求 body|说明        |
|———|————————-|–|——|
|GET      |/apisix/admin/routes/{id}|无|获取资源|
|PUT      |/apisix/admin/routes/{id}|{…}|根据 id 创建资源|
|POST     |/apisix/admin/routes     |{…}|创建资源，id 由后台服务自动生成|
|DELETE   |/apisix/admin/routes/{id}|无|删除资源|
|PATCH    |/apisix/admin/routes/{id}|{…}|标准 PATCH ，修改已有 Route 的部分属性，其他不涉及的属性会原样保留；如果你要删除某个属性，将该属性的值设置为null 即可删除；特别地，当需要修改属性的值为数组时，该属性将全量更新|
|PATCH    |/apisix/admin/routes/{id}/{path}|{…}|SubPath PATCH，通过 {path} 指定 Route 要更新的属性，全量更新该属性的数据，其他不涉及的属性会原样保留。两种 PATCH 的区别可以参考后面的示例|


URL 请求参数：




|名字      |可选项   |类型 |说明        |示例|
|———|———|—-|———–|—-|
|ttl     |可选 |辅助   |超过这个时间会被自动删除，单位：秒|ttl=1|


body 请求参数：




|名字      |可选项   |类型 |说明        |示例|
|———|———|—-|———–|—-|
|uri      |与 uris 二选一 |匹配规则|除了如 /foo/bar、/foo/gloo 这种全量匹配外，使用不同 Router 还允许更高级匹配，更多见 Router。|”/hello”|
|uris     |与 uri 二选一 |匹配规则|数组形式，可以匹配多个 uri|[“/hello”, “/world”]|
|plugins  |plugins、script、upstream/upstream_id、service_id至少选择一个 |Plugin|详见 Plugin ||
|script  |plugins、script、upstream/upstream_id、service_id至少选择一个 |Script|详见 Script ||
|upstream |plugins、script、upstream/upstream_id、service_id至少选择一个 |Upstream|启用的 Upstream 配置，详见 Upstream||
|upstream_id|plugins、script、upstream/upstream_id、service_id至少选择一个 |Upstream|启用的 upstream id，详见 Upstream||
|service_id|plugins、script、upstream/upstream_id、service_id至少选择一个 |Service|绑定的 Service 配置，详见 Service||
|service_protocol|可选|上游协议类型|只可以是 “grpc”, “http” 二选一。|默认 “http”，使用gRPC proxy 或gRPC transcode 时，必须用”grpc”|
|name     |可选 |辅助   |标识路由名称|route-xxxx|
|desc     |可选 |辅助   |标识描述、使用场景等。|客户 xxxx|
|host     |可选 |匹配规则|当前请求域名，比如 foo.com；也支持泛域名，比如 *.foo.com。|”foo.com”|
|hosts    |可选 |匹配规则|列表形态的 host，表示允许有多个不同 host，匹配其中任意一个即可。|{“foo.com”, “*.bar.com”}|
|remote_addr|可选 |匹配规则|客户端请求 IP 地址: 192.168.1.101、192.168.1.102 以及 CIDR 格式的支持 192.168.1.0/24。特别的，APISIX 也完整支持 IPv6 地址匹配：::1，fe80::1, fe80::1/64 等。|”192.168.1.0/24”|
|remote_addrs|可选 |匹配规则|列表形态的 remote_addr，表示允许有多个不同 IP 地址，符合其中任意一个即可。|{“127.0.0.1”, “192.0.0.0/8”, “::1”}|
|methods  |可选 |匹配规则|如果为空或没有该选项，代表没有任何 method 限制，也可以是一个或多个的组合：GET, POST, PUT, DELETE, PATCH, HEAD, OPTIONS，CONNECT，TRACE。|{“GET”, “POST”}|
|priority  |可选 |匹配规则|如果不同路由包含相同 uri，根据属性 priority 确定哪个 route 被优先匹配，值越大优先级越高，默认值为 0。|priority = 10|
|vars       |可选  |匹配规则|由一个或多个{var, operator, val}元素组成的列表，类似这样：{{var, operator, val}, {var, operator, val}, ...}}。例如：{"arg_name", "==", "json"}，表示当前请求参数 name 是 json。这里的 var 与 Nginx 内部自身变量命名是保持一致，所以也可以使用 request_uri、host 等；对于 operator 部分，目前已支持的运算符有 ==、~=、>、< 和 ~~。对于>和<两个运算符，会把结果先转换成 number 然后再做比较。查看支持的运算符列表|{{“arg_name”, “==”, “json”}, {“arg_age”, “>”, 18}}|
|filter_func|可选|匹配规则|用户自定义的过滤函数。可以使用它来实现特殊场景的匹配要求实现。该函数默认接受一个名为 vars 的输入参数，可以用它来获取 Nginx 变量。|function(vars) return vars[“arg_name”] == “json” end|

有两点需要特别注意：


	除了 uri/uris 是必选的之外，plugins、script、upstream/upstream_id、service_id 这三类必须选择其中至少一个。


	对于同一类参数比如 uri与 uris，upstream 与 upstream_id，host 与 hosts，remote_addr 与 remote_addrs 等，是不能同时存在，二者只能选择其一。如果同时启用，接口会报错。




route 对象 json 配置内容：

{
    "id": "1",                  # id，非必填
    "uri": "/release/a",        # URL 路径
    "uris": ["/a","/b"],        # 一组 URL 路径， URL 与 uris 只需要有一个非空即可
    "methods": ["GET","POST"],  # 可以填多个方法
    "host": "aa.com",           # host 域名
    "hosts": ["a.com","b.com"], # 一组 host 域名， host 与 hosts 只需要有一个非空即可
    "plugins": {},              # 指定 route 绑定的插件
    "priority": 0,              # apisix 支持多种匹配方式，可能会在一次匹配中同时匹配到多条路由，此时优先级高的优先匹配中
    "name": "路由xxx",
    "desc": "hello world",
    "remote_addr": "127.0.0.1", # 客户端请求 IP 地址
    "remote_addrs": ["127.0.0.1"],  # 一组客户端请求 IP 地址， remote_addr 与 remote_addrs 只需要有一个非空即可
    "vars": [],                 # 由一个或多个 {var, operator, val} 元素组成的列表
    "upstream_id": "1",         # upstream 对象在 etcd 中的 id ，建议使用此值
    "upstream": {},             # upstream 信息对象，建议尽量不要使用
    "filter_func": "",          # 用户自定义的过滤函数，非必填
}





具体示例：

# 创建一个路由
$ curl http://127.0.0.1:9080/apisix/admin/routes/1 -H 'X-API-KEY: edd1c9f034335f136f87ad84b625c8f1' -X PUT -i -d '
{
    "uri": "/index.html",
    "hosts": ["foo.com", "*.bar.com"],
    "remote_addrs": ["127.0.0.0/8"],
    "methods": ["PUT", "GET"],
    "upstream": {
        "type": "roundrobin",
        "nodes": {
            "39.97.63.215:80": 1
        }
    }
}'

HTTP/1.1 201 Created
Date: Sat, 31 Aug 2019 01:17:15 GMT
...

# 创建一个有效期为 60 秒的路由，过期后自动删除
$ curl http://127.0.0.1:9080/apisix/admin/routes/2?ttl=60 -H 'X-API-KEY: edd1c9f034335f136f87ad84b625c8f1' -X PUT -i -d '
{
    "uri": "/aa/index.html",
    "upstream": {
        "type": "roundrobin",
        "nodes": {
            "39.97.63.215:80": 1
        }
    }
}'

HTTP/1.1 201 Created
Date: Sat, 31 Aug 2019 01:17:15 GMT
...


# 给路由增加一个 upstream node
$ curl http://127.0.0.1:9080/apisix/admin/routes/1 -H 'X-API-KEY: edd1c9f034335f136f87ad84b625c8f1' -X PATCH -i -d '
{
    "upstream": {
        "nodes": {
            "39.97.63.216:80": 1
        }
    }
}'
HTTP/1.1 200 OK
...

执行成功后，upstream nodes 将更新为：
{
    "39.97.63.215:80": 1,
    "39.97.63.216:80": 1
}


# 给路由更新一个 upstream node 的权重
$ curl http://127.0.0.1:9080/apisix/admin/routes/1 -H 'X-API-KEY: edd1c9f034335f136f87ad84b625c8f1' -X PATCH -i -d '
{
    "upstream": {
        "nodes": {
            "39.97.63.216:80": 10
        }
    }
}'
HTTP/1.1 200 OK
...

执行成功后，upstream nodes 将更新为：
{
    "39.97.63.215:80": 1,
    "39.97.63.216:80": 10
}


# 给路由删除一个 upstream node
$ curl http://127.0.0.1:9080/apisix/admin/routes/1 -H 'X-API-KEY: edd1c9f034335f136f87ad84b625c8f1' -X PATCH -i -d '
{
    "upstream": {
        "nodes": {
            "39.97.63.215:80": null
        }
    }
}'
HTTP/1.1 200 OK
...

执行成功后，upstream nodes 将更新为：
{
    "39.97.63.216:80": 10
}


# 替换路由的 methods -- 数组
$ curl http://127.0.0.1:9080/apisix/admin/routes/1 -H 'X-API-KEY: edd1c9f034335f136f87ad84b625c8f1' -X PATCH -i -d '{
    "methods": ["GET", "POST"]
}'
HTTP/1.1 200 OK
...

执行成功后，methods 将不保留原来的数据，整个更新为：
["GET", "POST"]


# 替换路由的 upstream nodes -- sub path
$ curl http://127.0.0.1:9080/apisix/admin/routes/1/upstream/nodes -H 'X-API-KEY: edd1c9f034335f136f87ad84b625c8f1' -X PATCH -i -d '
{
    "39.97.63.200:80": 1
}'
HTTP/1.1 200 OK
...

执行成功后，nodes 将不保留原来的数据，整个更新为：
{
    "39.97.63.200:80": 1
}


# 替换路由的 methods  -- sub path
$ curl http://127.0.0.1:9080/apisix/admin/routes/1/methods -H 'X-API-KEY: edd1c9f034335f136f87ad84b625c8f1' -X PATCH -i -d '["POST", "DELETE", "PATCH"]'
HTTP/1.1 200 OK
...

执行成功后，methods 将不保留原来的数据，整个更新为：
["POST", "DELETE", "PATCH"]






应答参数




目前是直接返回与 etcd 交互后的结果。


运算符列表

|运算符   |描述       |例子|
|——–|———–|——-|
|==      |相等      |{“arg_name”, “==”, “json”}|
|~=      |不等于    |{“arg_name”, “~=”, “json”}|
|>       |大于      |{“arg_age”, “>”, 24}|
|<       |小于      |{“arg_age”, “<”, 24}|
|~~      |正则匹配   |{“arg_name”, “~~”, “[a-z]+”}|

请看下面例子，匹配请求参数 name 等于 json ，age 大于 18 且 address 开头是 China 的请求：

curl http://127.0.0.1:9080/apisix/admin/routes/1 -H 'X-API-KEY: edd1c9f034335f136f87ad84b625c8f1' -X PUT -i -d '
{
    "uri": "/index.html",
    "vars": [
        ["arg_name", "==", "json"],
        ["arg_age", ">", "18"],
        ["arg_address", "~~", "^China.*"]
    ],
    "upstream": {
        "type": "roundrobin",
        "nodes": {
            "39.97.63.215:80": 1
        }
    }
}'





Back to TOC






Service

地址：/apisix/admin/services/{id}

说明：Service 是某类 API 的抽象（也可以理解为一组 Route 的抽象）。它通常与上游服务抽象是一一对应的，Route
与 Service 之间，通常是 N:1 的关系。


请求方法：




|名字      |请求 uri|请求 body|说明        |
|———|————————-|–|——|
|GET      |/apisix/admin/services/{id}|无|获取资源|
|PUT      |/apisix/admin/services/{id}|{…}|根据 id 创建资源|
|POST     |/apisix/admin/services     |{…}|创建资源，id 由后台服务自动生成|
|DELETE   |/apisix/admin/services/{id}|无|删除资源|
|PATCH    |/apisix/admin/services/{id}|{…}|标准 PATCH ，修改已有 Service 的部分属性，其他不涉及的属性会原样保留；如果你要删除某个属性，将该属性的值设置为null 即可删除；特别地，当需要修改属性的值为数组时，该属性将全量更新|
|PATCH    |/apisix/admin/services/{id}/{path}|{…}|SubPath PATCH，通过 {path} 指定 Service 需要更新的属性，全量更新该属性的数据，其他不涉及的属性会原样保留|


body 请求参数：




|名字      |可选项   |类型 |说明        |示例|
|———|———|—-|———–|—-|
|plugins  |可选 |Plugin|详见 Plugin ||
|upstream | upstream 或 upstream_id 两个选一个 |Upstream|启用的 Upstream 配置，详见 Upstream||
|upstream_id| upstream 或 upstream_id 两个选一个 |Upstream|启用的 upstream id，详见 Upstream||
|name     |可选 |辅助   |标识服务名称。||
|desc     |可选 |辅助   |服务描述、使用场景等。||

serivce 对象 json 配置内容：

{
    "id": "1",              # id
    "plugins": {},          # 指定 service 绑定的插件
    "upstream_id": "1",     # upstream 对象在 etcd 中的 id ，建议使用此值
    "upstream": {},         # upstream 信息对象，不建议使用
    "name": "测试svc",  # service 名称
    "desc": "hello world",  # service 描述
}





具体示例：

# 创建一个Service
$ curl http://127.0.0.1:9080/apisix/admin/services/201  -H 'X-API-KEY: edd1c9f034335f136f87ad84b625c8f1' -X PUT -i -d '
{
    "plugins": {
        "limit-count": {
            "count": 2,
            "time_window": 60,
            "rejected_code": 503,
            "key": "remote_addr"
        }
    },
    "upstream": {
        "type": "roundrobin",
        "nodes": {
            "39.97.63.215:80": 1
        }
    }
}'

# 返回结果

HTTP/1.1 201 Created
...


# 给 Service 增加一个 upstream node
$ curl http://127.0.0.1:9080/apisix/admin/services/201 -H 'X-API-KEY: edd1c9f034335f136f87ad84b625c8f1' -X PATCH -i -d '
{
    "upstream": {
        "nodes": {
            "39.97.63.216:80": 1
        }
    }
}'
HTTP/1.1 200 OK
...

执行成功后，upstream nodes 将更新为：
{
    "39.97.63.215:80": 1,
    "39.97.63.216:80": 1
}


# 给 Service 更新一个 upstream node 的权重
$ curl http://127.0.0.1:9080/apisix/admin/services/201 -H 'X-API-KEY: edd1c9f034335f136f87ad84b625c8f1' -X PATCH -i -d '
{
    "upstream": {
        "nodes": {
            "39.97.63.216:80": 10
        }
    }
}'
HTTP/1.1 200 OK
...

执行成功后，upstream nodes 将更新为：
{
    "39.97.63.215:80": 1,
    "39.97.63.216:80": 10
}


# 给 Service 删除一个 upstream node
$ curl http://127.0.0.1:9080/apisix/admin/services/201 -H 'X-API-KEY: edd1c9f034335f136f87ad84b625c8f1' -X PATCH -i -d '
{
    "upstream": {
        "nodes": {
            "39.97.63.215:80": null
        }
    }
}'
HTTP/1.1 200 OK
...

执行成功后，upstream nodes 将更新为：
{
    "39.97.63.216:80": 10
}


# 替换 Service 的 upstream nodes
$ curl http://127.0.0.1:9080/apisix/admin/services/201/upstream/nodes -H 'X-API-KEY: edd1c9f034335f136f87ad84b625c8f1' -X PATCH -i -d '
{
    "39.97.63.200:80": 1
}'
HTTP/1.1 200 OK
...

执行成功后，upstream nodes 将不保留原来的数据，整个更新为：
{
    "39.97.63.200:80": 1
}






应答参数




目前是直接返回与 etcd 交互后的结果。

Back to TOC




Consumer

地址：/apisix/admin/consumers/{id}

说明：Consumer 是某类服务的消费者，需与用户认证体系配合才能使用。


请求方法：




|名字      |请求 uri|请求 body|说明        |
|———|————————-|–|——|
|GET      |/apisix/admin/consumers/{id}|无|获取资源|
|PUT      |/apisix/admin/consumers/{id}|{…}|根据 id 创建资源|
|POST     |/apisix/admin/consumers     |{…}|创建资源，id 由后台服务自动生成|
|DELETE   |/apisix/admin/consumers/{id}|无|删除资源|


body 请求参数：




|名字      |可选项   |类型 |说明        |示例|
|———|———|—-|———–|—-|
|username|必需|辅助|Consumer 名称。||
|plugins|可选|Plugin|该 Consumer 对应的插件配置，它的优先级是最高的：Consumer > Route > Service。对于具体插件配置，可以参考 Plugins 章节。||
|desc     |可选 |辅助|consumer描述||

consumer 对象 json 配置内容：

{
    "id": "1",              # id
    "plugins": {},          # 指定 consumer 绑定的插件
    "username": "name",     # 必填
    "desc": "hello world",  # consumer 描述
}





绑定认证授权插件有些特别，当它需要与 consumer 联合使用时，需要提供用户名、密码等信息；另一方面，当它与 route/service 绑定时，是不需要任何参数的。因为这时候是根据用户请求数据来反向推出用户对应的是哪个 consumer

示例：

# 创建 Consumer ，指定认证插件 key-auth ，并开启特定插件 limit-count
$ curl http://127.0.0.1:9080/apisix/admin/consumers/2  -H 'X-API-KEY: edd1c9f034335f136f87ad84b625c8f1' -X PUT -i -d '
{
    "username": "jack",
    "plugins": {
        "key-auth": {
            "key": "auth-one"
        },
        "limit-count": {
            "count": 2,
            "time_window": 60,
            "rejected_code": 503,
            "key": "remote_addr"
        }
    }
}'
HTTP/1.1 200 OK
Date: Thu, 26 Dec 2019 08:17:49 GMT
...

{"node":{"value":{"username":"jack","plugins":{"key-auth":{"key":"auth-one"},"limit-count":{"time_window":60,"count":2,"rejected_code":503,"key":"remote_addr","policy":"local"}}},"createdIndex":64,"key":"\/apisix\/consumers\/jack","modifiedIndex":64},"prevNode":{"value":"{\"username\":\"jack\",\"plugins\":{\"key-auth\":{\"key\":\"auth-one\"},\"limit-count\":{\"time_window\":60,\"count\":2,\"rejected_code\":503,\"key\":\"remote_addr\",\"policy\":\"local\"}}}","createdIndex":63,"key":"\/apisix\/consumers\/jack","modifiedIndex":63},"action":"set"}






应答参数




目前是直接返回与 etcd 交互后的结果。

Back to TOC




Upstream

地址：/apisix/admin/upstreams/{id}

说明：Upstream 是虚拟主机抽象，对给定的多个服务节点按照配置规则进行负载均衡。Upstream 的地址信息可以直接配置到 Route（或 Service) 上，当 Upstream 有重复时，就需要用“引用”方式避免重复了。


请求方法：




|名字      |请求 uri|请求 body|说明        |
|———|————————-|–|——|
|GET      |/apisix/admin/upstreams/{id}|无|获取资源|
|PUT      |/apisix/admin/upstreams/{id}|{…}|根据 id 创建资源|
|POST     |/apisix/admin/upstreams     |{…}|创建资源，id 由后台服务自动生成|
|DELETE   |/apisix/admin/upstreams/{id}|无|删除资源|
|PATCH    |/apisix/admin/upstreams/{id}|{…}|标准 PATCH ，修改已有 Upstream 的部分属性，其他不涉及的属性会原样保留；如果你要删除某个属性，将该属性的值设置为null 即可删除；特别地，当需要修改属性的值为数组时，该属性将全量更新|
|PATCH    |/apisix/admin/upstreams/{id}/{path}|{…}|SubPath PATCH，通过 {path} 指定 Upstream 需要更新的属性，全量更新该属性的数据，其他不涉及的属性会原样保留。|


body 请求参数：




APISIX 的 Upstream 除了基本的复杂均衡算法选择外，还支持对上游做主被动健康检查、重试等逻辑，具体看下面表格。

|名字      |可选项   |类型 |说明        |示例|
|———|———|—-|———–|—-|
|nodes           |与 k8s_deployment_info 二选一|Node|哈希表，内部元素的 key 是上游机器地址列表，格式为地址 + Port，其中地址部分可以是 IP 也可以是域名，比如 192.168.1.100:80、foo.com:80等。value 则是节点的权重，特别的，当权重值为 0 有特殊含义，通常代表该上游节点失效，永远不希望被选中。|192.168.1.100:80|
|k8s_deployment_info|与 nodes 二选一|哈希表|字段包括 namespace、deploy_name、service_name、port、backend_type，其中 port 字段为数值，backend_type 为 pod 或 service，其他为字符串 | {"namespace": "test-namespace", "deploy_name": "test-deploy-name", "service_name": "test-service-name", "backend_type": "pod", "port": 8080} |
|type            |必需|枚举|roundrobin 支持权重的负载，chash 一致性哈希，两者是二选一的|roundrobin||
|key             |条件必需|匹配类型|该选项只有类型是 chash 才有效。根据 key 来查找对应的 node id，相同的 key 在同一个对象中，永远返回相同 id，目前支持的 Nginx 内置变量有 uri, server_name, server_addr, request_uri, remote_port, remote_addr, query_string, host, hostname, arg_***，其中 arg_*** 是来自URL的请求参数，Nginx 变量列表 [http://nginx.org/en/docs/varindex.html]||
|checks          |可选|health_checker|配置健康检查的参数，详细可参考health-check||
|retries         |可选|整型|使用底层的 Nginx 重试机制将请求传递给下一个上游，默认启用重试且次数为后端 node 数量。如果指定了具体重试次数，它将覆盖默认值。0 代表不启用重试机制||
|timeout         |可选|超时时间对象|设置连接、发送消息、接收消息的超时时间||
|enable_websocket     |可选 |辅助|是否允许启用 websocket 能力||
|hash_on     |可选 |辅助|该参数作为一致性 hash 的入参||
|name     |可选 |辅助|标识上游服务名称、使用场景等。||
|desc     |可选 |辅助|上游服务描述、使用场景等。||
|pass_host            |可选|枚举|pass 透传客户端请求的 host, node 不透传客户端请求的 host, 使用 upstream node 配置的 host, rewrite 使用 upstream_host 配置的值重写 host 。||
|upstream_host    |可选|辅助|只在 pass_host 配置为 rewrite 时有效。||

upstream 对象 json 配置内容：

{
    "id": "1",                  # id
    "retries": 1,               # 请求重试次数
    "timeout": {                # 设置连接、发送消息、接收消息的超时时间
        "connect":15,
        "send":15,
        "read":15,
    },
    "enable_websocket": true,
    "nodes": {"host:80": 100},  # 上游机器地址列表，格式为`地址 + Port`
    "k8s_deployment_info": {    # k8s deployment 信息
        "namespace": "test-namespace",
        "deploy_name": "test-deploy-name",
        "service_name": "test-service-name",
        "backend_type": "pod",   # pod or service
        "port": 8080
    },
    "type":"roundrobin",        # chash or roundrobin
    "checks": {},               # 配置健康检查的参数
    "hash_on": "",
    "key": "",
    "name": "upstream-xxx",      # upstream 名称
    "desc": "hello world",      # upstream 描述
}





具体示例：

# 创建一个upstream
$ curl http://127.0.0.1:9080/apisix/admin/upstreams/100  -H 'X-API-KEY: edd1c9f034335f136f87ad84b625c8f1' -i -X PUT -d '
{
    "type":"roundrobin",
    "nodes":{
        "127.0.0.1:80":1,
        "127.0.0.2:80":2,
        "foo.com:80":3
    }
}'
HTTP/1.1 201 Created
...


# 给 Upstream 增加一个 node
$ curl http://127.0.0.1:9080/apisix/admin/upstreams/100 -H 'X-API-KEY: edd1c9f034335f136f87ad84b625c8f1' -X PATCH -i -d '
{
    "nodes": {
        "39.97.63.216:80": 1
    }
}'
HTTP/1.1 200 OK
...

执行成功后，nodes 将更新为：
{
    "39.97.63.215:80": 1,
    "39.97.63.216:80": 1
}


# 给 Upstream 更新一个 node 的权重
$ curl http://127.0.0.1:9080/apisix/admin/upstreams/100 -H 'X-API-KEY: edd1c9f034335f136f87ad84b625c8f1' -X PATCH -i -d '
{
    "nodes": {
        "39.97.63.216:80": 10
    }
}'
HTTP/1.1 200 OK
...

执行成功后，nodes 将更新为：
{
    "39.97.63.215:80": 1,
    "39.97.63.216:80": 10
}


# 给 Upstream 删除一个 node
$ curl http://127.0.0.1:9080/apisix/admin/upstreams/100 -H 'X-API-KEY: edd1c9f034335f136f87ad84b625c8f1' -X PATCH -i -d '
{
    "nodes": {
        "39.97.63.215:80": null
    }
}'
HTTP/1.1 200 OK
...

执行成功后，nodes 将更新为：
{
    "39.97.63.216:80": 10
}


# 替换 Upstream 的  nodes
$ curl http://127.0.0.1:9080/apisix/admin/upstreams/100/nodes -H 'X-API-KEY: edd1c9f034335f136f87ad84b625c8f1' -X PATCH -i -d '
{
    "39.97.63.200:80": 1
}'
HTTP/1.1 200 OK
...

执行成功后，nodes 将不保留原来的数据，整个更新为：
{
    "39.97.63.200:80": 1
}






应答参数




目前是直接返回与 etcd 交互后的结果。

Back to TOC




SSL

地址：/apisix/admin/ssl/{id}

说明：SSL.


请求方法：




|名字      |请求 uri|请求 body|说明        |
|———|————————-|–|——|
|GET      |/apisix/admin/ssl/{id}|无|获取资源|
|PUT      |/apisix/admin/ssl/{id}|{…}|根据 id 创建资源|
|POST     |/apisix/admin/ssl     |{…}|创建资源，id 由后台服务自动生成|
|DELETE   |/apisix/admin/ssl/{id}|无|删除资源|


body 请求参数：




|名字      |可选项   |类型 |说明        |示例|
|———|———|—-|———–|—-|
|cert|必需|公钥|https 证书公钥||
|key|必需|私钥|https 证书私钥||
|sni|必需|匹配规则|https 证书SNI||

ssl 对象 json 配置内容：

{
    "id": "1",          # id
    "cert": "cert",     # 公钥
    "key": "key",       # 私钥
    "sni": "sni"        # host 域名
}








Plugin Metadata

地址：/apisix/admin/plugin_metadata/{plugin_name}

说明: 插件元数据。


请求方法:




|Method   |请求 URI|请求 body|说明        |
|———|————————-|–|——|
|GET      |/apisix/admin/plugin_metadata/{plugin_name}|无|获取资源|
|PUT      |/apisix/admin/plugin_metadata/{plugin_name}|{…}|根据 plugin name 创建资源|
|DELETE   |/apisix/admin/plugin_metadata/{plugin_name}|无|删除资源|


body 请求参数：




一个根据插件 ({plugin_name}) 的 metadata_schema 定义的数据结构的 json object 。

例子:

$ curl http://127.0.0.1:9080/apisix/admin/plugin_metadata/example-plugin  -H 'X-API-KEY: edd1c9f034335f136f87ad84b625c8f1' -i -X PUT -d '
{
    "skey": "val",
    "ikey": 1
}'
HTTP/1.1 201 Created
Date: Thu, 26 Dec 2019 04:19:34 GMT
Content-Type: text/plain





Back to TOC
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APISIX


插件加载流程

[image: ../_images/flow-load-plugin1.png]插件加载流程




插件内部结构
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批处理机

批处理处理器可用于聚合条目（日志/任何数据）并进行批处理。
当batch_max_size设置为零时，处理器将立即执行每个条目。将批处理的最大大小设置为大于1将开始聚合条目，直到达到最大大小或超时到期为止


构型

创建批处理程序的唯一必需参数是函数。当批处理达到最大大小或缓冲区持续时间超过时，将执行该功能。

|名称           |需求    |描述|
|——-        |—–          |——|
|id             |可选的       |标识批处理者的唯一标识符|
|batch_max_size |可选的       |每批的最大大小，默认为1000|
|inactive_timeout|可选的      |如果不活动，将刷新缓冲区的最大时间（以秒为单位），默认值为5s|
|buffer_duration|可选的       |必须先处理批次中最旧条目的最大期限（以秒为单位），默认是5|
|max_retry_count|可选的       |从处理管道中移除之前的最大重试次数；默认为零|
|retry_delay    |可选的       |如果执行失败，应该延迟进程执行的秒数；默认为1|

以下代码显示了如何使用批处理程序的示例。批处理处理器将要执行的功能作为第一个参数，将批处理配置作为第二个参数。

local bp = require("apisix.plugins.batch-processor")
local func_to_execute = function(entries)
            -- serialize to json array core.json.encode(entries)
            -- process/send data
            return true
       end

local config = {
    max_retry_count  = 2,
    buffer_duration  = 60,
    inactive_timeout  = 5,
    batch_max_size = 1,
    retry_delay  = 0
}


local batch_processor, err = bp:new(func_to_execute, config)

if batch_processor then
    batch_processor:push({hello='world'})
end





注意：请确保批处理的最大大小（条目数）在函数执行的范围内。
刷新批处理的计时器基于“ inactive_timeout”配置运行。因此，为了获得最佳使用效果，
保持“ inactive_timeout”小于“ buffer_duration”。







          

      

      

    

  

  
    
    测试环境
    

    
 
  

    
      
          
            
  English


测试环境

使用谷歌云的服务器进行测试，型号为 n1-highcpu-8 (8 vCPUs, 7.2 GB memory)

我们最多只使用 4 核去运行 APISIX, 剩下的 4 核用于系统和压力测试工具 wrk [https://github.com/wg/wrk]。




测试反向代理

我们把 APISIX 当做反向代理来使用，不开启任何插件，响应体的大小为 1KB。


QPS

下图中 x 轴为 CPU 的使用个数，y 轴为每秒处理的请求数：
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集成服务发现注册中心


	摘要


	如何扩展注册中心


	基本步骤


	以 Eureka 举例


	实现 eureka.lua


	Eureka 与 APISIX 之间数据转换逻辑










	注册中心配置


	选择注册中心


	Eureka 的配置






	upstream 配置





摘要

当业务量发生变化时，需要对上游服务进行扩缩容，或者因服务器硬件故障需要更换服务器。如果网关是通过配置来维护上游服务信息，在微服务架构模式下，其带来的维护成本可想而知。再者因不能及时更新这些信息，也会对业务带来一定的影响，还有人为误操作带来的影响也不可忽视，所以网关非常必要通过服务注册中心动态获取最新的服务实例信息。架构图如下所示：

[image: ../_images/discovery-cn.png]


	服务启动时将自身的一些信息，比如服务名、IP、端口等信息上报到注册中心；各个服务与注册中心使用一定机制（例如心跳）通信，如果注册中心与服务长时间无法通信，就会注销该实例；当服务下线时，会删除注册中心的实例信息；


	网关会准实时地从注册中心获取服务实例信息；


	当用户通过网关请求服务时，网关从注册中心获取的实例列表中选择一个进行代理；




常见的注册中心：Eureka, Etcd, Consul, Nacos, Zookeeper等




如何扩展注册中心？


基本步骤

APISIX 要扩展注册中心其实是件非常容易的事情，其基本步骤如下：


	在 apisix/discovery/ 目录中添加注册中心客户端的实现；


	实现用于初始化的 _M.init_worker() 函数以及用于获取服务实例节点列表的 _M.nodes(service_name) 函数；


	将注册中心数据转换为 APISIX 格式的数据；







以 Eureka 举例


实现 eureka.lua

首先在 apisix/discovery/ 目录中添加 eureka.lua;

然后在 eureka.lua 实现用于初始化的 init_worker 函数以及用于获取服务实例节点列表的 nodes 函数即可：

local _M = {
    version = 0.1,
}


function _M.nodes(service_name)
    ... ...
end


function _M.init_worker()
    ... ...
end


return _M








Eureka 与 APISIX 之间数据转换逻辑

APISIX是通过 upstream.nodes 来配置上游服务的，所以使用注册中心后，通过注册中心获取服务的所有 node 后，赋值给 upstream.nodes 来达到相同的效果。那么 APISIX 是怎么将 Eureka 的数据转成 node 的呢？ 假如从 Eureka 获取如下数据：

{
  "applications": {
      "application": [
          {
              "name": "USER-SERVICE",                 # 服务名称
              "instance": [
                  {
                      "instanceId": "192.168.1.100:8761",
                      "hostName": "192.168.1.100",
                      "app": "USER-SERVICE",          # 服务名称
                      "ipAddr": "192.168.1.100",      # 实例 IP 地址
                      "status": "UP",                 # 状态
                      "overriddenStatus": "UNKNOWN",  # 覆盖状态
                      "port": {
                          "$": 8761,                  # 端口
                          "@enabled": "true"          # 开始端口
                      },
                      "securePort": {
                          "$": 443,
                          "@enabled": "false"
                      },
                      "metadata": {
                          "management.port": "8761",
                          "weight": 100               # 权重，需要通过 spring boot 应用的 eureka.instance.metadata-map.weight 进行配置
                      },
                      "homePageUrl": "http://192.168.1.100:8761/",
                      "statusPageUrl": "http://192.168.1.100:8761/actuator/info",
                      "healthCheckUrl": "http://192.168.1.100:8761/actuator/health",
                      ... ...
                  }
              ]
          }
      ]
  }
}





解析 instance 数据步骤：


	首先要选择状态为 “UP” 的实例： overriddenStatus 值不为 “UNKNOWN” 以 overriddenStatus 为准，否则以 status 的值为准；


	IP 地址：以 ipAddr 的值为 IP; 并且必须是 IPv4 或 IPv6 格式的；


	端口：端口取值规则是，如果 port[“@enabled”] 等于 “true” 那么使用 port[“$”] 的值；如果 securePort[“@enabled”] 等于 “true” 那么使用 securePort[“$”] 的值；


	权重：权重取值顺序是，先判断 metadata.weight 是否有值，如果没有，则取配置中的 eureka.weight 的值, 如果还没有，则取默认值100；




这个例子转成 APISIX nodes 的结果如下：

[
  {
    "host" : "192.168.1.100",
    "port" : 8761,
    "weight" : 100,
    "metadata" : {
      "management.port": "8761",
    }
  }
]












注册中心配置


选择注册中心

首先要在 conf/config.yaml 文件中增加如下配置，以选择注册中心的类型：

apisix:
  discovery: eureka





此名称要与 apisix/discovery/ 目录中实现对应注册中心的文件名保持一致。

现已支持注册中心有：Eureka 。




Eureka 的配置

在 conf/config.yaml 增加如下格式的配置：

eureka:
  host:                            # it's possible to define multiple eureka hosts addresses of the same eureka cluster.
    - "http://${usename}:${passowrd}@${eureka_host1}:${eureka_port1}"
    - "http://${usename}:${passowrd}@${eureka_host2}:${eureka_port2}"
  prefix: "/eureka/"
  fetch_interval: 30               # 从 eureka 中拉取数据的时间间隔，默认30秒
  weight: 100                      # default weight for node
  timeout:
    connect: 2000                  # 连接 eureka 的超时时间，默认2000ms
    send: 2000                     # 向 eureka 发送数据的超时时间，默认2000ms
    read: 5000                     # 从 eureka 读数据的超时时间，默认5000ms





通过 eureka.host 配置 eureka 的服务器地址。

如果 eureka 的地址是 http://127.0.0.1:8761/ ，并且不需要用户名和密码验证的话，配置如下：

eureka:
  host:
    - "http://127.0.0.1:8761"
  prefix: "/eureka/"










upstream 配置

APISIX是通过 upstream.service_name 与注册中心的服务名进行关联。下面是将 URL 为 “/user/*” 的请求路由到注册中心名为 “USER-SERVICE” 的服务上例子：

$ curl http://127.0.0.1:9080/apisix/admin/routes/1 -H 'X-API-KEY: edd1c9f034335f136f87ad84b625c8f1' -X PUT -i -d '
{
    "uri": "/user/*",
    "upstream": {
        "service_name": "USER-SERVICE",
        "type": "roundrobin"
    }
}'

HTTP/1.1 201 Created
Date: Sat, 31 Aug 2019 01:17:15 GMT
Content-Type: text/plain
Transfer-Encoding: chunked
Connection: keep-alive
Server: APISIX web server

{"node":{"value":{"uri":"\/user\/*","upstream": {"service_name": "USER-SERVICE", "type": "roundrobin"}},"createdIndex":61925,"key":"\/apisix\/routes\/1","modifiedIndex":61925},"action":"create"}





因为上游的接口 URL 可能会有冲突，通常会在网关通过前缀来进行区分：

$ curl http://127.0.0.1:9080/apisix/admin/routes/1 -H 'X-API-KEY: edd1c9f034335f136f87ad84b625c8f1' -X PUT -i -d '
{
    "uri": "/a/*",
    "plugins": {
        "proxy-rewrite" : {
            regex_uri: ["^/a/(.*)", "/${1}"]
        }
    }
    "upstream": {
        "service_name": "A-SERVICE",
        "type": "roundrobin"
    }
}'

$ curl http://127.0.0.1:9080/apisix/admin/routes/2 -H 'X-API-KEY: edd1c9f034335f136f87ad84b625c8f1' -X PUT -i -d '
{
    "uri": "/b/*",
    "plugins": {
        "proxy-rewrite" : {
            regex_uri: ["^/b/(.*)", "/${1}"]
        }
    }
    "upstream": {
        "service_name": "B-SERVICE",
        "type": "roundrobin"
    }
}'





假如 A-SERVICE 和 B-SERVICE 都提供了一个 /test 的接口，通过上面的配置，可以通过 /a/test 访问 A-SERVICE 的 /test 接口，通过 /b/test 访问 B-SERVICE 的 /test 接口。

注意：配置 upstream.service_name 后 upstream.nodes 将不再生效，而是使用从注册中心的数据来替换，即使注册中心的数据是空的。
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快速入门指南

本指南的目的是介绍如何使用 APISIX 来配置出一个安全的可以对外提供服务的 API。当您读完本指南，你需要自己安装一下 APISIX 应用，并准备好一个可以对外提供服务的 API，该服务将由 API key 进行访问保护。

本指南会使用到以下 GET 请求，该服务可以回显发送到这个 API 的传参。

$ curl --location --request GET "https://httpbin.org/get?foo1=bar1&foo2=bar2"





让我们来分析一下这个 URL 请求


	Scheme: HTTPS


	Host/Address: httpbin.org


	Port: 443


	URI: /get


	Query Parameters: foo1, foo2





前提


	本指南使用 docker 和 docker compose 来安装 Apache APISIX。 但是， 如果您已经以其他方式安装了 Apache APISIX ，您只需跳到 第二步 。


	Curl：指南使用 Curl 命令进行 API 测试，但是您也可以使用您选择的任何其他工具（ 例如 Postman ）。







第一步: 安装 APISIX

Apache APISIX 可以多种操作环境中安装。如何安装文档 显示了多个平台中的安装步骤。
为了快速入门，让我们基于 docker 容器的安装方式进行安装。启动 Apache APISIX 服务，我们可以参照这个镜像文件repository [https://github.com/apache/apisix-docker] 并切换到 example 文件夹下执行如下命令。

如下命令会启动 Apache APISIX 服务并默认在 9080 端口（ https 请求是 9443 端口） 提供 admin API 接口服务

$ git clone https://github.com/apache/apisix-docker.git
$ cd apisix-docker/example
$ docker-compose -p docker-apisix up -d





第一次下载源代码需要一段时间，之后将非常快。在 docker 容器启动后，请访问以下链接，检查您是否获得成功的响应。

$ curl "http://127.0.0.1:9080/apisix/admin/services/" -H 'X-API-KEY: edd1c9f034335f136f87ad84b625c8f1'





下面是 Admin API 的接口响应：

{
    "node": {
        "createdIndex": 6,
        "modifiedIndex": 6,
        "key": "/apisix/services",
        "dir": true
        },
    "action": "get"
}








第二步: 在 Apache APISIX 中创建 Route

为了配置各种 routes / services / plugins ，APISIX 提供了强大的 Admin API 和一个 web控制台  [https://github.com/apache/apisix-dashboard]。
本指南将会使用到 Admin API 接口。

一个微服务可以通过 APISIX 的路由、服务、上游和插件等多个实体之间的关系进行配置。
Route（路由）与客户端请求匹配，并指定它们到达 APISIX 后如何发送到 Upstream（上游，后端 API 服务）。
Service（服务）为上游服务提供了抽象。因此，您可以创建单个 Service 并在多个 Route 中引用它。
查看架构文档可以获取更多信息。

从技术上讲，所有这些信息（upstream、service、plugins）都可以包含在路由配置中。 Route 路由是由这三个主要部分组成的。


	路由匹配规则：

让我们来看看下面的场景
http://example.com/services/users

上面的URL托管了系统中所有跟用户有关的（getUser/GetAllUsers）微服务。例如，可以通过URL（ http://example.com/services/users/GetAllUsers ） 访问到 GetAllUsers 服务接口。
现在要公开 users 路径下的所有 GET 服务请求（微服务）。以下是匹配此类请求的路由配置。

{
    "methods": ["GET"],
    "host": "example.com",
    "uri": "/services/users/*",
    ... Additional Configurations
}





通过上面的匹配规则你就可以通过如下的命令跟 APISIX 进行交互了

curl -i -X GET "http://{apisix_server.com}:{port}/services/users/getAllUsers?limit=10" -H "Host: example.com"







	Upstream 信息：

Upstream 是一个虚拟主机抽象，它根据配置规则在给定的一组服务节点上执行负载平衡。
因此，单个上游配置可以由提供相同服务的多个服务器组成。每个节点将包括一个 key（地址/ip:port）和一个 value （节点的权重）。
服务可以通过轮询或一致哈希（cHash）机制进行负载平衡。

配置路由时，可以直接设置 Upstream 信息，也可以使用服务抽象来引用 Upstream 信息。



	各种插件

插件允许您扩展 APISIX 的功能，并实现可以与 HTTP request / response 生命周期接口的任意逻辑。
因此，如果您想对 API 进行身份验证，那么您可以使用密钥验证插件来对每个请求强制进行身份验证。






设置 Upstream

执行以下命令在 APISIX 中创建 id 为 50 的上游信息，并使用 round-robin 机制进行负载平衡。

curl "http://127.0.0.1:9080/apisix/admin/upstreams/50" -H 'X-API-KEY: edd1c9f034335f136f87ad84b625c8f1' -X PUT -d '
{
    "type": "roundrobin",
    "nodes": {
        "httpbin.org:443": 1
    }
}'








为转发 Upstream  添加 Route 信息

默认情况下，Apache APISIX 通过 HTTP 协议代理请求。如果我们的后端托管在 HTTPS 环境中，让我们使用 proxy-rewrite 插件将方案更改为 HTTPS 。

curl "http://127.0.0.1:9080/apisix/admin/routes/5" -H 'X-API-KEY: edd1c9f034335f136f87ad84b625c8f1' -X PUT -d '
{
    "uri": "/get",
    "host": "httpbin.org",
    "plugins": {
        "proxy-rewrite": {
          "scheme": "https"
        }
    },
    "upstream_id": 50
}'








访问 Apache APISIX 进行测试

现在让我们调用 Apache APISIX 来测试新配置的路由。

curl -i -X GET "http://127.0.0.1:9080/get?foo1=bar1&foo2=bar2" -H "Host: httpbin.org"





API 也可以通过 HTTPs（9443）端口服务访问。如果您使用的是自签名证书，那么通过 curl 命令使用 -k 参数忽略自签名证书错误。

curl -i -k -X GET "https://127.0.0.1:9443/get?foo1=bar1&foo2=bar2" -H "Host: httpbin.org"










第三步: 为服务增加鉴权

由于服务对公众开放，我们需要为新创建的 Apache APISIX 服务接口提供适当的保护。执行以下命令来创建一个名为 John 需要 api-key 的用户。

注：Apache APISIX 支持多种认证机制，查看插件文档了解更多。

curl http://127.0.0.1:9080/apisix/admin/consumers -H 'X-API-KEY: edd1c9f034335f136f87ad84b625c8f1' -X PUT -d '
{
    "username": "john",
    "plugins": {
        "key-auth": {
            "key": "superSecretAPIKey"
        }
    }
}'





现在，让我们将服务配置为包含 KEY 验证插件。

curl http://127.0.0.1:9080/apisix/admin/routes/5 -H 'X-API-KEY: edd1c9f034335f136f87ad84b625c8f1' -X PUT -d '
{
    "uri": "/get",
    "host": "httpbin.org",
    "plugins": {
        "proxy-rewrite": {
          "scheme": "https"
        },
        "key-auth": {}
    },
    "upstream_id": 50
}'





由于 route 由密钥验证插件保护，前一个访问 API 的 curl 命令将产生未经授权的访问错误。
现在使用下面的命令安全地访问请求。

curl -i -X GET http://127.0.0.1:9080/get -H "Host: httpbin.org" -H 'apikey: superSecretAPIKey'








为 route 添加前缀

现在，假设您要向路由添加前缀（例如：samplePrefix），并且不想使用 host 头， 则可以使用代理来完成。

curl http://127.0.0.1:9080/apisix/admin/routes/5 -H 'X-API-KEY: edd1c9f034335f136f87ad84b625c8f1' -X PUT -d '
{
    "uri": "/samplePrefix/get",
    "plugins": {
        "proxy-rewrite": {
          "scheme": "https",
          "regex_uri": ["^/samplePrefix/get(.*)", "/get$1"]
        },
        "key-auth": {}
    },
    "upstream_id": 50
}'





现在可以使用以下命令调用路由：

curl -i -X GET http://127.0.0.1:9080/samplePrefix/get?param1=foo&param2=bar -H 'apikey: superSecretAPIKey'








Apache APISIX 控制台

到目前为止，已经通过使用 admin API 接口编排对 Apache APISIX 的 API 的调用。然而，Apache APISIX 还提供执行类似操作的一个 web 应用，就是web控制台。
可以在repository [https://github.com/apache/apisix]中使用。控制台是直观的，您可以通过它编排同样的路由配置。

[image: ../_images/dashboard1.png]Dashboard


故障排查


	确保所需的端口未被其他系统/进程使用（默认端口为：9080、9443、2379）。下面是终止正在侦听特定端口（基于unix的系统）的进程的命令。

sudo fuser -k 9443/tcp







	如果 docker 容器持续重启或者重启失败，请登录容器并观察日志以诊断问题。

docker logs -f --tail container_id
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grpc-proxy

通过 APISIX 代理 gRPC 连接，并使用 APISIX 的大部分特性管理你的 gRPC 服务。


参数


	service_protocol:  这个 Route 的属性 service_protocol 必须设置为 grpc


	uri:   格式为 /service/method 如：/helloworld.Greeter/SayHello







示例


创建代理 gRPC 的 Route

在指定 Route 中，代理 gRPC 服务接口:


	注意： 这个 Route 的属性 service_protocol 必须设置为 grpc；


	注意： APISIX 使用 TLS 加密的 HTTP/2 暴露 gRPC 服务, 所以需要先 配置 SSL 证书；


	下面例子所代理的 gRPC 服务可供参考：grpc_server_example [https://github.com/iresty/grpc_server_example]。




curl http://127.0.0.1:9080/apisix/admin/routes/1 -H 'X-API-KEY: edd1c9f034335f136f87ad84b625c8f1' -X PUT -d '
{
    "methods": ["POST", "GET"],
    "uri": "/helloworld.Greeter/SayHello",
    "service_protocol": "grpc",
    "upstream": {
        "type": "roundrobin",
        "nodes": {
            "127.0.0.1:50051": 1
        }
    }
}'








测试

访问上面配置的 Route：

grpcurl -insecure -import-path /pathtoprotos  -proto helloworld.proto  \
    -d '{"name":"apisix"}' 127.0.0.1:9443 helloworld.Greeter.SayHello
{
  "message": "Hello apisix"
}





这表示已成功代理。
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Upstream的健康检查

APISIX的健康检查使用lua-resty-healthcheck [https://github.com/Kong/lua-resty-healthcheck]实现，你可以在upstream中使用它。

下面是一个检查检查的例子：

curl http://127.0.0.1:9080/apisix/admin/routes/1 -H 'X-API-KEY: edd1c9f034335f136f87ad84b625c8f1' -X PUT -d '
{
    "uri": "/index.html",
    "plugins": {
        "limit-count": {
            "count": 2,
            "time_window": 60,
            "rejected_code": 503,
            "key": "remote_addr"
        }
    },
    "upstream": {
         "nodes": {
            "127.0.0.1:1980": 1,
            "127.0.0.1:1970": 1
        },
        "type": "roundrobin",
        "retries": 2,
        "checks": {
            "active": {
                "timeout": 5,
                "http_path": "/status",
                "host": "foo.com",
                "healthy": {
                    "interval": 2,
                    "successes": 1
                },
                "unhealthy": {
                    "interval": 1,
                    "http_failures": 2
                },
                "req_headers": ["User-Agent: curl/7.29.0"]
            },
            "passive": {
                "healthy": {
                    "http_statuses": [200, 201],
                    "successes": 3
                },
                "unhealthy": {
                    "http_statuses": [500],
                    "http_failures": 3,
                    "tcp_failures": 3
                }
            }
        }
    }
}'





监控检查的配置内容在checks中，checks包含两个类型：active 和 passive，详情如下


	active: 要启动探活健康检查，需要在upstream配置中的 checks.active 添加如下配置项。


	active.timeout: 主动健康检查 socket 超时时间（秒为单位），支持小数点。比如 1.01 代表 1010 毫秒，2 代表 2000 毫秒。


	active.http_path: 用于发现upstream节点健康可用的HTTP GET请求路径。


	active.host: 用于发现upstream节点健康可用的HTTP请求主机名。


	active.port: 用于发现upstream节点健康可用的自定义主机端口（可选），配置此项会覆盖 upstream 节点中的端口。




healthy的阀值字段：


	active.healthy.interval: 健康的目标节点的健康检查间隔时间（以秒为单位），最小值为1。


	active.healthy.successes: 确定目标是否健康的成功次数，最小值为1。




unhealthy的阀值字段：


	active.unhealthy.interval: 针对不健康目标节点的健康检查之间的间隔（以秒为单位），最小值为1。


	active.unhealthy.http_failures: 确定目标节点不健康的http请求失败次数，最小值为1。


	active.req_headers: 其他请求标头。数组格式，可以填写多个标题。






	passive: 要启用被动健康检查，需要在upstream配置中的 checks.passive 添加如下配置项。

healthy的阀值字段：


	passive.healthy.http_statuses: 如果当前HTTP响应状态码是其中任何一个，则将upstream节点设置为 healthy 状态。否则，请忽略此请求。


	passive.healthy.successes: 如果upstream节点被检测成功（由 passive.healthy.http_statuses 定义）的次数超过 successes 次，则将该节点设置为 healthy 状态。




unhealthy的阀值字段：


	passive.unhealthy.http_statuses: 如果当前HTTP响应状态码是其中任何一个，则将upstream节点设置为 unhealthy 状态。否则，请忽略此请求。


	passive.unhealthy.tcp_failures: 如果TCP通讯失败次数超过 tcp_failures 次，则将upstream节点设置为 unhealthy 状态。


	passive.unhealthy.timeouts: 如果被动健康检查超时次数超过 timeouts 次，则将upstream节点设置为 unhealthy 状态。


	passive.unhealthy.http_failures: 如果被动健康检查的HTTP请求失败（由 passive.unhealthy.http_statuses 定义）的次数超过 http_failures次，则将upstream节点设置为 unhealthy 状态。
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构建 Apache APISIX


1. 安装依赖

Apache APISIX 的运行环境需要 Nginx 和 etcd，

所以在安装前，请根据不同的操作系统来安装依赖。




2. 安装 Apache APISIX

你可以通过源码包、Docker、Luarocks 等多种方式来安装 Apache APISIX。


通过源码包安装

你需要先下载 Apache Release 源码包：

wget http://www.apache.org/dist/apisix/1.5/apache-apisix-1.5-src.tar.gz
tar zxvf apache-apisix-1.5-src.tar.gz





安装运行时依赖的 Lua 库：

cd apache-apisix-1.5
make deps








通过 RPM 包安装（CentOS 7）

sudo yum install -y https://github.com/apache/apisix/releases/download/1.5/apisix-1.5-0.el7.noarch.rpm








通过 Luarocks 安装 （不支持 macOS）

在终端中执行下面命令完成 APISIX 的安装（只推荐开发者使用）：


通过脚本安装 master 分支的代码




sudo sh -c "$(curl -fsSL https://raw.githubusercontent.com/apache/apisix/master/utils/install-apisix.sh)"






通过 Luarocks 安装指定的版本:




# 安装 apisix 的 1.5 版本
sudo luarocks install --lua-dir=/path/openresty/luajit apisix 1.5

# 老版本 luarocks 可能不支持 `lua-dir` 参数，可以删除该选项
sudo luarocks install apisix 1.5










3. 管理（启动、关闭等）APISIX 服务

我们可以在 apisix 的目录下用 make run 命令来启动服务，或者用 make stop 方式关闭服务。

# init nginx config file and etcd
$ make init

# start APISIX server
$ make run

# stop APISIX server
$ make stop

# more actions find by `help`
$ make help
Makefile rules:

    help:             Show Makefile rules
    deps:             Installation dependencies
    utils:            Installation tools
    lint:             Lint Lua source code
    init:             Initialize the runtime environment
    run:              Start the apisix server
    stop:             Stop the apisix server
    verify:           Verify the configuration of apisix server
    clean:            Remove generated files
    reload:           Reload the apisix server
    install:          Install the apisix (only for luarocks)
    test:             Run the test case
    license-check:    Check Lua source code for Apache License








4. 运行测试案例


	先安装 perl 的包管理器 cpanminus


	然后通过 cpanm 来安装 test-gninx：sudo cpanm --notest Test::Nginx IPC::Run > build.log 2>&1 || (cat build.log && exit 1)


	然后 clone 最新的源码：git clone https://github.com/openresty/test-nginx.git


	通过 perl 的 prove 命令来加载 test-nginx 的库，并运行 /t 目录下的测试案例集：


	追加当前目录到perl模块目录： export PERL5LIB=.:$PERL5LIB


	直接运行：make test


	指定 nginx 二进制路径：TEST_NGINX_BINARY=/usr/local/bin/openresty prove -Itest-nginx/lib -r t









疑难排解测试

配置 Nginx 路径

如果遇到问题 Error unknown directive "lua_package_path" in /API_ASPIX/apisix/t/servroot/conf/nginx.conf
确保将openresty设置为默认的nginx并按如下所示导出路径。


	export PATH=/usr/local/openresty/nginx/sbin:$PATH


	Linux 默认安装路径：


	export PATH=/usr/local/openresty/nginx/sbin:$PATH






	OSx 通过homebrew默认安装路径：


	export PATH=/usr/local/opt/openresty/nginx/sbin:$PATH












运行单个测试用例


	使用以下命令运行指定的测试用例：


	prove -Itest-nginx/lib -r t/plugin/openid-connect.t













5. 更新 Admin API 的 token ，保护 Apache APISIX

修改 conf/config.yaml 中的 apisix.admin_key 并重启服务。例如下面例子：

apisix:
  # ... ...
  admin_key
    -
      name: "admin"
      key: abcdefghabcdefgh
      role: admin





当我们需要访问 Admin API 时，就可以使用上面记录的 key 作为 token 了。

$ curl http://127.0.0.1:9080/apisix/admin/routes?api_key=abcdefghabcdefgh -i
HTTP/1.1 200 OK
Date: Fri, 28 Feb 2020 07:48:04 GMT
Content-Type: text/plain
... ...
{"node":{...},"action":"get"}

$ curl http://127.0.0.1:9080/apisix/admin/routes?api_key=abcdefghabcdefgh-invalid -i
HTTP/1.1 401 Unauthorized
Date: Fri, 28 Feb 2020 08:17:58 GMT
Content-Type: text/html
... ...
{"node":{...},"action":"get"}
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HTTPS

APISIX 支持通过 TLS 扩展 SNI 实现加载特定的 SSL 证书以实现对 https 的支持。

SNI(Server Name Indication)是用来改善 SSL 和 TLS 的一项特性，它允许客户端在服务器端向其发送证书之前向服务器端发送请求的域名，服务器端根据客户端请求的域名选择合适的SSL证书发送给客户端。




单一域名指定

通常情况下一个 SSL 证书只包含一个静态域名，配置一个 ssl 参数对象，它包括 cert、key和sni三个属性，详细如下：


	cert: SSL 密钥对的公钥，pem 格式


	key: SSL 密钥对的私钥，pem 格式


	sni: SSL 证书所指定的域名，注意在设置这个参数之前，你需要确保这个证书对应的私钥是有效的。




curl http://127.0.0.1:9080/apisix/admin/ssl/1 -H 'X-API-KEY: edd1c9f034335f136f87ad84b625c8f1' -X PUT -d '
{
    "cert": "...",
    "key": "....",
    "sni": "test.com"
}'

# 测试一下

curl --resolve 'test.com:9443:127.0.0.1' https://test.com:9443/hello  -vvv
* Added test.com:9443:127.0.0.1 to DNS cache
* About to connect() to test.com port 9443 (#0)
*   Trying 127.0.0.1...
* Connected to test.com (127.0.0.1) port 9443 (#0)
* Initializing NSS with certpath: sql:/etc/pki/nssdb
* skipping SSL peer certificate verification
* SSL connection using TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384
* Server certificate:
* 	subject: CN=test.com,O=iresty,L=ZhuHai,ST=GuangDong,C=CN
* 	start date: Jun 24 22:18:05 2019 GMT
* 	expire date: May 31 22:18:05 2119 GMT
* 	common name: test.com
* 	issuer: CN=test.com,O=iresty,L=ZhuHai,ST=GuangDong,C=CN
> GET /hello HTTP/1.1
> User-Agent: curl/7.29.0
> Host: test.com:9443
> Accept: */*








泛域名

一个 SSL 证书的域名也可能包含泛域名，如*.test.com，它代表所有以test.com结尾的域名都可以使用该证书。
比如*.test.com，可以匹配 www.test.com、mail.test.com甚至a.b.test.com。

看下面这个例子，请注意 sni 这个属性:

curl http://127.0.0.1:9080/apisix/admin/ssl/1 -H 'X-API-KEY: edd1c9f034335f136f87ad84b625c8f1' -X PUT -d '
{
    "cert": "...",
    "key": "....",
    "sni": "*.test.com"
}'

# 测试一下

curl --resolve 'www.test.com:9443:127.0.0.1' https://www.test.com:9443/hello  -vvv
* Added test.com:9443:127.0.0.1 to DNS cache
* About to connect() to test.com port 9443 (#0)
*   Trying 127.0.0.1...
* Connected to test.com (127.0.0.1) port 9443 (#0)
* Initializing NSS with certpath: sql:/etc/pki/nssdb
* skipping SSL peer certificate verification
* SSL connection using TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384
* Server certificate:
* 	subject: CN=test.com,O=iresty,L=ZhuHai,ST=GuangDong,C=CN
* 	start date: Jun 24 22:18:05 2019 GMT
* 	expire date: May 31 22:18:05 2119 GMT
* 	common name: test.com
* 	issuer: CN=test.com,O=iresty,L=ZhuHai,ST=GuangDong,C=CN
> GET /hello HTTP/1.1
> User-Agent: curl/7.29.0
> Host: test.com:9443
> Accept: */*








多域名的情况

如果一个 SSL 证书包含多个独立域名，比如www.test.com和mail.test.com，通配符方式又会导致匹配不严谨。
所以针对不同域名，设置不同 SSL 证书对象即可。




单域名多证书的情况

如果你期望为一个域名配置多张证书，例如以此来同时支持使用 ECC 和 RSA
的密钥交换算法，那么你可以将额外的证书和私钥（第一张证书和其私钥依然使用 cert 和 key）配置在 certs 和 keys 中。


	certs：PEM 格式的 SSL 证书列表


	keys：PEM 格式的 SSL 证书私钥列表




APISIX 会将相同下标的证书和私钥配对使用，因此 certs 和 keys 列表的长度必须一致。
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安装依赖


	注意


	CentOS 7


	Fedora 31 & 32


	Ubuntu 16.04 & 18.04


	Debian 9 & 10


	Mac OSX







注意


	Apache APISIX 不再支持 v2 版本的 etcd。在 etcd 版本低于 3.4 时，默认 API 协议仍为 v2，因此需要添加 ETCDCTL_API=3 至环境变量以启动 v3 协议。




export ETCDCTL_API=3






	如果你要想使用 Tengine 替代 OpenResty，请参考 Install Tengine at Ubuntu。







CentOS 7

# 安装 epel, `luarocks` 需要它
wget http://dl.fedoraproject.org/pub/epel/epel-release-latest-7.noarch.rpm
sudo rpm -ivh epel-release-latest-7.noarch.rpm

# 添加 OpenResty 源
sudo yum install yum-utils
sudo yum-config-manager --add-repo https://openresty.org/package/centos/openresty.repo

# 安装 OpenResty, etcd 和 编译工具
sudo yum install -y etcd openresty curl git gcc luarocks lua-devel

# 开启 etcd server
sudo service etcd start








Fedora 31 & 32

# 添加 OpenResty 源
sudo yum install yum-utils
sudo yum-config-manager --add-repo https://openresty.org/package/fedora/openresty.repo

# 安装 OpenResty, etcd 和 编译工具
sudo yum install -y etcd openresty curl git gcc luarocks lua-devel

# 开启 etcd server
sudo etcd &








Ubuntu 16.04 & 18.04

# 添加 OpenResty 源
wget -qO - https://openresty.org/package/pubkey.gpg | sudo apt-key add -
sudo apt-get update
sudo apt-get -y install software-properties-common
sudo add-apt-repository -y "deb http://openresty.org/package/ubuntu $(lsb_release -sc) main"
sudo apt-get update

# 安装 OpenResty, etcd 和 编译工具
sudo apt-get install -y git etcd openresty curl luarocks

# 开启 etcd server
sudo service etcd start








Debian 9 & 10

# 可选
sed -i 's|^deb http://deb.debian.org/debian|deb http://mirrors.huaweicloud.com/debian|g' /etc/apt/sources.list
sed -i 's|^deb http://security.debian.org/debian-security|deb http://mirrors.huaweicloud.com/debian-security|g' /etc/apt/sources.list
apt update
apt install wget gnupg -y

# 添加 OpenResty 源
wget -qO - https://openresty.org/package/pubkey.gpg | sudo apt-key add -
sudo apt-get -y install software-properties-common
sudo add-apt-repository -y "deb http://openresty.org/package/debian $(lsb_release -sc) openresty"
sudo apt-get update

# 安装 etcd
wget https://github.com/etcd-io/etcd/releases/download/v3.3.13/etcd-v3.3.13-linux-amd64.tar.gz
tar -xvf etcd-v3.3.13-linux-amd64.tar.gz && \
    cd etcd-v3.3.13-linux-amd64 && \
    sudo cp -a etcd etcdctl /usr/bin/

# 安装 OpenResty, etcd 和 编译工具
sudo apt-get install -y git openresty curl luarocks make

# 开启 etcd server
nohup etcd &








Mac OSX

# 安装 OpenResty, etcd 和 编译工具
brew install openresty/brew/openresty etcd luarocks curl git

# 开启 etcd server
etcd &
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双向认证


为什么使用

双向认证可以更好的防止未经授权访问 APISIX ，客户端将向服务器提供其证书，服务器将检查证书是否由提供的 CA 签名并决定是否响应请求。




如何开启


	生成自签证书对，包括 ca、server、client 证书对。


	修改 conf/config.yaml 中的配置项:




  port_admin: 9180
  https_admin: true

  mtls:
    enable: true               # Enable or disable mTLS. Enable depends on `port_admin` and `https_admin`.
    ca_cert: "/data/certs/mtls_ca.crt"                 # Path of your self-signed CA cert.
    server_key: "/data/certs/mtls_server.key"          # Path of your self-signed server side cert.
    server_cert: "/data/certs/mtls_server.crt"         # Path of your self-signed server side key.






	执行命令:




apisix init
apisix reload








客户端如何调用

请将以下证书及域名替换为您的真实内容。


	注意：需要和服务器使用相同的 CA 证书 *




curl --cacert /data/certs/mtls_ca.crt --key /data/certs/mtls_client.key --cert /data/certs/mtls_client.crt  https://admin.apisix.dev:9180/apisix/admin/routes -H 'X-API-KEY: edd1c9f034335f136f87ad84b625c8f1'
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目录


	检查外部依赖


	插件命名与配置


	配置描述与校验


	确定执行阶段


	编写执行逻辑


	编写测试用例





检查外部依赖

如果你的插件，涉及到一些外部的依赖和三方库，请首先检查一下依赖项的内容。 如果插件需要用到共享内存，需要在 bin/apisix 文
件里面进行申明，例如：

    lua_shared_dict plugin-limit-req     10m;
    lua_shared_dict plugin-limit-count   10m;
    lua_shared_dict prometheus-metrics   10m;
    lua_shared_dict plugin-limit-conn    10m;
    lua_shared_dict upstream-healthcheck 10m;
    lua_shared_dict worker-events        10m;

    # for openid-connect plugin
    lua_shared_dict discovery             1m; # cache for discovery metadata documents
    lua_shared_dict jwks                  1m; # cache for JWKs
    lua_shared_dict introspection        10m; # cache for JWT verification results





插件本身提供了 init 方法。方便插件加载后做初始化动作。

注：如果部分插件的功能实现，需要在 Nginx 初始化启动，则可能需要在 apisix.lua 文件的初始化方法 http_init 中添加逻辑，并且
可能需要在 bin/apisix 文件中，对 Nginx 配置文件生成的部分，添加一些你需要的处理。但是这样容易对全局产生影响，根据现有的
插件机制，我们不建议这样做，除非你已经对代码完全掌握。




插件命名与配置

给插件取一个很棒的名字，确定插件的加载优先级，然后在 conf/config-default.yaml 文件中添加上你的插件名。例如 key-auth 这个插件，
需要在代码里指定插件名称（名称是插件的唯一标识，不可重名），在 apisix/plugins/key-auth.lua 文件中可以看到：

   local plugin_name = "key-auth"

   local _M = {
       version = 0.1,
       priority = 2500,
       type = 'auth',
       name = plugin_name,
       schema = schema,
   }





注：新插件的优先级（ priority 属性 ）不能与现有插件的优先级相同。另外，优先级( priority )值大的插件，会优先执行，比如 basic-auth 的优先级是 2520 ，ip-restriction 的优先级是 3000 ，所以在每个阶段，会先执行 ip-restriction 插件，再去执行 basic-auth 插件。

在 conf/config-default.yaml 配置文件中，列出了启用的插件（都是以插件名指定的）：

plugins:                          # plugin list
  - example-plugin
  - limit-req
  - limit-count
  - limit-conn
  - key-auth
  - prometheus
  - node-status
  - jwt-auth
  - zipkin
  - ip-restriction
  - grpc-transcode
  - serverless-pre-function
  - serverless-post-function
  - openid-connect
  - proxy-rewrite
  - redirect





注：先后顺序与执行顺序无关。

特别需要注意的是，如果你的插件有新建自己的代码目录，那么就需要修改 Makefile 文件，新增创建文件夹的操作，比如：

$(INSTALL) -d $(INST_LUADIR)/apisix/plugins/skywalking
$(INSTALL) apisix/plugins/skywalking/*.lua $(INST_LUADIR)/apisix/plugins/skywalking/








配置描述与校验

定义插件的配置项，以及对应的 Json Schema [https://json-schema.org] 描述，并完成对 json 的校验，这样方便对配置的数据规
格进行验证，以确保数据的完整性以及程序的健壮性。同样，我们以 key-auth 插件为例，看看他的配置数据：

 "key-auth" : {
       "key" : "auth-one"
  }





插件的配置数据比较简单，只支持一个命名为 key 的属性，那么我们看下他的 Schema 描述：

   local schema = {
       type = "object",
       properties = {
           key = {type = "string"},
       }
   }





同时，需要实现 check_schema(conf) 方法，完成配置参数的合法性校验。

   function _M.check_schema(conf)
       return core.schema.check(schema, conf)
   end





注：项目已经提供了 core.schema.check 公共方法，直接使用即可完成配置参数校验。

另外，如果插件需要使用一些元数据，可以定义插件的 metadata_schema ，然后就可以通过 admin api 动态的管理这些元数据了。如：

local metadata_schema = {
    type = "object",
    properties = {
        ikey = {type = "number", minimum = 0},
        skey = {type = "string"},
    },
    required = {"ikey", "skey"},
    additionalProperties = false,
}

local plugin_name = "example-plugin"

local _M = {
    version = 0.1,
    priority = 0,        -- TODO: add a type field, may be a good idea
    name = plugin_name,
    schema = schema,
    metadata_schema = metadata_schema,
}








确定执行阶段

根据业务功能，确定你的插件需要在哪个阶段执行。 key-auth 是一个认证插件，只要在请求进来之后业务响应之前完成认证即可。
该插件在 rewrite 、access 阶段执行都可以，项目中是用 rewrite 阶段执行认证逻辑，一般 IP 准入、接口权限是在 access 阶段
完成的。

注意：我们不能在 rewrite 和 access 阶段调用 ngx.exit 或者 core.respond.exit。如果确实需要退出，只需要 return 状态码和正文，插件引擎将使用返回的状态码和正文进行退出。




编写执行逻辑

在对应的阶段方法里编写功能的逻辑代码。




编写测试用例

针对功能，完善各种维度的测试用例，对插件做个全方位的测试吧！插件的测试用例，都在 t/plugin 目录下，可以前去了解。
项目测试框架采用的 test-nginx [https://github.com/openresty/test-nginx]  。
一个测试用例 .t 文件，通常用 _DATA_ 分割成 序言部分 和 数据部分。这里我们简单介绍下数据部分，
也就是真正测试用例的部分，仍然以 key-auth 插件为例：

=== TEST 1: sanity
--- config
    location /t {
        content_by_lua_block {
            local plugin = require("apisix.plugins.key-auth")
            local ok, err = plugin.check_schema({key = 'test-key'})
            if not ok then
                ngx.say(err)
            end

            ngx.say("done")
        }
    }
--- request
GET /t
--- response_body
done
--- no_error_log
[error]





一个测试用例主要有三部分内容：


	程序代码： Nginx  location 的配置内容


	输入： http 的 request 信息


	输出检查： status ，header ，body ，error_log 检查




这里请求 /t ，经过配置文件 location ，调用 content_by_lua_block 指令完成 lua 的脚本，最终返回。
用例的断言是 response_body 返回 “done”，no_error_log 表示会对 Nginx 的 error.log 检查，
必须没有 ERROR 级别的记录。


附上test-nginx 执行流程

根据我们在 Makefile 里配置的 PATH，和每一个 .t 文件最前面的一些配置项，框架会组装成一个完整的 nginx.conf 文件，
t/servroot 会被当成 Nginx 的工作目录，启动 Nginx 实例。根据测试用例提供的信息，发起 http 请求并检查 http 的返回项，
包括 http status，http response header， http response body 等。
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热加载

APISIX 的插件是热加载的，不管你是新增、删除还是修改插件，都不需要重启服务。

只需要通过 admin API 发送一个 HTTP 请求即可：

curl http://127.0.0.1:9080/apisix/admin/plugins/reload -H 'X-API-KEY: edd1c9f034335f136f87ad84b625c8f1' -X PUT
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基于环境变量进行配置文件切换

配置之所以从代码中提取出来，就是为了更好适应变化。通常我们的应用都有开发环境、生产环境等不同运行环境，这些环境下应用的一些配置肯定会有不同，比如：配置中心的地址等。

如果把所有环境的配置都放在同一个文件里，非常不好管理，我们接到新需求后，在开发环境进行开发时，需要将配置文件中的参数都改成开发环境的，提交代码时还要改回去，这样改来改去非常容易出错。

上述问题的解决办法就是通过环境变量来区分当前运行环境，并通过环境变量来切换不同配置文件。APISIX 中对应的环境变量就是：APISIX_PROFILE。

在没有设置APISIX_PROFILE 时，默认使用以下三个配置文件：


	conf/config.yaml


	conf/apisix.yaml


	conf/debug.yaml




如果设置了APISIX_PROFILE的值为prod，则使用以下三个配置文件：


	conf/config-prod.yaml


	conf/apisix-prod.yaml


	conf/debug-prod.yaml




通过这种方式虽然会增加配置文件的数量，但可以独立管理，再配置git等版本管理工具，还能更好实现版本管理。
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Stand-alone mode

开启 Stand-alone 模式的 APISIX 节点，将不再使用默认的 etcd 作为配置中心。

这种方式比较适合两类用户：


	kubernetes(k8s)：声明式 API 场景，通过全量 yaml 配置来动态更新修改路由规则。


	不同配置中心：配置中心的实现有很多，比如 Consule 等，使用全量 yaml 做中间转换桥梁。




APISIX 节点服务启动后会立刻加载 conf/apisix.yaml 文件中的路由规则到内存，并且每间隔一定时间
（默认 1 秒钟），都会尝试检测文件内容是否有更新，如果有更新则重新加载规则。

注意：重新加载规则并更新时，均是内存热更新，不会有工作进程的替换过程，是个热更新过程。

通过设置 conf/config.yaml 中的 apisix.config_center 选项为 yaml 表示启
用 Stand-alone 模式。

参考下面示例：

apisix:
  # ...
  config_center: yaml             # etcd: use etcd to store the config value
                                  # yaml: fetch the config value from local yaml file `/your_path/conf/apisix.yaml`
# ...





此外由于目前 Admin API 都是基于 etcd 配置中心解决方案，当开启 Stand-alone 模式后，
Admin API 实际将不起作用。




如何配置规则

所有的路由规则均存放在 conf/apisix.yaml 这一个文件中，APISIX 会以每秒（默认）频率检查文件是否有变化，如果有变化，则会检查文件末尾是否能找到 #END 结尾，找到后则重新加载文件更新到内存。

下面就是个最小的示例：

routes:
  -
    uri: /hello
    upstream:
        nodes:
            "127.0.0.1:1980": 1
        type: roundrobin
#END





注意：如果conf/apisix.yaml末尾不能找到 #END，那么 APISIX 将不会加载这个文件规则到内存。


配置 Router

单个 Router：

routes:
  -
    uri: /hello
    upstream:
        nodes:
            "127.0.0.1:1980": 1
        type: roundrobin
#END





多个 Router：

routes:
  -
    uri: /hello
    upstream:
        nodes:
            "127.0.0.1:1980": 1
        type: roundrobin
  -
    uri: /hello2
    upstream:
        nodes:
            "127.0.0.1:1981": 1
        type: roundrobin
#END








配置 Router + Service

routes:
    -
        uri: /hello
        service_id: 1
services:
    -
        id: 1
        upstream:
            nodes:
                "127.0.0.1:1980": 1
            type: roundrobin
#END








配置 Router + Upstream

routes:
    -
        uri: /hello
        upstream_id: 1
upstreams:
    -
        id: 1
        nodes:
            "127.0.0.1:1980": 1
        type: roundrobin
#END






配置 Router + Service + Upstream

routes:
    -
        uri: /hello
        service_id: 1
services:
    -
        id: 1
        upstream_id: 2
upstreams:
    -
        id: 2
        nodes:
            "127.0.0.1:1980": 1
        type: roundrobin
#END
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Stream 代理

众多的闻名的应用和服务，像 LDAP、 MYSQL 和 RTMP ，选择 TCP 作为通信协议。 但是像 DNS、 syslog 和 RADIUS 这类非事务性的应用，他们选择了
UDP协议。

APISIX 可以对 TCP/UDP 协议进行代理并实现动态负载均衡。 在 nginx 世界，称 TCP/UDP 代理为 stream 代理，在 APISIX 这里我们也遵循了这个声明.


如何开启 Stream 代理?

在 conf/config.yaml 配置文件设置 stream_proxy 选项， 指定一组需要进行动态代理的IP地址。默认情况不开启stream代理。

apisix:
  stream_proxy:                 # TCP/UDP proxy
    tcp:                        # TCP proxy address list
      - 9100
      - 127.0.0.1:9101
    udp:                        # UDP proxy address list
      - 9200
      - 127.0.0.1:9211








如何设置 route ?

简例如下:

curl http://127.0.0.1:9080/apisix/admin/stream_routes/1 -H 'X-API-KEY: edd1c9f034335f136f87ad84b625c8f1' -X PUT -d '
{
    "remote_addr": "127.0.0.1",
    "upstream": {
        "nodes": {
            "127.0.0.1:1995": 1
        },
        "type": "roundrobin"
    }
}'





例子中 APISIX 对客户端IP为 127.0.0.1 的请求代理转发到上游主机 127.0.0.1:1995。
更多用例，请参照 test case.




更多限制选项

我们可以添加更多的选项来匹配 route ，例如

curl http://127.0.0.1:9080/apisix/admin/stream_routes/1 -H 'X-API-KEY: edd1c9f034335f136f87ad84b625c8f1' -X PUT -d '
{
    "server_addr": "127.0.0.1",
    "server_port": 2000,
    "upstream": {
        "nodes": {
            "127.0.0.1:1995": 1
        },
        "type": "roundrobin"
    }
}'





例子中 APISIX 把上游地址 127.0.0.1:1995 代理成地址为 127.0.0.1, 端口为 2000
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名字

authz-keycloak 是和 Keycloak Identity Server 配合使用的鉴权插件。Keycloak 是一种兼容 OAuth/OIDC 和 UMA 协议的身份认证服务器。尽管本插件是和 Keycloak 服务器配合开发的，但也应该能够适配任意兼容 OAuth/OIDC 和 UMA 协议的身份认证服务器。

有关 Keycloak 的更多信息，可参考 Keycloak Authorization Docs [https://www.keycloak.org/docs/latest/authorization_services] 查看更多信息。




属性

| 名称                    | 类型          | 必选项 | 默认值      | 有效值                      | 描述                                                                                            |
| ———————– | ————- | —— | ———– | ————————— | ———————————————————————————————– |
| token_endpoint          | string        | 必须   |             | [1, 4096]                   | 接受 OAuth2 兼容 token 的接口，需要支持 urn:ietf:params:oauth:grant-type:uma-ticket 授权类型  |
| grant_type              | string        | 可选   | “urn:ietf:params:oauth:grant-type:uma-ticket” | [“urn:ietf:params:oauth:grant-type:uma-ticket”] |                                    |
| audience                | string        | 可选   |             |                             | 客户端应用访问相应的资源服务器时所需提供的身份信息。当 permissions 参数有值时这个参数是必填的。 |
| permissions             | array[string] | 可选   |             |                             | 描述客户端应用所需访问的资源和权限范围的字符串。格式必须为：RESOURCE_ID#SCOPE_ID              |
| timeout                 | integer       | 可选   | 3000        | [1000, …]                 | 与身份认证服务器的 http 连接的超时时间                                                          |
| ssl_verify              | boolean       | 可选   | true        |                             | 验证 SSL 证书与主机名是否匹配                                                                   |
| policy_enforcement_mode | string        | 可选   | “ENFORCING” | [“ENFORCING”, “PERMISSIVE”] |                                                                                                 |


策略执行模式

定义了在处理身份认证请求时如何应用策略

Enforcing


	（默认）如果资源没有绑定任何访问策略，请求默认会被拒绝。




Permissive


	如果资源没有绑定任何访问策略，请求会被允许。









如何启用

创建一个 route 对象，并在该 route 对象上启用 authz-keycloak 插件：

curl http://127.0.0.1:9080/apisix/admin/routes/5 -H 'X-API-KEY: edd1c9f034335f136f87ad84b625c8f1' -X PUT -d '
{
    "uri": "/get",
    "plugins": {
        "authz-keycloak": {
            "token_endpoint": "http://127.0.0.1:8090/auth/realms/{client_id}/protocol/openid-connect/token",
            "permissions": ["resource name#scope name"],
            "audience": "Client ID"
        }
    },
    "upstream": {
        "type": "roundrobin",
        "nodes": {
            "127.0.0.1:8080": 1
        }
    }
}








测试插件

curl http://127.0.0.1:9080/get -H 'Authorization: Bearer {JWT Token}'








禁用插件

在插件设置页面中删除相应的 json 配置即可禁用 authz-keycloak 插件。APISIX 的插件是热加载的，因此无需重启 APISIX 服务。

curl http://127.0.0.1:9080/apisix/admin/routes/5 -H 'X-API-KEY: edd1c9f034335f136f87ad84b625c8f1' -X PUT -d '
{
    "uri": "/get",
    "plugins": {
    },
    "upstream": {
        "type": "roundrobin",
        "nodes": {
            "127.0.0.1:8080": 1
        }
    }
}








示例

请查看 authz-keycloak.t 中的单元测试来了解如何将身份认证策略与您的 API 工作流集成。运行以下 docker 镜像并访问 http://localhost:8090 来查看单元测试中绑定的访问策略：

docker run -e KEYCLOAK_USER=admin -e KEYCLOAK_PASSWORD=123456 -p 8090:8080 sshniro/keycloak-apisix





下面这张截图显示了如何在 Keycloak 服务器上配置访问策略：

[image: ../../_images/authz-keycloak1.png]Keycloak policy design




后续开发


	目前 authz-plugin 仅支持通过定义资源名和访问权限范畴来应用 route 的访问策略。但是 Keycloak 官方适配的其他语言的客户端 (Java, JS) 还可以通过动态查询 Keycloak 路径以及懒加载身份资源的路径来支持路径匹配。未来版本的 authz-plugin 将会支持这项功能。


	支持从 Keycloak JSON 文件中读取权限范畴和其他配置项。
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名字

basic-auth 是一个认证插件，它需要与 consumer 一起配合才能工作。

添加 Basic Authentication 到一个 service 或 route。 然后 consumer 将其用户名和密码添加到请求头中以验证其请求。

有关 Basic Authentication 的更多信息，可参考 维基百科 [https://en.wikipedia.org/wiki/Basic_access_authentication] 查看更多信息。




属性

| 名称     | 类型   | 必选项 | 默认值 | 有效值 | 描述                                                                                                               |
| ——– | —— | —— | —— | —— | —————————————————————————————————————— |
| username | string | 必须   |        |        | 不同的 consumer 对象应有不同的值，它应当是唯一的。不同 consumer 使用了相同的 username ，将会出现请求匹配异常。 |
| password | string | 必须   |        |        | 用户的密码                                                                                                         |




如何启用


1. 创建一个 consumer 对象，并设置插件 basic-auth 的值。

curl http://127.0.0.1:9080/apisix/admin/consumers -H 'X-API-KEY: edd1c9f034335f136f87ad84b625c8f1' -X PUT -d '
{
    "username": "foo",
    "plugins": {
        "basic-auth": {
            "username": "foo",
            "password": "bar"
        }
    }
}'





你可以使用浏览器打开 dashboard：http://127.0.0.1:9080/apisix/dashboard/，通过 web 界面来完成上面的操作，先增加一个 consumer：
[image: ../../_images/basic-auth-11.png]auth-1

然后在 consumer 页面中添加 basic-auth 插件：
[image: ../../_images/basic-auth-21.png]auth-2




2. 创建 Route 或 Service 对象，并开启 basic-auth 插件。

curl http://127.0.0.1:9080/apisix/admin/routes/1 -H 'X-API-KEY: edd1c9f034335f136f87ad84b625c8f1' -X PUT -d '
{
    "methods": ["GET"],
    "uri": "/hello",
    "plugins": {
        "basic-auth": {}
    },
    "upstream": {
        "type": "roundrobin",
        "nodes": {
            "127.0.0.1:8080": 1
        }
    }
}'










Test Plugin


	缺少 Authorization header




$ curl -i http://127.0.0.1:9080/hello
HTTP/1.1 401 Unauthorized
...
{"message":"Missing authorization in request"}






	用户名不存在：




$ curl -i -ubar:bar http://127.0.0.1:9080/hello
HTTP/1.1 401 Unauthorized
...
{"message":"Invalid user key in authorization"}






	密码错误：




$ curl -i -ufoo:foo http://127.0.0.1:9080/hello
HTTP/1.1 401 Unauthorized
...
{"message":"Password is error"}
...






	成功请求：




$ curl -i -ufoo:bar http://127.0.0.1:9080/hello
HTTP/1.1 200 OK
...
hello, foo!
...








禁用插件

当你想去掉 basic-auth 插件的时候，很简单，在插件的配置中把对应的 json 配置删除即可，无须重启服务，即刻生效：

$ curl http://127.0.0.1:9080/apisix/admin/routes/1 -H 'X-API-KEY: edd1c9f034335f136f87ad84b625c8f1' -X PUT -d '
{
    "methods": ["GET"],
    "uri": "/hello",
    "plugins": {},
    "upstream": {
        "type": "roundrobin",
        "nodes": {
            "127.0.0.1:8080": 1
        }
    }
}'
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简介

batch-requests 插件可以一次接受多个请求并以 http pipeline [https://en.wikipedia.org/wiki/HTTP_pipelining] 的方式在网关发起多个http请求，合并结果后再返回客户端，这在客户端需要访问多个接口时可以显著地提升请求性能。


提示

外层的 Http 请求头会自动设置到每一个独立请求中，如果独立请求中出现相同键值的请求头，那么只有独立请求的请求头会生效。







属性

无




如何启用

本插件默认启用。




批量接口请求/响应

插件会为 apisix 创建一个 /apisix/batch-requests 的接口来处理你的批量请求。


接口请求参数:

| 参数名   | 类型                        | 可选项 | 默认值 | 有效值 | 描述                             |
| ——– | ————————— | —— | —— | —— | ——————————– |
| query    | object                      | 可选   |        |        | 给所有请求都携带的 QueryString |
| headers  | object                      | 可选   |        |        | 给所有请求都携带的 Header      |
| timeout  | number                      | 可选   | 30000  |        | 聚合请求的超时时间，单位为 ms  |
| pipeline | HttpRequest | 必须   |        |        | Http 请求的详细信息              |


HttpRequest

| 参数名     | 类型    | 可选 | 默认值 | 有效值                                                                           | 描述                                                                      |
| ———- | ——- | —- | —— | ——————————————————————————– | ————————————————————————- |
| version    | string  | 可选 | 1.1    | [1.0, 1.1]                                                                       | 请求用的 http 协议版本                                                  |
| method     | string  | 可选 | GET    | [“GET”, “POST”, “PUT”, “DELETE”, “PATCH”, “HEAD”, “OPTIONS”, “CONNECT”, “TRACE”] | 请求使用的 http 方法                                                    |
| query      | object  | 可选 |        |                                                                                  | 独立请求所携带的 QueryString, 如果 Key 和全局的有冲突，以此设置为主。 |
| headers    | object  | 可选 |        |                                                                                  | 独立请求所携带的 Header, 如果 Key 和全局的有冲突，以此设置为主。      |
| path       | string  | 必须 |        |                                                                                  | 请求路径                                                                  |
| body       | string  | 可选 |        |                                                                                  | 请求体                                                                    |
| ssl_verify | boolean | 可选 | false  |                                                                                  | 验证 SSL 证书与主机名是否匹配                                             |






接口响应参数：

返回值为一个 HttpResponse 的 数组。


HttpResponse

| 参数名  | 类型    | 描述                |
| ——- | ——- | ——————- |
| status  | integer | Http 请求的状态码   |
| reason  | string  | Http 请求的返回信息 |
| body    | string  | Http 请求的响应体   |
| headers | object  | Http 请求的响应头   |








测试插件

你可以将要访问的请求信息传到网关的批量请求接口( /apisix/batch-requests )，网关会以 http pipeline [https://en.wikipedia.org/wiki/HTTP_pipelining] 的方式自动帮你完成请求。

curl --location --request POST 'http://127.0.0.1:9080/apisix/batch-requests' \
--header 'Content-Type: application/json' \
--d '{
    "headers": {
        "Content-Type": "application/json",
        "admin-jwt":"xxxx"
    },
    "timeout": 500,
    "pipeline": [
        {
            "method": "POST",
            "path": "/community.GiftSrv/GetGifts",
            "body": "test"
        },
        {
            "method": "POST",
            "path": "/community.GiftSrv/GetGifts",
            "body": "test2"
        }
    ]
}'





返回如下：

[
    {
        "status": 200,
        "reason": "OK",
        "body": "{\"ret\":500,\"msg\":\"error\",\"game_info\":null,\"gift\":[],\"to_gets\":0,\"get_all_msg\":\"\"}",
        "headers": {
            "Connection": "keep-alive",
            "Date": "Sat, 11 Apr 2020 17:53:20 GMT",
            "Content-Type": "application/json",
            "Content-Length": "81",
            "Server": "APISIX web server"
        }
    },
    {
        "status": 200,
        "reason": "OK",
        "body": "{\"ret\":500,\"msg\":\"error\",\"game_info\":null,\"gift\":[],\"to_gets\":0,\"get_all_msg\":\"\"}",
        "headers": {
            "Connection": "keep-alive",
            "Date": "Sat, 11 Apr 2020 17:53:20 GMT",
            "Content-Type": "application/json",
            "Content-Length": "81",
            "Server": "APISIX web server"
        }
    }
]








禁用插件

正常情况不需要禁用本插件，如果有特殊情况，从 /conf/config.yaml 的 plugins 节点中移除即可。
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名字

consumer-restriction 可以通过以下方式限制对服务或路线的访问，将 consumer 列入白名单或黑名单。 支持单个或多个 consumer。




属性

| 参数名    | 类型          | 可选项 | 默认值 | 有效值 | 描述                 |
| ——— | ————- | —— | —— | —— | ——————– |
| whitelist | array[string] | 可选   |        |        | 加入白名单的consumer |
| blacklist | array[string] | 可选   |        |        | 加入黑名单的consumer |

只能单独启用白名单或黑名单，两个不能一起使用。




如何启用

下面是一个示例，在指定的 route 上开启了 consumer-restriction 插件，限制consumer访问:

curl http://127.0.0.1:9080/apisix/admin/consumers/1 -H 'X-API-KEY: edd1c9f034335f136f87ad84b625c8f1' -X PUT -i -d '
{
    "username": "jack1",
    "plugins": {
        "basic-auth": {
            "username":"jack2019",
            "password": "123456"
        }
    }
}'

curl http://127.0.0.1:9080/apisix/admin/consumers/2 -H 'X-API-KEY: edd1c9f034335f136f87ad84b625c8f1' -X PUT -i -d '
{
    "username": "jack2",
    "plugins": {
        "basic-auth": {
            "username":"jack2020",
            "password": "123456"
        }
    }
}'

curl http://127.0.0.1:9080/apisix/admin/routes/1 -H 'X-API-KEY: edd1c9f034335f136f87ad84b625c8f1' -X PUT -d '
{
    "uri": "/index.html",
    "upstream": {
        "type": "roundrobin",
        "nodes": {
            "127.0.0.1:1980": 1
        }
    },
    "plugins": {
        "basic-auth": {},
        "consumer-restriction": {
            "whitelist": [
                "jack1"
            ]
        }
    }
}'








测试插件

jack1 访问:

$ curl -u jack2019:123456 http://127.0.0.1:9080/index.html
HTTP/1.1 200 OK
...





jack2 访问:

$ curl -u jack2020:123456 http://127.0.0.1:9080/index.html -i
HTTP/1.1 403 Forbidden
...
{"message":"You are not allowed"}








禁用插件

当你想去掉 consumer-restriction 插件的时候，很简单，在插件的配置中把对应的 json 配置删除即可，无须重启服务，即刻生效：

$ curl http://127.0.0.1:9080/apisix/admin/routes/1 -H 'X-API-KEY: edd1c9f034335f136f87ad84b625c8f1' -X PUT -d '
{
    "uri": "/index.html",
    "upstream": {
        "type": "roundrobin",
        "nodes": {
            "127.0.0.1:1980": 1
        }
    },
    "plugins": {
        "basic-auth": {}
    }
}'





现在就已移除 consumer-restriction 插件，其它插件的开启和移除也类似。
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简介

cors 插件可以让你为服务端启用 CORS [https://developer.mozilla.org/en-US/docs/Web/HTTP/CORS] 的返回头。




属性

| 名称             | 类型    | 可选项 | 默认值 | 有效值 | 描述                                                         |
| —————- | ——- | —— | —— | —— | ———————————————————— |
| allow_origins    | string  | 可选   | “”    |        | 允许跨域访问的 Origin，格式如：scheme://host:port，比如: https://somehost.com:8081。多个值使用 , 分割，allow_credential 为 false 时可以使用 * 来表示所有 Origin 均允许通过。你也可以在启用了 allow_credential 后使用 ** 强制允许所有 Origin 都通过，但请注意这样存在安全隐患。 |
| allow_methods    | string  | 可选   | “”    |        | 允许跨域访问的 Method，比如: GET，POST等。多个值使用 , 分割，allow_credential 为 false 时可以使用 * 来表示所有 Origin 均允许通过。你也可以在启用了 allow_credential 后使用 ** 强制允许所有 Method 都通过，但请注意这样存在安全隐患。 |
| allow_headers    | string  | 可选   | “”    |        | 允许跨域访问时请求方携带哪些非 CORS规范 以外的 Header， 多个值使用 , 分割，allow_credential 为 false 时可以使用 * 来表示所 有 Header 均允许通过。你也可以在启用了 allow_credential 后使用 ** 强制允许所有 Method 都通过，但请注意这样存在安全隐患。 |
| expose_headers   | string  | 可选   | “”    |        | 允许跨域访问时响应方携带哪些非 CORS规范 以外的 Header， 多个值使用 , 分割。 |
| max_age          | integer | 可选   | 5      |        | 浏览器缓存 CORS 结果的最大时间，单位为秒，在这个时间范围内浏览器会复用上一次的检查结果，-1 表示不缓存。请注意各个浏览器允许的的最大时间不同，详情请参考 MDN [https://developer.mozilla.org/en-US/docs/Web/HTTP/Headers/Access-Control-Max-Age#Directives]。 |
| allow_credential | boolean | 可选   | false  |        | 是否允许跨域访问的请求方携带凭据（如 Cookie 等）。根据 CORS 规范，如果设置该选项为 true，那么将不能在其他选项中使用 *。 |


提示

请注意 allow_credential 是一个很敏感的选项，谨慎选择开启。开启之后，其他参数默认的 * 将失效，你必须显式指定它们的值。
使用 ** 时要充分理解它引入了一些安全隐患，比如 CSRF，所以确保这样的安全等级符合自己预期再使用。







如何启用

创建 Route 或 Service 对象，并配置 cors 插件。

curl http://127.0.0.1:9080/apisix/admin/routes/1 -H 'X-API-KEY: edd1c9f034335f136f87ad84b625c8f1' -X PUT -d '
{
    "uri": "/hello",
    "plugins": {
        "cors": {}
    },
    "upstream": {
        "type": "roundrobin",
        "nodes": {
            "127.0.0.1:8080": 1
        }
    }
}'








测试插件

请求下接口，发现接口已经返回了CORS相关的header，代表插件生效

curl http://127.0.0.1:9080/hello -v
...
< Server: APISIX web server
< Access-Control-Allow-Origin: *
< Access-Control-Allow-Methods: *
< Access-Control-Allow-Headers: *
< Access-Control-Expose-Headers: *
< Access-Control-Max-Age: 5
...








禁用插件

从配置中移除cors插件即可。

$ curl http://127.0.0.1:9080/apisix/admin/routes/1 -H 'X-API-KEY: edd1c9f034335f136f87ad84b625c8f1' -X PUT -d '
{
    "uri": "/hello",
    "plugins": {},
    "upstream": {
        "type": "roundrobin",
        "nodes": {
            "127.0.0.1:8080": 1
        }
    }
}'
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简介

echo 可以帮助用户尽可能全面地了解如何开发APISIX插件。

该插件展示了如何在常见的 phase 中实现相应的功能，常见的 phase 包括：init, rewrite, access, balancer, header filer, body filter 以及 log。




属性

| 名称        | 类型   | 必选项 | 默认值 | 有效值 | 描述                                                                                     |
| ———– | —— | —— | —— | —— | —————————————————————————————- |
| before_body | string | 可选   |        |        | 在 body 属性之前添加的内容，如果 body 属性没有指定将添加在 upstream response body 之前。 |
| body        | string | 可选   |        |        | 返回给客户端的响应内容，它将覆盖 upstream 返回的响应 body。                              |
| after_body  | string | 可选   |        |        | 在 body 属性之后添加的内容，如果 body 属性没有指定将在 upstream 响应 body 之后添加。     |
| headers     | object | 可选   |        |        | 返回值的 headers                                                                         |
| auth_value  | string | 可选   |        |        |                                                                                          |

参数 before_body，body 和 after_body 至少要存在一个




如何启用

为特定路由启用 echo 插件。

curl http://127.0.0.1:9080/apisix/admin/routes/1 -H 'X-API-KEY: edd1c9f034335f136f87ad84b625c8f1' -X PUT -d '
{
    "plugins": {
        "echo": {
            "before_body": "before the body modification "
        }
    },
    "upstream": {
        "nodes": {
            "127.0.0.1:1980": 1
        },
        "type": "roundrobin"
    },
    "uri": "/hello"
}'








测试插件


	成功:




$ curl -i http://127.0.0.1:9080/hello
HTTP/1.1 200 OK
...
before the body modification hello world








禁用插件

当您要禁用echo插件时，这很简单，您可以在插件配置中删除相应的 json 配置，无需重新启动服务，它将立即生效：

$ curl http://127.0.0.1:9080/apisix/admin/routes/1  -H 'X-API-KEY: edd1c9f034335f136f87ad84b625c8f1' -X PUT -d value='
{
    "methods": ["GET"],
    "uri": "/hello",
    "plugins": {},
    "upstream": {
        "type": "roundrobin",
        "nodes": {
            "127.0.0.1:1980": 1
        }
    }
}'
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fault-injection

故障注入插件，该插件可以和其他插件一起使用，并且会在其他插件前被执行，配置 abort 参数将直接返回给客户端指定的响应码并且终止其他插件的执行，配置 delay 参数将延迟某个请求，并且还会执行配置的其他插件。


参数

| 名称              | 类型    | 必选项 | 默认值 | 有效值     | 描述                       |
| —————– | ——- | —— | —— | ———- | ————————– |
| abort.http_status | integer | 可选   |        | [200, …] | 返回给客户端的 http 状态码 |
| abort.body        | string  | 可选   |        |            | 返回给客户端的响应数据     |
| delay.duration    | number  | 可选   |        |            | 延迟时间，可以指定小数     |

注：参数 abort 和 delay 至少要存在一个。




示例


启用插件

示例1：为特定路由启用 fault-injection 插件，并指定 abort 参数：

curl http://127.0.0.1:9080/apisix/admin/routes/1 -H 'X-API-KEY: edd1c9f034335f136f87ad84b625c8f1' -X PUT -d '
{
    "plugins": {
       "fault-injection": {
           "abort": {
              "http_status": 200,
              "body": "Fault Injection!"
           }
       }
    },
    "upstream": {
       "nodes": {
           "127.0.0.1:1980": 1
       },
       "type": "roundrobin"
    },
    "uri": "/hello"
}'





测试：

$ curl http://127.0.0.1:9080/hello -i
HTTP/1.1 200 OK
Date: Mon, 13 Jan 2020 13:50:04 GMT
Content-Type: text/plain
Transfer-Encoding: chunked
Connection: keep-alive
Server: APISIX web server

Fault Injection!






http status 返回200并且响应body为Fault Injection!，表示该插件已启用。




示例2：为特定路由启用 fault-injection 插件，并指定 delay 参数：

curl http://127.0.0.1:9080/apisix/admin/routes/1 -H 'X-API-KEY: edd1c9f034335f136f87ad84b625c8f1' -X PUT -d '
{
    "plugins": {
       "fault-injection": {
           "delay": {
              "duration": 3
           }
       }
    },
    "upstream": {
       "nodes": {
           "127.0.0.1:1980": 1
       },
       "type": "roundrobin"
    },
    "uri": "/hello"
}'





测试：

$ time curl http://127.0.0.1:9080/hello -i
HTTP/1.1 200 OK
Content-Type: application/octet-stream
Content-Length: 6
Connection: keep-alive
Server: APISIX web server
Date: Tue, 14 Jan 2020 14:30:54 GMT
Last-Modified: Sat, 11 Jan 2020 12:46:21 GMT

hello

real    0m3.034s
user    0m0.007s
sys     0m0.010s








禁用插件

移除插件配置中相应的 JSON 配置可立即禁用该插件，无需重启服务：

curl http://127.0.0.1:9080/apisix/admin/routes/1 -H 'X-API-KEY: edd1c9f034335f136f87ad84b625c8f1' -X PUT -d '
{
    "uri": "/hello",
    "plugins": {},
    "upstream": {
        "type": "roundrobin",
        "nodes": {
            "127.0.0.1:1980": 1
        }
    }
}'





这时该插件已被禁用。
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grpc-transcode

HTTP(s) -> APISIX -> gRPC server


Proto


参数


	content: .proto 文件的内容







添加proto

路径中最后的数字，会被用作 proto 的 id 做唯一标识，比如下面示例的 proto id 是 1 ：

curl http://127.0.0.1:9080/apisix/admin/proto/1 -H 'X-API-KEY: edd1c9f034335f136f87ad84b625c8f1' -X PUT -d '
{
    "content" : "syntax = \"proto3\";
    package helloworld;
    service Greeter {
        rpc SayHello (HelloRequest) returns (HelloReply) {}
    }
    message HelloRequest {
        string name = 1;
    }
    message HelloReply {
        string message = 1;
    }"
}'










参数列表

| 名称      | 类型                                                                       | 必选项 | 默认值 | 有效值 | 描述                       |
| ——— | ————————————————————————– | —— | —— | —— | ————————– |
| proto_id  | string/integer                                                             | 必须   |        |        | .proto 内容的 id         |
| service   | string                                                                     | 必须   |        |        | grpc 服务名                |
| method    | string                                                                     | 必须   |        |        | grpc 服务中要调用的方法名  |
| deadline  | number                                                                     | 可选   | 0      |        | grpc deadline, ms          |
| pb_option | array[string(pb_option_def)] | 可选   |        |        | proto 编码过程中的转换选项 |




示例


使用 grpc-transcode 插件

在指定 route 中，代理 grpc 服务接口:


	注意： 这个 route 的属性service_protocol 必须设置为 grpc


	代理 grpc 服务例子可参考：grpc_server_example [https://github.com/iresty/grpc_server_example]




curl http://127.0.0.1:9080/apisix/admin/routes/111 -H 'X-API-KEY: edd1c9f034335f136f87ad84b625c8f1' -X PUT -d '
{
    "methods": ["GET"],
    "uri": "/grpctest",
    "service_protocol": "grpc",
    "plugins": {
        "grpc-transcode": {
         "proto_id": "1",
         "service": "helloworld.Greeter",
         "method": "SayHello"
        }
    },
    "upstream": {
        "type": "roundrobin",
        "nodes": {
            "127.0.0.1:50051": 1
        }
    }
}'








测试

访问上面配置的 route：

$ curl -i http://127.0.0.1:9080/grpctest?name=world
HTTP/1.1 200 OK
Date: Fri, 16 Aug 2019 11:55:36 GMT
Content-Type: application/json
Transfer-Encoding: chunked
Connection: keep-alive
Server: APISIX web server
Proxy-Connection: keep-alive

{"message":"Hello world"}





这表示已成功代理。






使用 grpc-transcode 插件的 pb_option 选项

在指定 route 中，代理 grpc 服务接口:


选项清单


	枚举类型


	enum_as_name


	enum_as_value






	64位整型


	int64_as_number


	int64_as_string


	int64_as_hexstring






	使用默认值


	auto_default_values


	no_default_values


	use_default_values


	use_default_metatable






	Hooks开关


	enable_hooks


	disable_hooks








curl http://127.0.0.1:9080/apisix/admin/routes/23 -H 'X-API-KEY: edd1c9f034335f136f87ad84b625c8f1' -X PUT -d '
{
    "methods": ["GET"],
    "uri": "/zeebe/WorkflowInstanceCreate",
    "service_protocol": "grpc",
    "plugins": {
        "grpc-transcode": {
            "proto_id": "1",
            "service": "gateway_protocol.Gateway",
            "method": "CreateWorkflowInstance",
            "pb_option":["int64_as_string"]
        }
    },
    "upstream": {
        "type": "roundrobin",
        "nodes": {
            "127.0.0.1:26500": 1
        }
    }
}'








测试 pb_option 参数

访问上面配置的 route：

$ curl -i "http://127.0.0.1:9080/zeebe/WorkflowInstanceCreate?bpmnProcessId=order-process&version=1&variables=\{\"orderId\":\"7\",\"ordervalue\":99\}"
HTTP/1.1 200 OK
Date: Wed, 13 Nov 2019 03:38:27 GMT
Content-Type: application/json
Transfer-Encoding: chunked
Connection: keep-alive
grpc-encoding: identity
grpc-accept-encoding: gzip
Server: APISIX web server
Trailer: grpc-status
Trailer: grpc-message

{"workflowKey":"#2251799813685260","workflowInstanceKey":"#2251799813688013","bpmnProcessId":"order-process","version":1}





"workflowKey":"#2251799813685260" 表示已成功。
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名字

hmac-auth 是一个认证插件，它需要与 consumer 一起配合才能工作。

添加 HMAC Authentication 到一个 service 或 route。 然后 consumer 将其签名添加到请求头以验证其请求。




属性

| 名称           | 类型          | 必选项 | 默认值        | 有效值                                      | 描述                                                                                                                                                                                    |
| ————– | ————- | —— | ————- | ——————————————- | ————————————————————————————————————————————————————————————— |
| access_key     | string        | 必须   |               |                                             | 不同的 consumer 对象应有不同的值，它应当是唯一的。不同 consumer 使用了相同的 access_key ，将会出现请求匹配异常。                                                                    |
| secret_key     | string        | 必须   |               |                                             | 与 access_key 配对使用。                                                                                                                                                              |
| algorithm      | string        | 可选   | “hmac-sha256” | [“hmac-sha1”, “hmac-sha256”, “hmac-sha512”] | 加密算法。                                                                                                                                                                              |
| clock_skew     | integer       | 可选   | 300           |                                             | 签名允许的时间偏移，以秒为单位的计时。比如允许时间偏移 10 秒钟，那么就应设置为 10。特别地，0 表示不对 timestamp 进行检查。                                                        |
| signed_headers | array[string] | 可选   |               |                                             | 限制加入加密计算的 headers ，指定后客户端请求只能在此范围内指定 headers ，此项为空时将把所有客户端请求指定的 headers 加入加密计算。如： [“User-Agent”, “Accept-Language”, “x-custom-a”] |




如何启用


	创建一个 consumer 对象，并设置插件 hmac-auth 的值。




curl http://127.0.0.1:9080/apisix/admin/consumers -H 'X-API-KEY: edd1c9f034335f136f87ad84b625c8f1' -X PUT -d '
{
    "username": "jack",
    "plugins": {
        "hmac-auth": {
            "access_key": "user-key",
            "secret_key": "my-secret-key",
            "clock_skew": 10,
            "signed_headers": ["User-Agent", "Accept-Language", "x-custom-a"]
        }
    }
}'






	创建 Route 或 Service 对象，并开启 hmac-auth 插件。




curl http://127.0.0.1:9080/apisix/admin/routes/1 -H 'X-API-KEY: edd1c9f034335f136f87ad84b625c8f1' -X PUT -d '
{
    "uri": "/index.html",
    "plugins": {
        "hmac-auth": {}
    },
    "upstream": {
        "type": "roundrobin",
        "nodes": {
            "39.97.63.215:80": 1
        }
    }
}'








测试插件


签名生成公式

签名的计算公式为 signature = HMAC-SHAx-HEX(secret_key, signing_string)，从公式可以看出，想要获得签名需要得到 secret_key 和 signing_string 两个参数。其中 secret_key 为对应 consumer 所配置的， signing_string 的计算公式为 signing_string = HTTP Method + HTTP URI + canonical_query_string + access_key + timestamp + signed_headers_string


	HTTP Method：指 HTTP 协议中定义的 GET、PUT、POST 等请求方法，必须使用全大写的形式。


	HTTP URI：要求必须以“/”开头，不以“/”开头的需要补充上，空路径为“/”。


	canonical_query_string：是对于 URL 中的 query（ query 即 URL 中 ? 后面的 key1=valve1&key2=valve2 字符串）进行编码后的结果。


	signed_headers_string：是从请求头中获取客户端指定的字段，并按顺序拼接字符串的结果。





canonical_query_string 编码步骤如下：





	提取 URL 中的 query 项，即 URL 中 ? 后面的 key1=valve1&key2=valve2 字符串。


	将 query 根据&分隔符拆开成若干项，每一项是 key=value 或者只有 key 的形式。


	对拆开后的每一项进行编码处理，分以下两种情况:


	当该项只有 key 时，转换公式为 url_encode(key) + “=” 的形式。


	当该项是 key=value 的形式时，转换公式为 url_encode(key) + “=” + url_encode(value) 的形式。这里 value 可以是空字符串。


	将每一项转换后，以 key 按照字典顺序（ ASCII 码由小到大）排序，并使用 & 符号连接起来，生成相应的 canonical_query_string 。









signed_headers_string 生成步骤如下：





	从请求头中获取指定加入计算的 headers ，具体请参考下节 使用生成好的签名进行请求尝试 中的 SIGNED_HEADERS 放置的位置。


	从请求头中按顺序取出 SIGNED_HEADERS 指定的 headers ，并按顺序拼接起来，拼接完后就生成了 signed_headers_string 。







使用生成好的签名进行请求尝试

注： ACCESS_KEY, SIGNATURE, ALGORITHM, TIMESTAMP, SIGNED_HEADERS 分别代表对应的变量
注： SIGNED_HEADERS 为客户端指定的加入加密计算的 headers ，多个以英文分号分隔如：User-Agent;Accept-Language


	签名信息拼一起放到请求头 Authorization 字段中：




$ curl http://127.0.0.1:9080/index.html -H 'Authorization: hmac-auth-v1# + ACCESS_KEY + # + base64_encode(SIGNATURE) + # + ALGORITHM + # + TIMESTAMP + # + SIGNED_HEADERS' -i
HTTP/1.1 200 OK
Content-Type: text/html
Content-Length: 13175
...
Accept-Ranges: bytes

<!DOCTYPE html>
<html lang="cn">
...






	签名信息分开分别放到请求头：




$ curl http://127.0.0.1:9080/index.html -H 'X-HMAC-SIGNATURE: base64_encode(SIGNATURE)' -H 'X-HMAC-ALGORITHM: ALGORITHM' -H 'X-HMAC-TIMESTAMP: TIMESTAMP' -H 'X-HMAC-ACCESS-KEY: ACCESS_KEY' -H 'X-HMAC-SIGNED-HEADERS: SIGNED_HEADERS' -i
HTTP/1.1 200 OK
Content-Type: text/html
Content-Length: 13175
...
Accept-Ranges: bytes

<!DOCTYPE html>
<html lang="cn">










禁用插件

当你想去掉 hmac-auth 插件的时候，很简单，在插件的配置中把对应的 json 配置删除即可，无须重启服务，即刻生效：

$ curl http://127.0.0.1:9080/apisix/admin/routes/1 -H 'X-API-KEY: edd1c9f034335f136f87ad84b625c8f1' -X PUT -d '
{
    "uri": "/index.html",
    "plugins": {},
    "upstream": {
        "type": "roundrobin",
        "nodes": {
            "39.97.63.215:80": 1
        }
    }
}'
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定义

http-logger 是一个插件，可将Log数据请求推送到 HTTP / HTTPS 服务器。

这将提供将 Log 数据请求作为JSON对象发送到监视工具和其他 HTTP 服务器的功能。




属性列表

| 名称             | 类型    | 必选项 | 默认值        | 有效值  | 描述                                             |
| —————- | ——- | —— | ————- | ——- | ———————————————— |
| uri              | string  | 必须   |               |         | 服务器的 URI                                     |
| auth_header      | string  | 可选   | “”            |         | 授权头部                                         |
| timeout          | integer | 可选   | 3             | [1,…] | 发送请求后保持连接活动的时间                     |
| name             | string  | 可选   | “http logger” |         | 标识 logger 的唯一标识符                         |
| batch_max_size   | integer | 可选   | 1000          | [1,…] | 每批的最大大小                                   |
| inactive_timeout | integer | 可选   | 5             | [1,…] | 刷新缓冲区的最大时间（以秒为单位）               |
| buffer_duration  | integer | 可选   | 60            | [1,…] | 必须先处理批次中最旧条目的最长期限（以秒为单位） |
| max_retry_count  | integer | 可选   | 0             | [0,…] | 从处理管道中移除之前的最大重试次数               |
| retry_delay      | integer | 可选   | 1             | [0,…] | 如果执行失败，则应延迟执行流程的秒数             |
| include_req_body | boolean | 可选   |               |         | 是否包括请求 body                                |
| concat_method    | string  | 可选   | “json”        |         | 枚举类型，json、new_line。json: 对所有待发日志使用 json.encode 编码。new_line: 对每一条待发日志单独使用 json.encode 编码并使用 “\n” 连接起来。 |




如何开启


	这是有关如何为特定路由启用 http-logger 插件的示例。




curl http://127.0.0.1:9080/apisix/admin/routes/1 -H 'X-API-KEY: edd1c9f034335f136f87ad84b625c8f1' -X PUT -d '
{
      "plugins": {
            "http-logger": {
                "uri": "127.0.0.1:80/postendpoint?param=1"
            }
       },
      "upstream": {
           "type": "roundrobin",
           "nodes": {
               "127.0.0.1:1980": 1
           }
      },
      "uri": "/hello"
}'








测试插件


成功:




$ curl -i http://127.0.0.1:9080/hello
HTTP/1.1 200 OK
...
hello, world








禁用插件

在插件配置中删除相应的 json 配置以禁用 http-logger。APISIX 插件是热重载的，因此无需重新启动 APISIX：

$ curl http://127.0.0.1:2379/apisix/admin/routes/1  -H 'X-API-KEY: edd1c9f034335f136f87ad84b625c8f1' -X PUT -d value='
{
    "methods": ["GET"],
    "uri": "/hello",
    "plugins": {},
    "upstream": {
        "type": "roundrobin",
        "nodes": {
            "127.0.0.1:1980": 1
        }
    }
}'
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名字

ip-restriction 可以通过以下方式限制对服务或路线的访问，将 IP 地址列入白名单或黑名单。 单个 IP 地址，多个 IP地址 或 CIDR 范围，可以使用类似 10.10.10.0/24 的 CIDR 表示法(将很快支持 IPv6)。




属性

| 参数名    | 类型          | 可选项 | 默认值 | 有效值 | 描述                             |
| ——— | ————- | —— | —— | —— | ——————————– |
| whitelist | array[string] | 可选   |        |        | 加入白名单的 IP 地址或 CIDR 范围 |
| blacklist | array[string] | 可选   |        |        | 加入黑名单的 IP 地址或 CIDR 范围 |

只能单独启用白名单或黑名单，两个不能一起使用。




如何启用

下面是一个示例，在指定的 route 上开启了 ip-restriction 插件:

curl http://127.0.0.1:9080/apisix/admin/routes/1 -H 'X-API-KEY: edd1c9f034335f136f87ad84b625c8f1' -X PUT -d '
{
    "uri": "/index.html",
    "upstream": {
        "type": "roundrobin",
        "nodes": {
            "127.0.0.1:1980": 1
        }
    },
    "plugins": {
        "ip-restriction": {
            "whitelist": [
                "127.0.0.1",
                "113.74.26.106/24"
            ]
        }
    }
}'








测试插件

访问 127.0.0.1:

$ curl http://127.0.0.1:9080/index.html
HTTP/1.1 200 OK
...





访问 127.0.0.2:

$ curl http://127.0.0.2:9080/index.html -i
HTTP/1.1 403 Forbidden
...
{"message":"Your IP address is not allowed"}








禁用插件

当你想去掉 ip-restriction 插件的时候，很简单，在插件的配置中把对应的 json 配置删除即可，无须重启服务，即刻生效：

$ curl http://127.0.0.1:2379/v2/keys/apisix/routes/1  -H 'X-API-KEY: edd1c9f034335f136f87ad84b625c8f1' -X PUT -d value='
{
    "uri": "/index.html",
    "plugins": {},
    "upstream": {
        "type": "roundrobin",
        "nodes": {
            "39.97.63.215:80": 1
        }
    }
}'





现在就已移除 ip-restriction 插件，其它插件的开启和移除也类似。
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名字

jwt-auth 是一个认证插件，它需要与 consumer 一起配合才能工作。

添加 JWT Authentication 到一个 service 或 route。 然后 consumer 将其密钥添加到查询字符串参数、请求头或 cookie 中以验证其请求。

有关 JWT 的更多信息，可参考 JWT [https://jwt.io/] 查看更多信息。




属性

| 名称          | 类型    | 必选项 | 默认值  | 有效值                                        | 描述                                                                                                          |
| ————- | ——- | —— | ——- | ——————————————— | ————————————————————————————————————- |
| key           | string  | 必须   |         |                                               | 不同的 consumer 对象应有不同的值，它应当是唯一的。不同 consumer 使用了相同的 key ，将会出现请求匹配异常。 |
| secret        | string  | 可选   |         |                                               | 加密秘钥。如果您未指定，后台将会自动帮您生成。                                                                |
| algorithm     | string  | 可选   | “HS256” | [“HS256”, “HS384”, “HS512”, “RS256”, “ES256”] | 加密算法                                                                                                      |
| exp           | integer | 可选   | 86400   | [1,…]                                       | token 的超时时间                                                                                              |
| base64_secret | boolean | 可选   | false   |                                               | 密钥是否为 base64 编码                                                                                        |




如何启用


	创建一个 consumer 对象，并设置插件 jwt-auth 的值。




curl http://127.0.0.1:9080/apisix/admin/consumers -H 'X-API-KEY: edd1c9f034335f136f87ad84b625c8f1' -X PUT -d '
{
    "username": "jack",
    "plugins": {
        "jwt-auth": {
            "key": "user-key",
            "secret": "my-secret-key"
        }
    }
}'





你可以使用浏览器打开 dashboard：http://127.0.0.1:9080/apisix/dashboard/，通过 web 界面来完成上面的操作，先增加一个 consumer：
[image: ../../_images/jwt-auth-11.png]

然后在 consumer 页面中添加 jwt-auth 插件：
[image: ../../_images/jwt-auth-21.png]


	创建 Route 或 Service 对象，并开启 jwt-auth 插件。




curl http://127.0.0.1:9080/apisix/admin/routes/1 -H 'X-API-KEY: edd1c9f034335f136f87ad84b625c8f1' -X PUT -d '
{
    "methods": ["GET"],
    "uri": "/index.html",
    "plugins": {
        "jwt-auth": {}
    },
    "upstream": {
        "type": "roundrobin",
        "nodes": {
            "39.97.63.215:80": 1
        }
    }
}'








Test Plugin


首先进行登录获取 jwt-auth token:

$ curl http://127.0.0.1:9080/apisix/plugin/jwt/sign?key=user-key -i
HTTP/1.1 200 OK
Date: Wed, 24 Jul 2019 10:33:31 GMT
Content-Type: text/plain
Transfer-Encoding: chunked
Connection: keep-alive
Server: APISIX web server

eyJhbGciOiJIUzI1NiIsInR5cCI6IkpXVCJ9.eyJrZXkiOiJ1c2VyLWtleSIsImV4cCI6MTU2NDA1MDgxMX0.Us8zh_4VjJXF-TmR5f8cif8mBU7SuefPlpxhH0jbPVI








使用获取到的 token 进行请求尝试


	缺少 token




$ curl http://127.0.0.1:9080/index.html -i
HTTP/1.1 401 Unauthorized
...
{"message":"Missing JWT token in request"}






	token 放到请求头中：




$ curl http://127.0.0.1:9080/index.html -H 'Authorization: eyJhbGciOiJIUzI1NiIsInR5cCI6IkpXVCJ9.eyJrZXkiOiJ1c2VyLWtleSIsImV4cCI6MTU2NDA1MDgxMX0.Us8zh_4VjJXF-TmR5f8cif8mBU7SuefPlpxhH0jbPVI' -i
HTTP/1.1 200 OK
Content-Type: text/html
Content-Length: 13175
...
Accept-Ranges: bytes

<!DOCTYPE html>
<html lang="cn">
...






	token 放到请求参数中：




$ curl http://127.0.0.1:9080/index.html?jwt=eyJhbGciOiJIUzI1NiIsInR5cCI6IkpXVCJ9.eyJrZXkiOiJ1c2VyLWtleSIsImV4cCI6MTU2NDA1MDgxMX0.Us8zh_4VjJXF-TmR5f8cif8mBU7SuefPlpxhH0jbPVI -i
HTTP/1.1 200 OK
Content-Type: text/html
Content-Length: 13175
...
Accept-Ranges: bytes

<!DOCTYPE html>
<html lang="cn">
...






	token 放到 cookie 中：




$ curl http://127.0.0.1:9080/index.html --cookie jwt=eyJhbGciOiJIUzI1NiIsInR5cCI6IkpXVCJ9.eyJrZXkiOiJ1c2VyLWtleSIsImV4cCI6MTU2NDA1MDgxMX0.Us8zh_4VjJXF-TmR5f8cif8mBU7SuefPlpxhH0jbPVI -i
HTTP/1.1 200 OK
Content-Type: text/html
Content-Length: 13175
...
Accept-Ranges: bytes

<!DOCTYPE html>
<html lang="cn">
...










禁用插件

当你想去掉 jwt-auth 插件的时候，很简单，在插件的配置中把对应的 json 配置删除即可，无须重启服务，即刻生效：

$ curl http://127.0.0.1:2379/v2/keys/apisix/routes/1 -X PUT -d value='
{
    "methods": ["GET"],
    "uri": "/index.html",
    "id": 1,
    "plugins": {},
    "upstream": {
        "type": "roundrobin",
        "nodes": {
            "39.97.63.215:80": 1
        }
    }
}'
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简介

kafka-logger 是一个插件，可用作ngx_lua nginx 模块的 Kafka 客户端驱动程序。

它可以将接口请求日志以 JSON 的形式推送给外部 Kafka 集群。如果在短时间内没有收到日志数据，请放心，它会在我们的批处理处理器中的计时器功能到期后自动发送日志。

有关 Apache APISIX 中 Batch-Processor 的更多信息，请参考。
Batch-Processor




属性

| 名称             | 类型    | 必选项 | 默认值         | 有效值  | 描述                                             |
| —————- | ——- | —— | ————– | ——- | ———————————————— |
| broker_list      | object  | 必须   |                |         | 要推送的 kafka 的 broker 列表。                  |
| kafka_topic      | string  | 必须   |                |         | 要推送的 topic。                                 |
| key              | string  | 必须   |                |         | 发送数据的超时时间。                             |
| timeout          | integer | 可选   | 3              | [1,…] | 用于加密消息的密钥。                             |
| name             | string  | 可选   | “kafka logger” |         | batch processor 的唯一标识。                     |
| batch_max_size   | integer | 可选   | 1000           | [1,…] | 每批的最大大小                                   |
| inactive_timeout | integer | 可选   | 5              | [1,…] | 刷新缓冲区的最大时间（以秒为单位）               |
| buffer_duration  | integer | 可选   | 60             | [1,…] | 必须先处理批次中最旧条目的最长期限（以秒为单位） |
| max_retry_count  | integer | 可选   | 0              | [0,…] | 从处理管道中移除之前的最大重试次数               |
| retry_delay      | integer | 可选   | 1              | [0,…] | 如果执行失败，则应延迟执行流程的秒数             |
| include_req_body | boolean | 可选   |                |         | 是否包括请求 body                                |




工作原理

消息将首先写入缓冲区。
当缓冲区超过batch_max_size时，它将发送到kafka服务器，
或每个buffer_duration刷新缓冲区。

如果成功，则返回“ true”。
如果出现错误，则返回“ nil”，并带有描述错误的字符串（buffer overflow）。


Broker 列表

插件支持一次推送到多个 Broker，如下配置：

{
    "127.0.0.1":9092,
    "127.0.0.1":9093
}










如何启用


	为特定路由启用 kafka-logger 插件。




curl http://127.0.0.1:9080/apisix/admin/routes/5 -H 'X-API-KEY: edd1c9f034335f136f87ad84b625c8f1' -X PUT -d '
{
    "plugins": {
       "kafka-logger": {
           "broker_list" :
             {
               "127.0.0.1":9092
             },
           "kafka_topic" : "test2",
           "key" : "key1"
       }
    },
    "upstream": {
       "nodes": {
           "127.0.0.1:1980": 1
       },
       "type": "roundrobin"
    },
    "uri": "/hello"
}'








测试插件


	成功:




$ curl -i http://127.0.0.1:9080/hello
HTTP/1.1 200 OK
...
hello, world








禁用插件

当您要禁用kafka-logger插件时，这很简单，您可以在插件配置中删除相应的json配置，无需重新启动服务，它将立即生效：

$ curl http://127.0.0.1:2379/apisix/admin/routes/1  -H 'X-API-KEY: edd1c9f034335f136f87ad84b625c8f1' -X PUT -d value='
{
    "methods": ["GET"],
    "uri": "/hello",
    "plugins": {},
    "upstream": {
        "type": "roundrobin",
        "nodes": {
            "127.0.0.1:1980": 1
        }
    }
}'
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名字

key-auth 是一个认证插件，它需要与 consumer 一起配合才能工作。

添加 Key Authentication 到一个 service 或 route。 然后，consumer 将其密钥添加到查询字符串参数或标头中以验证其请求。




属性

| 名称 | 类型   | 必选项 | 默认值 | 有效值 | 描述                                                                                                          |
| —- | —— | —— | —— | —— | ————————————————————————————————————- |
| key  | string | 可选   |        |        | 不同的 consumer 对象应有不同的值，它应当是唯一的。不同 consumer 使用了相同的 key ，将会出现请求匹配异常。 |




如何启用


	创建一个 consumer 对象，并设置插件 key-auth 的值。




curl http://127.0.0.1:9080/apisix/admin/consumers -H 'X-API-KEY: edd1c9f034335f136f87ad84b625c8f1' -X PUT -d '
{
    "username": "jack",
    "plugins": {
        "key-auth": {
            "key": "auth-one"
        }
    }
}'





你可以使用浏览器打开 dashboard：http://127.0.0.1:9080/apisix/dashboard/，通过 web 界面来完成上面的操作，先增加一个 consumer：
[image: ../../_images/key-auth-11.png]

然后在 consumer 页面中添加 key-auth 插件：
[image: ../../_images/key-auth-21.png]


	创建 route 或 service 对象，并开启 key-auth 插件。




curl http://127.0.0.1:9080/apisix/admin/routes/1 -H 'X-API-KEY: edd1c9f034335f136f87ad84b625c8f1' -X PUT -d '
{
    "methods": ["GET"],
    "uri": "/index.html",
    "id": 1,
    "plugins": {
        "key-auth": {}
    },
    "upstream": {
        "type": "roundrobin",
        "nodes": {
            "39.97.63.215:80": 1
        }
    }
}'








测试插件

下面是一个正常通过 key-auth 验证的请求:

$ curl http://127.0.0.2:9080/index.html -H 'apikey: auth-one' -i
HTTP/1.1 200 OK
...





如果当前请求没有正确设置 apikey ，将得到一个 401 的应答。

$ curl http://127.0.0.2:9080/index.html -i
HTTP/1.1 401 Unauthorized
...
{"message":"Missing API key found in request"}

$ curl http://127.0.0.2:9080/index.html -H 'apikey: abcabcabc' -i
HTTP/1.1 401 Unauthorized
...
{"message":"Invalid API key in request"}








禁用插件

当你想去掉 key-auth 插件的时候，很简单，在插件的配置中把对应的 json 配置删除即可，无须重启服务，即刻生效：

$ curl http://127.0.0.1:2379/v2/keys/apisix/routes/1 -X PUT -d value='
{
    "methods": ["GET"],
    "uri": "/index.html",
    "id": 1,
    "plugins": {
    },
    "upstream": {
        "type": "roundrobin",
        "nodes": {
            "39.97.63.215:80": 1
        }
    }
}'





现在就已经移除了该插件配置，其他插件的开启和移除也是同样的方法。
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limit-conn

限制并发请求（或并发连接）插件。


属性

| 名称               | 类型    | 必选项   | 默认值 | 有效值                                                                   | 描述                                                                                                                                                                                                                                                                                                                                                                                  |
| —————— | ——- | ——– | —— | ———————————————————————— | ————————————————————————————————————————————————————————————————————————————————————————————————————————————————————————————- |
| conn               | integer | required |        | [0,…]                                                                  | 允许的最大并发请求数。超过 conn 的限制、但是低于 conn + burst 的请求，将被延迟处理。                                                                                                                                                                                                                                                                                            |
| burst              | integer | required |        | [0,…]                                                                  | 允许被延迟处理的并发请求数。                                                                                                                                                                                                                                                                                                                                                          |
| default_conn_delay | number  | required |        | [0,…]                                                                  | 默认的典型连接(或请求)的处理延迟时间。                                                                                                                                                                                                                                                                                                                                                |
| key                | object  | required |        | [“remote_addr”, “server_addr”, “http_x_real_ip”, “http_x_forwarded_for”] | 用户指定的限制并发级别的关键字，可以是客户端IP或服务端IP。例如，可以使用主机名(或服务器区域)作为关键字，以便限制每个主机名的并发性。 否则，我们也可以使用客户端地址作为关键字，这样我们就可以避免单个客户端用太多的并行连接或请求淹没我们的服务。 当前接受的 key 有：”remote_addr”(客户端IP地址), “server_addr”(服务端 IP 地址), 请求头中的”X-Forwarded-For” 或 “X-Real-IP”。 |
| rejected_code      | string  | optional | 503    | [200,…]                                                                | 当请求超过 conn + burst 这个阈值时，返回的 HTTP状态码                                                                                                                                                                                                                                                                                                                             |
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limit-count

和 GitHub API 的限速 [https://developer.github.com/v3/#rate-limiting]类似，
在指定的时间范围内，限制总的请求个数。并且在 HTTP 响应头中返回剩余可以请求的个数。


参数

| 名称           | 类型    | 必选项       | 默认值  | 有效值                                                                   | 描述                                                                                                                                                                                        |
| ————– | ——- | ———— | ——- | ———————————————————————— | ——————————————————————————————————————————————————————————————- |
| count          | integer | 必须         |         | [0,…]                                                                  | 指定时间窗口内的请求数量阈值                                                                                                                                                                |
| time_window    | integer | 必须         |         | [0,…]                                                                  | 时间窗口的大小（以秒为单位），超过这个时间就会重置                                                                                                                                          |
| key            | string  | 必须         |         | [“remote_addr”, “server_addr”, “http_x_real_ip”, “http_x_forwarded_for”] | 用来做请求计数的依据                                                                                                                                                                        |
| rejected_code  | integer | 可选         | 503     | [200,600]                                                                | 当请求超过阈值被拒绝时，返回的 HTTP 状态码                                                                                                                                                  |
| policy         | string  | 可选         | “local” | [“local”, “redis”]                                                       | 用于检索和增加限制的速率限制策略。可选的值有：local(计数器被以内存方式保存在节点本地，默认选项) 和 redis(计数器保存在 Redis 服务节点上，从而可以跨节点共享结果，通常用它来完成全局限速) |
| redis_host     | string  | redis 必须 |         |                                                                          | 当使用 redis 限速策略时，该属性是 Redis 服务节点的地址。                                                                                                                                  |
| redis_port     | integer | 可选         | 6379    | [1,…]                                                                  | 当使用 redis 限速策略时，该属性是 Redis 服务节点的端口                                                                                                                                    |
| redis_password | string  | 可选         |         |                                                                          | 当使用 redis 限速策略时，该属性是 Redis 服务节点的密码。                                                                                                                                  |
| redis_timeout  | integer | 可选         | 1000    | [1,…]                                                                  | 当使用 redis 限速策略时，该属性是 Redis 服务节点以毫秒为单位的超时时间                                                                                                                    |

key 是可以被用户自定义的，只需要修改插件的一行代码即可完成。并没有在插件中放开是处于安全的考虑。


示例


开启插件

下面是一个示例，在指定的 route 上开启了 limit count 插件:

curl -i http://127.0.0.1:9080/apisix/admin/routes/1 -H 'X-API-KEY: edd1c9f034335f136f87ad84b625c8f1' -X PUT -d '
{
    "uri": "/index.html",
    "plugins": {
        "limit-count": {
            "count": 2,
            "time_window": 60,
            "rejected_code": 503,
            "key": "remote_addr"
        }
    },
    "upstream": {
        "type": "roundrobin",
        "nodes": {
            "39.97.63.215:80": 1
        }
    }
}'





你可以使用浏览器打开 dashboard：http://127.0.0.1:9080/apisix/dashboard/，通过 web 界面来完成上面的操作，先增加一个 route：
[image: ../../_images/limit-count-11.png]添加路由

然后在 route 页面中添加 limit-count 插件：
[image: ../../_images/limit-count-21.png]添加插件

如果你需要一个集群级别的流量控制，我们可以借助 redis server 来完成。不同的 APISIX 节点之间将共享流量限速结果，实现集群流量限速。

请看下面例子：

curl -i http://127.0.0.1:9080/apisix/admin/routes/1 -H 'X-API-KEY: edd1c9f034335f136f87ad84b625c8f1' -X PUT -d '
{
    "uri": "/index.html",
    "plugins": {
        "limit-count": {
            "count": 2,
            "time_window": 60,
            "rejected_code": 503,
            "key": "remote_addr",
            "policy": "redis",
            "redis_host": "127.0.0.1",
            "redis_port": 6379,
            "redis_password": "password",
            "redis_timeout": 1001
        }
    },
    "upstream": {
        "type": "roundrobin",
        "nodes": {
            "39.97.63.215:80": 1
        }
    }
}'








测试插件

上述配置限制了 60 秒内只能访问 2 次，前两次访问都会正常访问：

curl -i http://127.0.0.1:9080/index.html





响应头里面包含了 X-RateLimit-Limit 和 X-RateLimit-Remaining，他们的含义分别是限制的总请求数和剩余还可以发送的请求数：

HTTP/1.1 200 OK
Content-Type: text/html
Content-Length: 13175
Connection: keep-alive
X-RateLimit-Limit: 2
X-RateLimit-Remaining: 0
Server: APISIX web server





当你第三次访问的时候，就会收到包含 503 返回码的响应头：

HTTP/1.1 503 Service Temporarily Unavailable
Content-Type: text/html
Content-Length: 194
Connection: keep-alive
Server: APISIX web server

<html>
<head><title>503 Service Temporarily Unavailable</title></head>
<body>
<center><h1>503 Service Temporarily Unavailable</h1></center>
<hr><center>openresty</center>
</body>
</html>





这就表示 limit count 插件生效了。




移除插件

当你想去掉 limit count 插件的时候，很简单，在插件的配置中把对应的 json 配置删除即可，无须重启服务，即刻生效：

curl http://127.0.0.1:9080/apisix/admin/routes/1 -H 'X-API-KEY: edd1c9f034335f136f87ad84b625c8f1' -X PUT -d '
{
    "methods": ["GET"],
    "uri": "/index.html",
    "upstream": {
        "type": "roundrobin",
        "nodes": {
            "39.97.63.215:80": 1
        }
    }
}'





现在就已经移除了 limit count 插件了。其他插件的开启和移除也是同样的方法。
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limit-req

限制请求速度的插件，使用的是漏桶算法。


参数

| 名称          | 类型    | 必选项 | 默认值 | 有效值                                                                   | 描述                                                                                                                                              |
| ————- | ——- | —— | —— | ———————————————————————— | ————————————————————————————————————————————————- |
| rate          | integer | 必须   |        | [0,…]                                                                  | 指定的请求速率（以秒为单位），请求速率超过 rate 但没有超过 （rate + brust）的请求会被加上延时。                                             |
| burst         | integer | 必须   |        | [0,…]                                                                  | t请求速率超过 （rate + brust）的请求会被直接拒绝。                                                                                            |
| key           | string  | 必须   |        | [“remote_addr”, “server_addr”, “http_x_real_ip”, “http_x_forwarded_for”] | 用来做请求计数的依据，当前接受的 key 有：”remote_addr”(客户端IP地址), “server_addr”(服务端 IP 地址), 请求头中的”X-Forwarded-For” 或 “X-Real-IP”。 |
| rejected_code | string  | 可选   | 503    | [200,…]                                                                | 当请求超过阈值被拒绝时，返回的 HTTP 状态码                                                                                                        |

key 是可以被用户自定义的，只需要修改插件的一行代码即可完成。并没有在插件中放开是处于安全的考虑。




示例


开启插件

下面是一个示例，在指定的 route 上开启了 limit req 插件:

curl http://127.0.0.1:9080/apisix/admin/routes/1 -H 'X-API-KEY: edd1c9f034335f136f87ad84b625c8f1' -X PUT -d '
{
    "methods": ["GET"],
    "uri": "/index.html",
    "plugins": {
        "limit-req": {
            "rate": 1,
            "burst": 2,
            "rejected_code": 503,
            "key": "remote_addr"
        }
    },
    "upstream": {
        "type": "roundrobin",
        "nodes": {
            "39.97.63.215:80": 1
        }
    }
}'





你可以使用浏览器打开 dashboard：http://127.0.0.1:9080/apisix/dashboard/，通过 web 界面来完成上面的操作，先增加一个 route：

[image: ../../_images/limit-req-11.png]添加路由

然后在 route 页面中添加 limit-req 插件：

[image: ../../_images/limit-req-21.png]添加插件




测试插件

上述配置限制了每秒请求速率为 1，大于 1 小于 3 的会被加上延时，速率超过 3 就会被拒绝：

curl -i http://127.0.0.1:9080/index.html





当你超过，就会收到包含 503 返回码的响应头：

HTTP/1.1 503 Service Temporarily Unavailable
Content-Type: text/html
Content-Length: 194
Connection: keep-alive
Server: APISIX web server

<html>
<head><title>503 Service Temporarily Unavailable</title></head>
<body>
<center><h1>503 Service Temporarily Unavailable</h1></center>
<hr><center>openresty</center>
</body>
</html>





这就表示 limit req 插件生效了。




移除插件

当你想去掉 limit req 插件的时候，很简单，在插件的配置中把对应的 json 配置删除即可，无须重启服务，即刻生效：

curl http://127.0.0.1:9080/apisix/admin/routes/1 -H 'X-API-KEY: edd1c9f034335f136f87ad84b625c8f1' -X PUT -d '
{
    "methods": ["GET"],
    "uri": "/index.html",
    "upstream": {
        "type": "roundrobin",
        "nodes": {
            "39.97.63.215:80": 1
        }
    }
}'





现在就已经移除了 limit req 插件了。其他插件的开启和移除也是同样的方法。
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log-rotate

本插件可自动完成 logs 目录下的 access 和 error 日志的定期切分。
通过配置参数可以设置每间隔多久切分一次日志，以及最近保留多少份日志（超过指定数量后，自动删除老文件）。


参数

| 名称     | 类型    | 必选项 | 默认值  | 有效值 | 描述                                                   |
| ——– | ——- | —— | ——- | —— | —————————————————— |
| interval | integer | 必须   | 60 * 60 |        | 每间隔多长时间切分一次日志，秒为单位                   |
| max_kept | integer | 必须   | 24 * 7  |        | 最多保留多少份历史日志，超过指定数量后，自动删除老文件 |

开启该插件后，就会按照参数自动切分日志文件了。比如下面的例子是根据 interval: 10 和 max_kept: 10 得到的样本。

$ ll logs
total 44K
-rw-r--r--. 1 resty resty    0 Mar 20 20:32 2020-03-20_20-32-40_access.log
-rw-r--r--. 1 resty resty 2.4K Mar 20 20:32 2020-03-20_20-32-40_error.log
-rw-r--r--. 1 resty resty    0 Mar 20 20:32 2020-03-20_20-32-50_access.log
-rw-r--r--. 1 resty resty 2.8K Mar 20 20:32 2020-03-20_20-32-50_error.log
-rw-r--r--. 1 resty resty    0 Mar 20 20:32 2020-03-20_20-33-00_access.log
-rw-r--r--. 1 resty resty 2.4K Mar 20 20:33 2020-03-20_20-33-00_error.log
-rw-r--r--. 1 resty resty    0 Mar 20 20:33 2020-03-20_20-33-10_access.log
-rw-r--r--. 1 resty resty 2.4K Mar 20 20:33 2020-03-20_20-33-10_error.log
-rw-r--r--. 1 resty resty    0 Mar 20 20:33 2020-03-20_20-33-20_access.log
-rw-r--r--. 1 resty resty 2.4K Mar 20 20:33 2020-03-20_20-33-20_error.log
-rw-r--r--. 1 resty resty    0 Mar 20 20:33 2020-03-20_20-33-30_access.log
-rw-r--r--. 1 resty resty 2.4K Mar 20 20:33 2020-03-20_20-33-30_error.log
-rw-r--r--. 1 resty resty    0 Mar 20 20:33 2020-03-20_20-33-40_access.log
-rw-r--r--. 1 resty resty 2.8K Mar 20 20:33 2020-03-20_20-33-40_error.log
-rw-r--r--. 1 resty resty    0 Mar 20 20:33 2020-03-20_20-33-50_access.log
-rw-r--r--. 1 resty resty 2.4K Mar 20 20:33 2020-03-20_20-33-50_error.log
-rw-r--r--. 1 resty resty    0 Mar 20 20:33 2020-03-20_20-34-00_access.log
-rw-r--r--. 1 resty resty 2.4K Mar 20 20:34 2020-03-20_20-34-00_error.log
-rw-r--r--. 1 resty resty    0 Mar 20 20:34 2020-03-20_20-34-10_access.log
-rw-r--r--. 1 resty resty 2.4K Mar 20 20:34 2020-03-20_20-34-10_error.log
-rw-r--r--. 1 resty resty    0 Mar 20 20:34 access.log
-rw-r--r--. 1 resty resty 1.5K Mar 20 21:31 error.log






示例


开启插件

在 conf/config.yaml 中启用插件 log-rotate 即可，不需要在任何 route 或 service 中绑定。

plugins:
    # the plugins you enabled
    - log-rotate

plugin_attr:
    log-rotate:
        interval: 3600    # rotate interval (unit: second)
        max_kept: 168     # max number of log files will be kept








禁用插件

在 conf/config.yaml 中删除插件 log-rotate 即可。
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名字

mqtt-proxy 只工作在流模式，它可以帮助你根据 MQTT 的 client_id 实现动态负载均衡。

这个插件支持 MQTT 3.1.*  [http://docs.oasis-open.org/mqtt/mqtt/v3.1.1/os/mqtt-v3.1.1-os.html]及5.0 [https://docs.oasis-open.org/mqtt/mqtt/v5.0/mqtt-v5.0.html]两个协议。




属性


	protocol_name: 必选，协议名称，正常情况下应为“ MQTT” 。


	protocol_level: 必选，协议级别，MQTT 3.1.* 应为 “4” ，MQTT 5.0 应该是“5”。


	upstream.ip: 必选，将当前请求转发到的上游的 IP 地址，


	upstream.port: 必选，将当前请求转发到的上游的 端口，




| 名称           | 类型    | 必选项 | 默认值 | 有效值 | 描述                                                   |
| ————– | ——- | —— | —— | —— | —————————————————— |
| protocol_name  | string  | 必须   |        |        | 协议名称，正常情况下应为“ MQTT”                        |
| protocol_level | integer | 必须   |        |        | 协议级别，MQTT 3.1.* 应为 4 ，MQTT 5.0 应是5。 |
| upstream.ip    | string  | 必须   |        |        | 将当前请求转发到的上游的 IP 地址                       |
| upstream.port  | number  | 必须   |        |        | 将当前请求转发到的上游的端口                           |




如何启用

为了启用该插件，需要先在 conf/config.yaml 中首先开启 stream_proxy 配置，比如下面配置代表监听 9100 TCP 端口：

    ...
    router:
        http: 'radixtree_uri'
        ssl: 'radixtree_sni'
    stream_proxy:                 # TCP/UDP proxy
      tcp:                        # TCP proxy port list
        - 9100
    dns_resolver:
    ...





然后把 MQTT 请求发送到 9100 端口即可。

下面是一个示例，在指定的 route 上开启了 mqtt-proxy 插件:

curl http://127.0.0.1:9080/apisix/admin/stream_routes/1 -H 'X-API-KEY: edd1c9f034335f136f87ad84b625c8f1' -X PUT -d '
{
    "remote_addr": "127.0.0.1",
    "plugins": {
        "mqtt-proxy": {
            "protocol_name": "MQTT",
            "protocol_level": 4,
            "upstream": {
                "ip": "127.0.0.1",
                "port": 1980
            }
        }
    }
}'






禁用插件

当你想去掉插件的时候，很简单，在插件的配置中把对应的 json 配置删除即可，无须重启服务，即刻生效：

$ curl http://127.0.0.1:2379/v2/keys/apisix/stream_routes/1 -X DELETE





现在就已经移除了 mqtt-proxy 插件了。









          

      

      

    

  

  
    
    目录
    

    
 
  

    
      
          
            
  
	English
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	定义


	属性列表


	令牌自省





定义

OAuth 2 / Open ID Connect（OIDC）插件为 APISIX 提供身份验证和自省功能。




属性列表

| 名称                               | 类型    | 必选项 | 默认值                | 有效值  | 描述                                           |
| ———————————- | ——- | —— | ——————— | ——- | ———————————————- |
| client_id                          | string  | 必须   |                       |         | OAuth 客户端 ID                                |
| client_secret                      | string  | 必须   |                       |         | OAuth 客户端 secret                            |
| discovery                          | string  | 必须   |                       |         | 身份服务器的发现端点的 URL                     |
| scope                              | string  | 可选   | “openid”              |         | 用于认证                                       |
| realm                              | string  | 可选   | “apisix”              |         | 用于认证                                       |
| bearer_only                        | boolean | 可选   | false                 |         | 设置为true将检查请求中带有承载令牌的授权标头 |
| logout_path                        | string  | 可选   | “/logout”             |         |                                                |
| redirect_uri                       | string  | 可选   | “ngx.var.request_uri” |         |                                                |
| timeout                            | integer | 可选   | 3                     | [1,…] |                                                |
| ssl_verify                         | boolean | 可选   | false                 |         |                                                |
| introspection_endpoint             | string  | 可选   |                       |         | 身份服务器的令牌验证端点的 URL                 |
| introspection_endpoint_auth_method | string  | 可选   | “client_secret_basic” |         | 令牌自省的认证方法名称                         |
| public_key                         | string  | 可选   |                       |         | 验证令牌的公钥                                 |
| token_signing_alg_values_expected  | string  | 可选   |                       |         | 用于对令牌进行签名的算法                       |


令牌自省

令牌自省通过针对 Oauth 2 授权服务器验证令牌来帮助验证请求。
前提条件是，您应该在身份服务器中创建受信任的客户端，并生成用于自省的有效令牌（JWT）。
下图显示了通过网关进行令牌自省的示例（成功）流程。

[image: ../../_images/oauth-11.png]token introspection

以下是 curl 命令，用于将插件启用到外部服务。
通过自省请求标头中提供的令牌，此路由将保护 https://httpbin.org/get（echo 服务）。

curl http://127.0.0.1:9080/apisix/admin/routes/5 -H 'X-API-KEY: edd1c9f034335f136f87ad84b625c8f1' -X PUT -d '
{
    "uri":"/get",
    "plugins":{
        "proxy-rewrite":{
            "scheme":"https"
        },
        "openid-connect":{
            "client_id":"api_six_client_id",
            "client_secret":"client_secret_code",
            "discovery":"full_URL_of_the_discovery_endpoint",
            "introspection_endpoint":"full_URL_of_introspection_endpoint",
            "bearer_only":true,
            "realm":"master",
            "introspection_endpoint_auth_method":"client_secret_basic"
        }
    },
    "upstream":{
        "type":"roundrobin",
        "nodes":{
            "httpbin.org:443":1
        }
    }
}'





以下命令可用于访问新路由。

curl -i -X GET http://127.0.0.1:9080/get -H "Host: httpbin.org" -H "Authorization: Bearer {replace_jwt_token}"






公钥自省

您还可以提供 JWT 令牌的公钥来验证令牌。 如果您提供了公共密钥和令牌自省端点，则将执行公共密钥工作流，而不是通过身份服务器进行验证。如果要减少额外的网络呼叫并加快过程，可以使用此方法。

以下配置显示了如何向路由添加公钥自省。

curl http://127.0.0.1:9080/apisix/admin/routes/5 -H 'X-API-KEY: edd1c9f034335f136f87ad84b625c8f1' -X PUT -d '
{
    "uri":"/get",
    "plugins":{
        "proxy-rewrite":{
            "scheme":"https"
        },
        "openid-connect":{
            "client_id":"api_six_client_id",
            "client_secret":"client_secret_code",
            "discovery":"full_URL_of_the_discovery_endpoint",
            "bearer_only":true,
            "realm":"master",
            "token_signing_alg_values_expected":"RS256",
            "public_key":"-----BEGIN CERTIFICATE-----
            {public_key}
            -----END CERTIFICATE-----"
        }
    },
    "upstream":{
        "type":"roundrobin",
        "nodes":{
            "httpbin.org:443":1
        }
    }
}'












故障排除

如果 APISIX 无法解析/连接到身份提供者，请检查/修改DNS设置（conf / config.yaml）。
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prometheus

此插件是提供符合prometheus数据格式的监控指标数据。


属性

无




如何开启插件

prometheus 插件用空{}就可以开启了,他没有任何的选项。

例子如下:

curl http://127.0.0.1:9080/apisix/admin/routes/1 -H 'X-API-KEY: edd1c9f034335f136f87ad84b625c8f1' -X PUT -d '
{
    "uri": "/hello",
    "plugins": {
        "prometheus":{}
    },
    "upstream": {
        "type": "roundrobin",
        "nodes": {
            "127.0.0.1:80": 1
        }
    }
}'





你可以使用浏览器打开 dashboard：http://127.0.0.1:9080/apisix/dashboard/，通过 web 界面来完成上面的操作，先增加一个 route：

[image: ../../_images/prometheus-11.png]

然后在 route 页面中添加 prometheus 插件：

[image: ../../_images/prometheus-21.png]




如何提取指标数据

我们可以从指定的 url 中提取指标数据 /apisix/prometheus/metrics:

curl -i http://127.0.0.1:9080/apisix/prometheus/metrics





把改uri地址配置到 prometheus 中去,就会自动完成指标数据提取.

例子如下:

scrape_configs:
  - job_name: 'apisix'
    metrics_path: '/apisix/prometheus/metrics'
    static_configs:
    - targets: ['127.0.0.1:9080']





我们也可以在 prometheus 控制台中去检查状态:

[image: ../../_images/prometheus011.png]

[image: ../../_images/prometheus021.png]


Grafana 面板

插件导出的指标可以在 Grafana 进行图形化绘制显示。

下载 Grafana dashboard 元数据 并导入到 Grafana 中。

你可以到 Grafana 官方 [https://grafana.com/grafana/dashboards/11719] 下载 Grafana 元数据.

[image: ../../_images/grafana_11.png]

[image: ../../_images/grafana_21.png]

[image: ../../_images/grafana_31.png]




可有的指标


	Status codes: upstream 服务返回的 HTTP 状态码，每个服务返回状态码的次数或者所有服务的状态码次数总和都可以统计到。


	Bandwidth: 流经apisix的总带宽(可分出口带宽和入口带宽). 每个服务指标或者是所有服务指标的总和都可以统计到。


	etcd reachability: apisix 连接 etcd 的可用性，用 0 和 1来表示。


	Connections: 各种的 Nginx 连接指标，如 active（正处理的活动连接数），reading（nginx 读取到客户端的 Header 信息数），writing（nginx 返回给客户端的 Header 信息数），已建立的连接数。.




这里是apisix的原始的指标数据集:

$ curl http://127.0.0.2:9080/apisix/prometheus/metrics
# HELP apisix_bandwidth Total bandwidth in bytes consumed per service in Apisix
# TYPE apisix_bandwidth counter
apisix_bandwidth{type="egress",service="127.0.0.2"} 183
apisix_bandwidth{type="egress",service="bar.com"} 183
apisix_bandwidth{type="egress",service="foo.com"} 2379
apisix_bandwidth{type="ingress",service="127.0.0.2"} 83
apisix_bandwidth{type="ingress",service="bar.com"} 76
apisix_bandwidth{type="ingress",service="foo.com"} 988
# HELP apisix_etcd_reachable Config server etcd reachable from Apisix, 0 is unreachable
# TYPE apisix_etcd_reachable gauge
apisix_etcd_reachable 1
# HELP apisix_http_status HTTP status codes per service in Apisix
# TYPE apisix_http_status counter
apisix_http_status{code="200",service="127.0.0.2"} 1
apisix_http_status{code="200",service="bar.com"} 1
apisix_http_status{code="200",service="foo.com"} 13
# HELP apisix_nginx_http_current_connections Number of HTTP connections
# TYPE apisix_nginx_http_current_connections gauge
apisix_nginx_http_current_connections{state="accepted"} 11994
apisix_nginx_http_current_connections{state="active"} 2
apisix_nginx_http_current_connections{state="handled"} 11994
apisix_nginx_http_current_connections{state="reading"} 0
apisix_nginx_http_current_connections{state="total"} 1191780
apisix_nginx_http_current_connections{state="waiting"} 1
apisix_nginx_http_current_connections{state="writing"} 1
# HELP apisix_nginx_metric_errors_total Number of nginx-lua-prometheus errors
# TYPE apisix_nginx_metric_errors_total counter
apisix_nginx_metric_errors_total 0
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proxy-cache

代理缓存插件，该插件提供缓存后端响应数据的能力，它可以和其他插件一起使用。该插件支持基于磁盘的缓存，未来也会支持基于内存的缓存。目前可以根据响应码、请求 Method 来指定需要缓存的数据，另外也可以通过 no_cache 和 cache_bypass 配置更复杂的缓存策略。

基于磁盘的缓存需要注意：


	不能动态配置缓存的过期时间，只能通过后端服务响应头 Expires 或 Cache-Control 来设置过期时间，如果后端响应头中没有 Expires 或 Cache-Control，那么 APISIX 将默认只缓存10秒钟


	如果后端服务不可用， APISIX 将返回502或504，那么502或504将被缓存10秒钟





参数

| 名称               | 类型           | 必选项 | 默认值                    | 有效值                                                                          | 描述                                                                                                                               |
| —————— | ————– | —— | ————————- | ——————————————————————————- | ———————————————————————————————————————————- |
| cache_zone         | string         | 必须   |                           |                                                                                 | 指定使用哪个缓存区域，不同的缓存区域可以配置不同的路径，在conf/config.yaml文件中可以预定义使用的缓存区域                           |
| cache_key          | array[string]  | 可选   | [“$host”, “$request_uri”] |                                                                                 | 缓存key，可以使用变量。例如：[“$host”, “$uri”, “-cache-id”]                                                                        |
| cache_bypass       | array[string]  | 可选   |                           |                                                                                 | 是否跳过缓存检索，即不在缓存中查找数据，可以使用变量，需要注意当此参数的值不为空或非’0’时将会跳过缓存的检索。例如：[“$arg_bypass”] |
| cache_method       | array[string]  | 可选   | [“GET”, “HEAD”]           | [“GET”, “POST”, “PUT”, “DELETE”, “PATCH”, “HEAD”,”OPTIONS”, “CONNECT”, “TRACE”] | 根据请求method决定是否需要缓存                                                                                                     |
| cache_http_status  | array[integer] | 可选   | [200, 301, 404]           | [200, 599]                                                                      | 根据响应码决定是否需要缓存                                                                                                         |
| hide_cache_headers | boolean        | 可选   | false                     |                                                                                 | 是否将 Expires 和 Cache-Control 响应头返回给客户端                                                                                 |
| no_cache           | array[string]  | 可选   |                           |                                                                                 | 是否缓存数据，可以使用变量，需要注意当此参数的值不为空或非’0’时将不会缓存数据                                                      |

注：变量以$开头，也可以使用变量和字符串的结合，但是需要以数组的形式分开写，最终变量被解析后会和字符串拼接在一起。




示例


启用插件

示例1：为特定路由启用 proxy-cache 插件：

curl http://127.0.0.1:9080/apisix/admin/routes/1  -H 'X-API-KEY: edd1c9f034335f136f87ad84b625c8f1' -X PUT -d '
{
    "plugins": {
        "proxy-cache": {
           "cache_zone": "disk_cache_one",
           "cache_key":  ["$uri", "-cache-id"],
           "cache_bypass": ["$arg_bypass"],
           "cache_method": ["GET"],
           "cache_http_status": [200],
           "hide_cache_headers": true,
           "no_cache": ["$arg_test"]
        }
    },
    "upstream": {
        "nodes": {
            "127.0.0.1:1999": 1
        },
        "type": "roundrobin"
    },
    "uri": "/hello"
}'





测试：

$ curl http://127.0.0.1:9080/hello -i
HTTP/1.1 200 OK
Content-Type: application/octet-stream
Content-Length: 6
Connection: keep-alive
Server: APISIX web server
Date: Tue, 03 Mar 2020 10:45:36 GMT
Last-Modified: Tue, 03 Mar 2020 10:36:38 GMT
Apisix-Cache-Status: MISS

hello






http status 返回200并且响应头中包含Apisix-Cache-Status，表示该插件已启用。




示例2：验证文件是否被缓存，再次请求上边的地址：

测试：

$ curl http://127.0.0.1:9080/hello -i
HTTP/1.1 200 OK
Content-Type: application/octet-stream
Content-Length: 6
Connection: keep-alive
Server: APISIX web server
Date: Tue, 03 Mar 2020 11:14:46 GMT
Last-Modified: Thu, 20 Feb 2020 14:21:41 GMT
Apisix-Cache-Status: HIT

hello






响应头  Apisix-Cache-Status 值变为了 HIT，说明文件已经被缓存




示例3：如何清理缓存的文件，只需要指定请求的 method 为 PURGE：

测试：

$ curl -i http://127.0.0.1:9080/hello -X PURGE
HTTP/1.1 200 OK
Date: Tue, 03 Mar 2020 11:17:35 GMT
Content-Type: text/plain
Transfer-Encoding: chunked
Connection: keep-alive
Server: APISIX web server






响应码为200即表示删除成功，如果文件未找到将返回404







禁用插件

移除插件配置中相应的 JSON 配置可立即禁用该插件，无需重启服务：

curl http://127.0.0.1:9080/apisix/admin/routes/1  -H 'X-API-KEY: edd1c9f034335f136f87ad84b625c8f1' -X PUT -d '
{
    "uri": "/hello",
    "plugins": {},
    "upstream": {
        "type": "roundrobin",
        "nodes": {
            "127.0.0.1:1999": 1
        }
    }
}'





这时该插件已被禁用。
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proxy-mirror

代理镜像插件，该插件提供了镜像客户端请求的能力。

注：镜像请求返回的响应会被忽略。


参数

| 名称 | 类型   | 必选项 | 默认值 | 有效值 | 描述                                                                                                    |
| —- | —— | —— | —— | —— | ——————————————————————————————————- |
| host | string | 必须   |        |        | 指定镜像服务地址，例如：http://127.0.0.1:9797（地址中需要包含 schema ：http或https，不能包含 URI 部分） |




示例


启用插件

示例1：为特定路由启用 proxy-mirror 插件：

curl http://127.0.0.1:9080/apisix/admin/routes/1  -H 'X-API-KEY: edd1c9f034335f136f87ad84b625c8f1' -X PUT -d '
{
    "plugins": {
        "proxy-mirror": {
           "host": "http://127.0.0.1:9797"
        }
    },
    "upstream": {
        "nodes": {
            "127.0.0.1:1999": 1
        },
        "type": "roundrobin"
    },
    "uri": "/hello"
}'





测试：

$ curl http://127.0.0.1:9080/hello -i
HTTP/1.1 200 OK
Content-Type: application/octet-stream
Content-Length: 12
Connection: keep-alive
Server: APISIX web server
Date: Wed, 18 Mar 2020 13:01:11 GMT
Last-Modified: Thu, 20 Feb 2020 14:21:41 GMT

hello world






由于指定的 mirror 地址是127.0.0.1:9797，所以验证此插件是否已经正常工作需要在端口为9797的服务上确认，例如，我们可以通过 python 启动一个简单的 server： python -m SimpleHTTPServer 9797。







禁用插件

移除插件配置中相应的 JSON 配置可立即禁用该插件，无需重启服务：

curl http://127.0.0.1:9080/apisix/admin/routes/1  -H 'X-API-KEY: edd1c9f034335f136f87ad84b625c8f1' -X PUT -d '
{
    "uri": "/hello",
    "plugins": {},
    "upstream": {
        "type": "roundrobin",
        "nodes": {
            "127.0.0.1:1999": 1
        }
    }
}'





这时该插件已被禁用。
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proxy-rewrite

上游代理信息重写插件。


配置参数

| Name      | Type          | Requirement | Default | Valid             | Description                                                                                                                                                                                                                                                                                                                                 |
| ——— | ————- | ———– | ——- | —————– | ——————————————————————————————————————————————————————————————————————————————————————————————————————————————- |
| scheme    | string        | 可选        | “http”  | [“http”, “https”] | 转发到上游的新 schema 协议                                                                                                                                                                                                                                                                                                                |
| uri       | string        | 可选        |         |                   | 转发到上游的新 uri 地址                                                                                                                                                                                                                                                                                                                   |
| regex_uri | array[string] | 可选        |         |                   | 转发到上游的新 uri 地址, 使用正则表达式匹配来自客户端的uri，当匹配成功后使用模板替换转发到上游的uri, 未匹配成功时将客户端请求的uri转发至上游。当uri和regex_uri同时存在时，uri优先被使用。例如：[“^/iresty/(.)/(.)/(.*)”,”/$1-$2-$3”] 第一个元素代表匹配来自客户端请求的uri正则表达式，第二个元素代表匹配成功后转发到上游的uri模板 |
| host      | string        | 可选        |         |                   | 转发到上游的新 host 地址，例如：iresty.com                                                                                                                                                                                                                                                                                              |
| headers   | object        | 可选        |         |                   | 转发到上游的新headers，可以设置多个。头信息如果存在将重写，不存在则添加。想要删除某个 header 的话，把对应的值设置为空字符串即可                                                                                                                                                                                                           |




示例


开启插件

下面是一个示例，在指定的 route 上开启了 proxy rewrite 插件:

curl http://127.0.0.1:9080/apisix/admin/routes/1  -H 'X-API-KEY: edd1c9f034335f136f87ad84b625c8f1' -X PUT -d '
{
    "methods": ["GET"],
    "uri": "/test/index.html",
    "plugins": {
        "proxy-rewrite": {
            "uri": "/test/home.html",
            "scheme": "http",
            "host": "iresty.com",
            "headers": {
                "X-Api-Version": "v1",
                "X-Api-Engine": "apisix",
                "X-Api-useless": ""
            }
        }
    },
    "upstream": {
        "type": "roundrobin",
        "nodes": {
            "127.0.0.1:80": 1
        }
    }
}'








测试插件

基于上述配置进行测试：

curl -X GET http://127.0.0.1:9080/test/index.html





发送请求，查看上游服务access.log，如果输出信息与配置一致：

127.0.0.1 - [26/Sep/2019:10:52:20 +0800] iresty.com GET /test/home.html HTTP/1.1 200 38 - curl/7.29.0 - 0.000 199 107





即表示 proxy rewrite 插件生效了。




禁用插件

当你想去掉 proxy rewrite 插件的时候，很简单，在插件的配置中把对应的 json 配置删除即可，无须重启服务，即刻生效：

curl http://127.0.0.1:9080/apisix/admin/routes/1  -H 'X-API-KEY: edd1c9f034335f136f87ad84b625c8f1' -X PUT -d '
{
    "methods": ["GET"],
    "uri": "/test/index.html",
    "plugins": {},
    "upstream": {
        "type": "roundrobin",
        "nodes": {
            "127.0.0.1:80": 1
        }
    }
}'





现在就已经移除了 proxy rewrite 插件了。其他插件的开启和移除也是同样的方法。
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redirect

URI 重定向插件。


参数

| Name          | Type    | Requirement | Default | Valid      | Description                                                                                                                                                                                                                   |
| ————- | ——- | ———– | ——- | ———- | —————————————————————————————————————————————————————————————————————————– |
| http_to_https | boolean | 可选        | false   |            | 当设置为 true 并且请求是 http 时，会自动 301 重定向为 https，uri 保持不变                                                                                                                                                   |
| uri           | string  | 可选        |         |            | 可以包含 Nginx 变量的 URI，例如：/test/index.html, $uri/index.html。你可以通过类似于 $ {xxx} 的方式引用变量，以避免产生歧义，例如：${uri}foo/index.html。若你需要保留 $ 字符，那么使用如下格式：/\$foo/index.html |
| ret_code      | string  | 可选        | 302     | [200, …] | 请求响应码                                                                                                                                                                                                                    |




示例


启用插件

下面是一个基本实例，为特定路由启用 redirect 插件：

curl http://127.0.0.1:9080/apisix/admin/routes/1  -H 'X-API-KEY: edd1c9f034335f136f87ad84b625c8f1' -X PUT -d '
{
    "uri": "/test/index.html",
    "plugins": {
        "redirect": {
            "uri": "/test/default.html",
            "ret_code": 301
        }
    },
    "upstream": {
        "type": "roundrobin",
        "nodes": {
            "127.0.0.1:80": 1
        }
    }
}'





我们可以在新的 URI 中使用 Nginx 内置的任意变量：

curl http://127.0.0.1:9080/apisix/admin/routes/1  -H 'X-API-KEY: edd1c9f034335f136f87ad84b625c8f1' -X PUT -d '
{
    "uri": "/test",
    "plugins": {
        "redirect": {
            "uri": "$uri/index.html",
            "ret_code": 301
        }
    },
    "upstream": {
        "type": "roundrobin",
        "nodes": {
            "127.0.0.1:80": 1
        }
    }
}'








测试

测试示例基于上述例子：

$ curl http://127.0.0.1:9080/test/index.html -i
HTTP/1.1 301 Moved Permanently
Date: Wed, 23 Oct 2019 13:48:23 GMT
Content-Type: text/html
Content-Length: 166
Connection: keep-alive
Location: /test/default.html

...





我们可以检查响应码和响应头中的 Location 参数，它表示该插件已启用。


下面是一个实现 http 到 https 跳转的示例：
```shell
curl http://127.0.0.1:9080/apisix/admin/routes/1  -H 'X-API-KEY: edd1c9f034335f136f87ad84b625c8f1' -X PUT -d '
{
    "uri": "/hello",
    "plugins": {
        "redirect": {
            "http_to_https": true
        }
    }
}'








禁用插件

移除插件配置中相应的 JSON 配置可立即禁用该插件，无需重启服务：

curl http://127.0.0.1:9080/apisix/admin/routes/1  -H 'X-API-KEY: edd1c9f034335f136f87ad84b625c8f1' -X PUT -d '
{
    "uri": "/test/index.html",
    "plugins": {},
    "upstream": {
        "type": "roundrobin",
        "nodes": {
            "127.0.0.1:80": 1
        }
    }
}'





这时该插件已被禁用。
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名称

request-id 插件通过 APISIX 为每一个请求代理添加唯一 ID（UUID），以用于追踪 API 请求。该插件在 header_name 已经在请求中存在时不会为请求添加新的 ID




属性

| 名称                | 类型    | 必选项   | 默认值         | 有效值 | 描述                           |
| ——————- | ——- | ——– | ————– | —— | —————————— |
| header_name         | string  | 可选 | “X-Request-Id” |        | Request ID header name         |
| include_in_response | boolean | 可选 | false          |        | 是否需要在返回头中包含该唯一ID |




如何启用

创建一条路由并在该路由上启用 request-id 插件：

curl http://127.0.0.1:9080/apisix/admin/routes/5 -H 'X-API-KEY: edd1c9f034335f136f87ad84b625c8f1' -X PUT -d '
{
    "uri": "/get",
    "plugins": {
        "request-id": {
            "include_in_response": true
        }
    },
    "upstream": {
        "type": "roundrobin",
        "nodes": {
            "127.0.0.1:8080": 1
        }
    }
}








测试插件

$ curl -i http://127.0.0.1:9080/hello
HTTP/1.1 200 OK








禁用插件

在路由 plugins 配置块中删除 `request-id 配置，即可禁用该插件，无需重启 APISIX。

curl http://127.0.0.1:9080/apisix/admin/routes/5 -H 'X-API-KEY: edd1c9f034335f136f87ad84b625c8f1' -X PUT -d '
{
    "uri": "/get",
    "plugins": {
    },
    "upstream": {
        "type": "roundrobin",
        "nodes": {
            "127.0.0.1:8080": 1
        }
    }
}
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名称

request-validation 插件用于提前验证请求向上游转发请求，可以验证请求的 body 及 header 数据。

该插件使用 Json Schema 进行数据验证，有关 Json Schema 的更多信息，请参阅 JSON schema [https://github.com/api7/jsonschema]。




属性

| Name          | Type   | Requirement | Default | Valid | Description                       |
| ————- | —— | ———– | ——- | —– | ——————————— |
| header_schema | object | 可选        |         |       | header 数据的 schema 数据结构 |
| body_schema   | object | 可选        |         |       | body 数据的 schema 数据结构   |




如何启用

创建一条路由并在该路由上启用 request-validation 插件：

curl http://127.0.0.1:9080/apisix/admin/routes/5 -H 'X-API-KEY: edd1c9f034335f136f87ad84b625c8f1' -X PUT -d '
{
    "uri": "/get",
    "plugins": {
        "request-validation": {
            "body_schema": {
                "type": "object",
                "required": ["required_payload"],
                "properties": {
                    "required_payload": {"type": "string"},
                    "boolean_payload": {"type": "boolean"}
                }
            }
        }
    },
    "upstream": {
        "type": "roundrobin",
        "nodes": {
            "127.0.0.1:8080": 1
        }
    }
}








测试插件

curl --header "Content-Type: application/json" \
  --request POST \
  --data '{"boolean-payload":true,"required_payload":"hello"}' \
  http://127.0.0.1:9080/get





如果 Schema 验证失败，将返回 400 bad request 错误。




禁用插件

在路由 plugins 配置块中删除 request-validation 配置，即可禁用该插件。

curl http://127.0.0.1:9080/apisix/admin/routes/5 -H 'X-API-KEY: edd1c9f034335f136f87ad84b625c8f1' -X PUT -d '
{
    "uri": "/get",
    "plugins": {
    },
    "upstream": {
        "type": "roundrobin",
        "nodes": {
            "127.0.0.1:8080": 1
        }
    }
}








示例

枚举（Enums）验证:

{
    "body_schema": {
        "type": "object",
        "required": ["enum_payload"],
        "properties": {
            "enum_payload": {
                "type": "string",
                "enum": ["enum_string_1", "enum_string_2"],
                "default": "enum_string_1"
            }
        }
    }
}





布尔（Boolean）验证:

{
    "body_schema": {
        "type": "object",
        "required": ["bool_payload"],
        "properties": {
            "bool_payload": {
                "type": "boolean",
                "default": true
            }
        }
    }
}





数字范围（Number or Integer）验证:

{
    "body_schema": {
        "type": "object",
        "required": ["integer_payload"],
        "properties": {
            "integer_payload": {
                "type": "integer",
                "minimum": 1,
                "maximum": 65535
            }
        }
    }
}





字符串长度（String）验证:

{
    "body_schema": {
        "type": "object",
        "required": ["string_payload"],
        "properties": {
            "string_payload": {
                "type": "string",
                "minLength": 1,
                "maxLength": 32
            }
        }
    }
}





正则表达式（Regex）验证:

{
    "body_schema": {
        "type": "object",
        "required": ["regex_payload"],
        "properties": {
            "regex_payload": {
                "type": "string",
                "minLength": 1,
                "maxLength": 32,
                "pattern": "[[^[a-zA-Z0-9_]+$]]"
            }
        }
    }
}





数组（Array）验证:

{
    "body_schema": {
        "type": "object",
        "required": ["array_payload"],
        "properties": {
            "array_payload": {
                "type": "array",
                "minItems": 1,
                "items": {
                    "type": "integer",
                    "minimum": 200,
                    "maximum": 599
                },
                "uniqueItems": true,
                "default": [200, 302]
            }
        }
    }
}





多字段组合（Multiple Fields）验证:

{
    "body_schema": {
        "type": "object",
        "required": ["boolean_payload", "array_payload", "regex_payload"],
        "properties": {
            "boolean_payload": {
                "type": "boolean"
            },
            "array_payload": {
                "type": "array",
                "minItems": 1,
                "items": {
                    "type": "integer",
                    "minimum": 200,
                    "maximum": 599
                },
                "uniqueItems": true,
                "default": [200, 302]
            },
            "regex_payload": {
                "type": "string",
                "minLength": 1,
                "maxLength": 32,
                "pattern": "[[^[a-zA-Z0-9_]+$]]"
            }
        }
    }
}
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response-rewrite

该插件支持修改上游服务返回的 body 和 header 信息。

使用场景：
1、可以设置 Access-Control-Allow-* 等 header 信息，来实现 CORS (跨域资源共享)的功能。
2、另外也可以通过配置 status_code 和 header 里面的 Location 来实现重定向，当然如果只是需要重定向功能，最好使用 redirect 插件。


配置参数

| 名称        | 类型    | 必选项 | 默认值 | 有效值     | 描述                                                                                                                                   |
| ———– | ——- | —— | —— | ———- | ————————————————————————————————————————————– |
| status_code | integer | 可选   |        | [200, 598] | 修改上游返回状态码，默认保留原始响应代码。                                                                                             |
| body        | string  | 可选   |        |            | 修改上游返回的 body 内容，如果设置了新内容，header 里面的 content-length 字段也会被去掉                                              |
| body_base64 | boolean | 可选   | false  |            | 描述 body 字段是否需要 base64 解码之后再返回给客户端，用在某些图片和 Protobuffer 场景                                                |
| headers     | object  | 可选   |        |            | 返回给客户端的 headers，这里可以设置多个。头信息如果存在将重写，不存在则添加。想要删除某个 header 的话，把对应的值设置为空字符串即可 |




示例


开启插件

下面是一个示例，在指定的 route 上开启了 response rewrite 插件:

curl http://127.0.0.1:9080/apisix/admin/routes/1  -H 'X-API-KEY: edd1c9f034335f136f87ad84b625c8f1' -X PUT -d '
{
    "methods": ["GET"],
    "uri": "/test/index.html",
    "plugins": {
        "response-rewrite": {
            "body": "{\"code\":\"ok\",\"message\":\"new json body\"}",
            "headers": {
                "X-Server-id": 3,
                "X-Server-status": "on"
            }
        }
    },
    "upstream": {
        "type": "roundrobin",
        "nodes": {
            "127.0.0.1:80": 1
        }
    }
}'








测试插件

基于上述配置进行测试：

curl -X GET -i  http://127.0.0.1:9080/test/index.html





如果看到返回的头部信息和内容都被修改了，即表示 response rewrite 插件生效了。

HTTP/1.1 200 OK
Date: Sat, 16 Nov 2019 09:15:12 GMT
Transfer-Encoding: chunked
Connection: keep-alive
X-Server-id: 3
X-Server-status: on

{"code":"ok","message":"new json body"}
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serverless

serverless 的插件有两个，分别是 serverless-pre-function 和 serverless-post-function，
前者会在指定阶段的最开始运行，后者是在指定阶段的最后运行。

这两个插件接收的参数都是一样的。


Parameters

| 名称      | 类型          | 必选项   | 默认值     | 有效值                                                                   | 描述                                                                                       |
| ——— | ————- | ——– | ———- | ———————————————————————— | —————————————————————————————— |
| phase     | string        | 可选 | [“access”] | [“rewrite”, “access”, “header_filter”, “body_filter”, “log”, “balancer”] |                                                                                            |
| functions | array[string] | 必须 |            |                                                                          | 指定运行的函数列表，是数组类型，里面可以包含一个函数，也可以是多个函数，按照先后顺序执行。 |

需要注意的是，这里只接受函数，而不接受其他类型的 Lua 代码。比如匿名函数是合法的：

return function()
    ngx.log(ngx.ERR, 'one')
end





闭包也是合法的：

local count = 1
return function()
    count = count + 1
    ngx.say(count)
end





但不是函数类型的代码就是非法的：

local count = 1
ngx.say(count)








示例


启动插件

下面是一个示例，在指定的 route 上开启了 serverless 插件:

curl -i http://127.0.0.1:9080/apisix/admin/routes/1  -H 'X-API-KEY: edd1c9f034335f136f87ad84b625c8f1' -X PUT -d '
{
    "uri": "/index.html",
    "plugins": {
        "serverless-pre-function": {
            "phase": "rewrite",
            "functions" : ["return function() ngx.log(ngx.ERR, \"serverless pre function\"); end"]
        }
    },
    "upstream": {
        "type": "roundrobin",
        "nodes": {
            "39.97.63.215:80": 1
        }
    }
}'








测试插件

使用 curl 访问：

curl -i http://127.0.0.1:9080/index.html





然后你在 error.log 日志中就会发现 serverless pre function 这个 error 级别的日志，
表示指定的函数已经生效。




移除插件

当你想去掉插件的时候，很简单，在插件的配置中把对应的 json 配置删除即可，无须重启服务，即刻生效：

curl http://127.0.0.1:9080/apisix/admin/routes/1  -H 'X-API-KEY: edd1c9f034335f136f87ad84b625c8f1' -X PUT -d '
{
    "methods": ["GET"],
    "uri": "/index.html",
    "upstream": {
        "type": "roundrobin",
        "nodes": {
            "39.97.63.215:80": 1
        }
    }
}'





现在就已经移除了 serverless 插件了。其他插件的开启和移除也是同样的方法。
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名字

Skywalking(https://github.com/apache/skywalking) 是一个开源的服务跟踪插件。

服务端目前支持http和grpc两种协议，在apisix中目前只支持http协议




属性

| 名称         | 类型   | 必选项 | 默认值   | 有效值       | 描述                                                  |
| ———— | —— | —— | ——– | ———— | —————————————————– |
| endpoint     | string | 必须   |          |              | Skywalking 的 http 节点，例如http://127.0.0.1:12800 |
| sample_ratio | number | 必须   | 1        | [0.00001, 1] | 监听的比例                                            |
| service_name | string | 可选   | “APISIX” |              | 标记当前服务的名称                                    |




如何启用

下面是一个示例，在指定的 route 上开启了 skywalking 插件:

curl http://127.0.0.1:9080/apisix/admin/routes/1  -H 'X-API-KEY: edd1c9f034335f136f87ad84b625c8f1' -X PUT -d '
{
    "methods": ["GET"],
    "uris": [
        "/uid/*"
    ],
    "plugins": {
        "skywalking": {
            "endpoint": "http://10.110.149.175:12800",
            "sample_ratio": 1,
            "service_name": "APISIX_SERVER"
        }
    },
    "upstream": {
        "type": "roundrobin",
        "nodes": {
            "10.110.149.175:8089": 1
        }
    }
}'





你可以使用浏览器打开 dashboard：http://127.0.0.1:9080/apisix/dashboard/，通过 web 界面来完成上面的操作，先增加一个 route：

[image: ../../_images/skywalking-11.png]

然后在 route 页面中添加 skywalking 插件：

[image: ../../_images/skywalking-21.png]




测试插件


运行 Skywalking 实例


例子：


	启动Skywalking Server:


	默认使用H2存储，直接启动skywalking即可

sudo docker run --name skywalking -d -p 1234:1234 -p 11800:11800 -p 12800:12800 --restart always apache/skywalking-oap-server







	如果使用elasticsearch存储


	则需要先安装elasticsearch:

sudo docker run -d --name elasticsearch -p 9200:9200 -p 9300:9300 --restart always -e "discovery.type=single-node" elasticsearch:6.7.2







	安装 ElasticSearch管理界面elasticsearch-hq

sudo docker run -d --name elastic-hq -p 5000:5000 --restart always elastichq/elasticsearch-hq







	启动skywalking：

sudo docker run --name skywalking -d -p 1234:1234 -p 11800:11800 -p 12800:12800 --restart always --link elasticsearch:elasticsearch -e SW_STORAGE=elasticsearch -e SW_STORAGE_ES_CLUSTER_NODES=elasticsearch:9200 apache/skywalking-oap-server















	Skywalking管理系统：


	启动管理系统：

sudo docker run --name skywalking-ui -d -p 8080:8080 --link skywalking:skywalking -e SW_OAP_ADDRESS=skywalking:12800 --restart always apache/skywalking-ui







	打开管理页面
在浏览器里面输入http://10.110.149.175:8080,出现了如下界面，则表示安装成功
[image: ../../_images/skywalking-31.png]






	测试示例:


	通过访问apisix，访问上游服务

$ curl -v http://10.110.149.192:9080/uid/12
HTTP/1.1 200 OK
OK
...







	打开浏览器，访问 Skywalking 的 web 页面：

http://10.110.149.175:8080/





可以看到访问拓扑图[image: ../../_images/skywalking-41.png]可以看到服务追踪图[image: ../../_images/skywalking-51.png]
















禁用插件

当你想去掉插件的时候，很简单，在插件的配置中把对应的 json 配置删除即可，无须重启服务，即刻生效：

$ curl http://127.0.0.1:2379/v2/keys/apisix/routes/1  -H 'X-API-KEY: edd1c9f034335f136f87ad84b625c8f1' -X PUT -d value='
{
    "methods": ["GET"],
    "uris": [
        "/uid/*"
    ],
    "plugins": {
    },
    "upstream": {
        "type": "roundrobin",
        "nodes": {
            "10.110.149.175:8089": 1
        }
    }
}'





现在就已经移除了 Skywalking 插件了。其他插件的开启和移除也是同样的方法。




上游服务是java的SpringBoot示例代码

package com.lenovo.ai.controller;

import org.springframework.web.bind.annotation.PathVariable;
import org.springframework.web.bind.annotation.RequestMapping;
import org.springframework.web.bind.annotation.RestController;
import javax.servlet.http.HttpServletRequest;

/**
 * @author cyxinda
 * @create 2020-05-29 14:02
 * @desc skywalking测试中央控制层
 **/
@RestController
public class TestController {
    @RequestMapping("/uid/{count}")
    public String getUidList(@PathVariable("count") String countStr, HttpServletRequest request) {
        System.out.println("counter:::::"+countStr);
       return "OK";
    }
}





启动服务的时候，需要配置skywalking agent,
修改agent/config/agent.config中的配置

agent.service_name=yourservername
collector.backend_service=10.110.149.175:11800





启动服务脚本：

nohup java -javaagent:/root/skywalking/app/agent/skywalking-agent.jar \
-jar /root/skywalking/app/app.jar \
--server.port=8089 \
2>&1 > /root/skywalking/app/logs/nohup.log &
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定义

sys 是一个将Log data请求推送到Syslog的插件。

这将提供将Log数据请求作为JSON对象发送的功能。




属性列表

| 名称             | 类型    | 必选项 | 默认值       | 有效值   | 描述                                                                                                                                 |
| —————- | ——- | —— | ———— | ——– | ———————————————————————————————————————————— |
| host             | string  | 必须   |              |          | IP地址或主机名                                                                                                                       |
| port             | integer | 必须   |              |          | 目标上游端口                                                                                                                         |
| name             | string  | 可选   | “sys logger” |          |                                                                                                                                      |
| timeout          | integer | 可选   | 3            | [1, …] | 上游发送数据超时                                                                                                                     |
| tls              | boolean | 可选   | false        |          | 用于控制是否执行SSL验证                                                                                                              |
| flush_limit      | integer | 可选   | 4096         | [1, …] | 如果缓冲的消息的大小加上当前消息的大小达到（> =）此限制（以字节为单位），则缓冲的日志消息将被写入日志服务器。默认为4096（4KB）       |
| drop_limit       | integer | 可选   | 1048576      |          | 如果缓冲的消息的大小加上当前消息的大小大于此限制（以字节为单位），则由于缓冲区大小有限，当前的日志消息将被丢弃。默认为1048576（1MB） |
| sock_type        | string  | 可选   | “tcp”        |          | 用于传输层的IP协议类型。可以是“ tcp”或“ udp”。                                                                                       |
| max_retry_times  | integer | 可选   | 1            | [1, …] | 连接到日志服务器失败或将日志消息发送到日志服务器失败后的最大重试次数。                                                               |
| retry_interval   | integer | 可选   | 1            | [0, …] | 重试连接到日志服务器或重试向日志服务器发送日志消息之前的时间延迟（以毫秒为单位），默认为100（0.1s）。                                |
| pool_size        | integer | 可选   | 5            | [5, …] | sock：keepalive使用的Keepalive池大小。                                                                                               |
| batch_max_size   | integer | 可选   | 1000         | [1, …] | 每批的最大大小                                                                                                                       |
| buffer_duration  | integer | 可选   | 60           | [1, …] | 必须先处理批次中最旧条目的最大期限（以秒为单位）                                                                                     |
| include_req_body | boolean | 可选   | false        |          | 是否包括请求 body                                                                                                                    |




如何开启


	下面例子展示了如何为指定路由开启 sys-logger 插件的。




curl http://127.0.0.1:9080/apisix/admin/consumers -H 'X-API-KEY: edd1c9f034335f136f87ad84b625c8f1' -X PUT -d '
{
    "username": "foo",
    "plugins": {
          "plugins": {
              "syslog": {
                   "host" : "127.0.0.1",
                   "port" : 5044,
                   "flush_limit" : 1
                }
           },
          "upstream": {
               "type": "roundrobin",
               "nodes": {
                   "127.0.0.1:1980": 1
               }
          },
          "uri": "/hello"
    }
}'








测试插件


	成功的情况:




$ curl -i http://127.0.0.1:9080/hello
HTTP/1.1 200 OK
...
hello, world








禁用插件

想要禁用“sys-logger”插件，是非常简单的，将对应的插件配置从json配置删除，就会立即生效，不需要重新启动服务：

$ curl http://127.0.0.1:2379/apisix/admin/routes/1  -H 'X-API-KEY: edd1c9f034335f136f87ad84b625c8f1' -X PUT -d value='
{
    "methods": ["GET"],
    "uri": "/hello",
    "plugins": {},
    "upstream": {
        "type": "roundrobin",
        "nodes": {
            "127.0.0.1:1980": 1
        }
    }
}'
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定义

tcp-logger 是用于将日志数据发送到TCP服务的插件。

以实现将日志数据以JSON格式发送到监控工具或其它TCP服务的能力。

该插件提供了将Log Data作为批处理推送到外部TCP服务器的功能。如果您没有收到日志数据，请放心一些时间，它会在我们的批处理处理器中的计时器功能到期后自动发送日志。

有关Apache APISIX中Batch-Processor的更多信息，请参考。
Batch-Processor




属性列表

| 名称             | 类型    | 必选项 | 默认值 | 有效值  | 描述                                             |
| —————- | ——- | —— | —— | ——- | ———————————————— |
| host             | string  | 必须   |        |         | TCP 服务的IP地址或主机名                         |
| port             | integer | 必须   |        | [0,…] | 目标端口                                         |
| timeout          | integer | 可选   | 1000   | [1,…] | 发送数据超时间                                   |
| tls              | boolean | 可选   | false  |         | 用于控制是否执行SSL验证                          |
| tls_options      | string  | 可选   |        |         | TLS 选项                                         |
| batch_max_size   | integer | 可选   | 1000   | [1,…] | 每批的最大大小                                   |
| inactive_timeout | integer | 可选   | 5      | [1,…] | 刷新缓冲区的最大时间（以秒为单位）               |
| buffer_duration  | integer | 可选   | 60     | [1,…] | 必须先处理批次中最旧条目的最长期限（以秒为单位） |
| max_retry_count  | integer | 可选   | 0      | [0,…] | 从处理管道中移除之前的最大重试次数               |
| retry_delay      | integer | 可选   | 1      | [0,…] | 如果执行失败，则应延迟执行流程的秒数             |
| include_req_body | boolean | 可选   |        |         | 是否包括请求 body                                |




如何开启


	下面例子展示了如何为指定路由开启 tcp-logger 插件的。




curl http://127.0.0.1:9080/apisix/admin/routes/5 -H 'X-API-KEY: edd1c9f034335f136f87ad84b625c8f1' -X PUT -d '
{
      "plugins": {
            "tcp-logger": {
                 "host": "127.0.0.1",
                 "port": 5044,
                 "tls": false,
                 "batch_max_size": 1,
                 "name": "tcp logger"
            }
       },
      "upstream": {
           "type": "roundrobin",
           "nodes": {
               "127.0.0.1:1980": 1
           }
      },
      "uri": "/hello"
}'








测试插件


	成功的情况:




$ curl -i http://127.0.0.1:9080/hello
HTTP/1.1 200 OK
...
hello, world








禁用插件

想要禁用“tcp-logger”插件，是非常简单的，将对应的插件配置从json配置删除，就会立即生效，不需要重新启动服务：

$ curl http://127.0.0.1:2379/apisix/admin/routes/1 -H 'X-API-KEY: edd1c9f034335f136f87ad84b625c8f1' -X PUT -d value='
{
    "methods": ["GET"],
    "uri": "/hello",
    "plugins": {},
    "upstream": {
        "type": "roundrobin",
        "nodes": {
            "127.0.0.1:1980": 1
        }
    }
}'
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定义

udp-logger 是用于将日志数据发送到UDP服务的插件。

以实现将日志数据以JSON格式发送到监控工具或其它UDP服务的能力。

此插件提供了将批处理数据批量推送到外部UDP服务器的功能。如果您没有收到日志数据，请放心一些时间，它会在我们的批处理处理器中的计时器功能到期后自动发送日志

有关Apache APISIX中Batch-Processor的更多信息，请参考。
Batch-Processor




属性列表

| 名称             | 类型    | 必选项 | 默认值       | 有效值  | 描述                                             |
| —————- | ——- | —— | ———— | ——- | ———————————————— |
| host             | string  | 必须   |              |         | UDP 服务的IP地址或主机名                         |
| port             | integer | 必须   |              | [0,…] | 目标端口                                         |
| timeout          | integer | 可选   | 1000         | [1,…] | 发送数据超时间                                   |
| name             | string  | 可选   | “udp logger” |         | 用于识别批处理器                                 |
| batch_max_size   | integer | 可选   | 1000         | [1,…] | 每批的最大大小                                   |
| inactive_timeout | integer | 可选   | 5            | [1,…] | 刷新缓冲区的最大时间（以秒为单位）               |
| buffer_duration  | integer | 可选   | 60           | [1,…] | 必须先处理批次中最旧条目的最长期限（以秒为单位） |
| include_req_body | boolean | 可选   |              |         | 是否包括请求 body                                |




如何开启


	下面例子展示了如何为指定路由开启 udp-logger 插件的。




curl http://127.0.0.1:9080/apisix/admin/routes/5 -H 'X-API-KEY: edd1c9f034335f136f87ad84b625c8f1' -X PUT -d '
{
      "plugins": {
            "udp-logger": {
                 "host": "127.0.0.1",
                 "port": 3000,
                 "batch_max_size": 1,
                 "name": "udp logger"
            }
       },
      "upstream": {
           "type": "roundrobin",
           "nodes": {
               "127.0.0.1:1980": 1
           }
      },
      "uri": "/hello"
}'








测试插件


	成功的情况:




$ curl -i http://127.0.0.1:9080/hello
HTTP/1.1 200 OK
...
hello, world








禁用插件

想要禁用“udp-logger”插件，是非常简单的，将对应的插件配置从json配置删除，就会立即生效，不需要重新启动服务：

$ curl http://127.0.0.1:2379/apisix/admin/routes/1 -H 'X-API-KEY: edd1c9f034335f136f87ad84b625c8f1' -X PUT -d value='
{
    "methods": ["GET"],
    "uri": "/hello",
    "plugins": {},
    "upstream": {
        "type": "roundrobin",
        "nodes": {
            "127.0.0.1:1980": 1
        }
    }
}'
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定义

该插件可帮助我们拦截用户请求，只需要指定block_rules即可。




属性列表

| 名称          | 类型          | 必选项 | 默认值 | 有效值     | 描述                                                                |
| ————- | ————- | —— | —— | ———- | ——————————————————————- |
| block_rules   | array[string] | 必须   |        |            | 正则过滤数组。它们都是正则规则，如果当前请求 URI 命中任何一个，请将响应代码设置为 rejected_code 以退出当前用户请求。例如: ["root.exe", "root.m+"]。 |
| rejected_code | integer       | 可选   | 403    | [200, …] | 当请求 URI 命中block_rules中的任何一个时，将返回的 HTTP 状态代码. |




启用方式

这是一个示例，在指定的路由上启用uri blocker插件：

curl -i http://127.0.0.1:9080/apisix/admin/routes/1 -H 'X-API-KEY: edd1c9f034335f136f87ad84b625c8f1' -X PUT -d '
{
    "uri": "/*",
    "plugins": {
        "uri-blocker": {
            "block_rules": ["root.exe", "root.m+"]
        }
    },
    "upstream": {
        "type": "roundrobin",
        "nodes": {
            "127.0.0.1:1980": 1
        }
    }
}'








测试插件

$ curl -i http://127.0.0.1:9080/root.exe?a=a
HTTP/1.1 403 Forbidden
Date: Wed, 17 Jun 2020 13:55:41 GMT
Content-Type: text/html; charset=utf-8
Content-Length: 150
Connection: keep-alive
Server: APISIX web server

... ...








禁用插件

当想禁用uri blocker插件时，非常简单，只需要在插件配置中删除相应的 json 配置，无需重启服务，即可立即生效：

curl http://127.0.0.1:9080/apisix/admin/routes/1 -H 'X-API-KEY: edd1c9f034335f136f87ad84b625c8f1' -X PUT -d '
{
    "uri": "/*",
    "upstream": {
        "type": "roundrobin",
        "nodes": {
            "127.0.0.1:1980": 1
        }
    }
}'





uri blocker 插件现在已被禁用，它也适用于其他插件。
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名字

wolf-rbac 是一个认证及授权(rbac)插件，它需要与 consumer 一起配合才能工作。同时需要添加 wolf-rbac 到一个 service 或 route 中。
rbac功能由wolf [https://github.com/iGeeky/wolf]提供, 有关 wolf 的更多信息, 请参考wolf文档 [https://github.com/iGeeky/wolf]。




属性

| 名称          | 类型   | 必选项 | 默认值                   | 有效值 | 描述                                                             |
| ————- | —— | —— | ———————— | —— | —————————————————————- |
| server        | string | 可选   | “http://127.0.0.1:10080” |        | 设置 wolf-server 的访问地址                                    |
| appid         | string | 可选   | “unset”                  |        | 设置应用id, 该应用id, 需要是在 wolf-console 中已经添加的应用id |
| header_prefix | string | 可选   | “X-“                     |        | 自定义http头的前缀。wolf-rbac在鉴权成功后, 会在请求头(用于传给后端)及响应头(用于传给前端)中添加3个头: X-UserId, X-Username, X-Nickname |




依赖项


安装 wolf, 并启动服务

Wolf快速起步 [https://github.com/iGeeky/wolf/blob/master/quick-start-with-docker/README-CN]




添加应用, 管理员, 普通用户, 权限, 资源 及给用户授权.

Wolf管理使用 [https://github.com/iGeeky/wolf/blob/master/docs/usage]






如何启用


	创建一个 consumer 对象，并设置插件 wolf-rbac 的值。




curl http://127.0.0.1:9080/apisix/admin/consumers  -H 'X-API-KEY: edd1c9f034335f136f87ad84b625c8f1' -X PUT -d '
{
  "username":"wolf_rbac",
  "plugins":{
    "wolf-rbac":{
      "server":"http://127.0.0.1:10080",
      "appid":"restful"
    }
  },
  "desc":"wolf-rbac"
}'





你可以使用浏览器打开 dashboard：http://127.0.0.1:9080/apisix/dashboard/，通过 web 界面来完成上面的操作，先增加一个 consumer：
[image: ../../_images/wolf-rbac-11.png]

然后在 consumer 页面中添加 wolf-rbac 插件：
[image: ../../_images/wolf-rbac-21.png]

注意: 上面填写的 appid 需要在wolf控制台中已经存在的.


	创建 Route 或 Service 对象，并开启 wolf-rbac 插件。




curl http://127.0.0.1:9080/apisix/admin/routes/1  -H 'X-API-KEY: edd1c9f034335f136f87ad84b625c8f1' -X PUT -d '
{
    "methods": ["GET"],
    "uri": "/*",
    "plugins": {
        "wolf-rbac": {}
    },
    "upstream": {
        "type": "roundrobin",
        "nodes": {
            "www.baidu.com:80": 1
        }
    }
}'








测试插件


首先进行登录获取 wolf-rbac token:

下面的 appid, username, password 必须为wolf系统中真实存在的.


	以POST application/json方式登陆.




curl http://127.0.0.1:9080/apisix/plugin/wolf-rbac/login -i \
-H "Content-Type: application/json" \
-d '{"appid": "restful", "username":"test", "password":"user-password"}'

HTTP/1.1 200 OK
Date: Wed, 24 Jul 2019 10:33:31 GMT
Content-Type: text/plain
Transfer-Encoding: chunked
Connection: keep-alive
Server: APISIX web server
{"rbac_token":"V1#restful#eyJhbGciOiJIUzI1NiIsInR5cCI6IkpXVCJ9.eyJpZCI6NzQ5LCJ1c2VybmFtZSI6InRlc3QiLCJtYW5hZ2VyIjoiIiwiYXBwaWQiOiJyZXN0ZnVsIiwiaWF0IjoxNTc5NDQ5ODQxLCJleHAiOjE1ODAwNTQ2NDF9.n2-830zbhrEh6OAxn4K_yYtg5pqfmjpZAjoQXgtcuts","user_info":{"nickname":"test","username":"test","id":"749"}}






	以POST x-www-form-urlencoded方式登陆




curl http://127.0.0.1:9080/apisix/plugin/wolf-rbac/login -i \
-H "Content-Type: application/x-www-form-urlencoded" \
-d 'appid=restful&username=test&password=user-password'








使用获取到的 token 进行请求尝试


	缺少 token




curl http://127.0.0.1:9080/ -H"Host: www.baidu.com" -i

HTTP/1.1 401 Unauthorized
...
{"message":"Missing rbac token in request"}






	token 放到请求头(Authorization)中：




curl http://127.0.0.1:9080/ -H"Host: www.baidu.com" \
-H 'Authorization: V1#restful#eyJhbGciOiJIUzI1NiIsInR5cCI6IkpXVCJ9.eyJpZCI6NzQ5LCJ1c2VybmFtZSI6InRlc3QiLCJtYW5hZ2VyIjoiIiwiYXBwaWQiOiJyZXN0ZnVsIiwiaWF0IjoxNTc5NDQ5ODQxLCJleHAiOjE1ODAwNTQ2NDF9.n2-830zbhrEh6OAxn4K_yYtg5pqfmjpZAjoQXgtcuts' -i

HTTP/1.1 200 OK

<!DOCTYPE html>






	token 放到请求头(x-rbac-token)中：




curl http://127.0.0.1:9080/ -H"Host: www.baidu.com" \
-H 'x-rbac-token: V1#restful#eyJhbGciOiJIUzI1NiIsInR5cCI6IkpXVCJ9.eyJpZCI6NzQ5LCJ1c2VybmFtZSI6InRlc3QiLCJtYW5hZ2VyIjoiIiwiYXBwaWQiOiJyZXN0ZnVsIiwiaWF0IjoxNTc5NDQ5ODQxLCJleHAiOjE1ODAwNTQ2NDF9.n2-830zbhrEh6OAxn4K_yYtg5pqfmjpZAjoQXgtcuts' -i


HTTP/1.1 200 OK

<!DOCTYPE html>






	token 放到请求参数中：




curl 'http://127.0.0.1:9080?rbac_token=V1%23restful%23eyJhbGciOiJIUzI1NiIsInR5cCI6IkpXVCJ9.eyJpZCI6NzQ5LCJ1c2VybmFtZSI6InRlc3QiLCJtYW5hZ2VyIjoiIiwiYXBwaWQiOiJyZXN0ZnVsIiwiaWF0IjoxNTc5NDQ5ODQxLCJleHAiOjE1ODAwNTQ2NDF9.n2-830zbhrEh6OAxn4K_yYtg5pqfmjpZAjoQXgtcuts' -H"Host: www.baidu.com" -i


HTTP/1.1 200 OK

<!DOCTYPE html>






	token 放到 cookie 中：




curl http://127.0.0.1:9080 -H"Host: www.baidu.com" \
--cookie x-rbac-token=V1#restful#eyJhbGciOiJIUzI1NiIsInR5cCI6IkpXVCJ9.eyJpZCI6NzQ5LCJ1c2VybmFtZSI6InRlc3QiLCJtYW5hZ2VyIjoiIiwiYXBwaWQiOiJyZXN0ZnVsIiwiaWF0IjoxNTc5NDQ5ODQxLCJleHAiOjE1ODAwNTQ2NDF9.n2-830zbhrEh6OAxn4K_yYtg5pqfmjpZAjoQXgtcuts -i


HTTP/1.1 200 OK

<!DOCTYPE html>








获取 RBAC 用户信息

curl http://127.0.0.1:9080/apisix/plugin/wolf-rbac/user_info \
--cookie x-rbac-token=V1#restful#eyJhbGciOiJIUzI1NiIsInR5cCI6IkpXVCJ9.eyJpZCI6NzQ5LCJ1c2VybmFtZSI6InRlc3QiLCJtYW5hZ2VyIjoiIiwiYXBwaWQiOiJyZXN0ZnVsIiwiaWF0IjoxNTc5NDQ5ODQxLCJleHAiOjE1ODAwNTQ2NDF9.n2-830zbhrEh6OAxn4K_yYtg5pqfmjpZAjoQXgtcuts -i


HTTP/1.1 200 OK
{
    "user_info":{
        "nickname":"test",
        "lastLogin":1582816780,
        "id":749,
        "username":"test",
        "appIDs":["restful"],
        "manager":"none",
        "permissions":{"USER_LIST":true},
        "profile":null,
        "roles":{},
        "createTime":1578820506,
        "email":""
    }
}








修改 RBAC 用户密码

curl http://127.0.0.1:9080/apisix/plugin/wolf-rbac/change_pwd \
-H "Content-Type: application/json" \
--cookie x-rbac-token=V1#restful#eyJhbGciOiJIUzI1NiIsInR5cCI6IkpXVCJ9.eyJpZCI6NzQ5LCJ1c2VybmFtZSI6InRlc3QiLCJtYW5hZ2VyIjoiIiwiYXBwaWQiOiJyZXN0ZnVsIiwiaWF0IjoxNTc5NDQ5ODQxLCJleHAiOjE1ODAwNTQ2NDF9.n2-830zbhrEh6OAxn4K_yYtg5pqfmjpZAjoQXgtcuts -i \
-X PUT -d '{"oldPassword": "old password", "newPassword": "new password"}'


HTTP/1.1 200 OK
{"message":"success to change password"}










禁用插件

当你想去掉 rbac-wolf 插件的时候，很简单，在routes中的插件配置中把对应的 插件 配置删除即可，无须重启服务，即刻生效：

curl http://127.0.0.1:9080/apisix/admin/routes/1  -H 'X-API-KEY: edd1c9f034335f136f87ad84b625c8f1' -X PUT -d '
{
    "methods": ["GET"],
    "uri": "/*",
    "plugins": {
    },
    "upstream": {
        "type": "roundrobin",
        "nodes": {
            "www.baidu.com:80": 1
        }
    }
}'
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名字

zipkin(https://github.com/openzipkin/zipkin) 是一个开源的服务跟踪插件。

它还可以在 “Apache SkyWalking” 上运行，支持 Zipkin v1/v2 格式。




属性

| 名称         | 类型   | 必选项 | 默认值   | 有效值       | 描述                                                                 |
| ———— | —— | —— | ——– | ———— | ——————————————————————– |
| endpoint     | string | 必须   |          |              | Zipkin 的 http 节点，例如http://127.0.0.1:9411/api/v2/spans。      |
| sample_ratio | number | 必须   |          | [0.00001, 1] | 监听的比例                                                           |
| service_name | string | 可选   | “APISIX” |              | 标记当前服务的名称                                                   |
| server_addr  | string | 可选   |          |              | 标记当前 APISIX 实例的IP地址，默认值是 nginx 的内置变量server_addr |




如何启用

下面是一个示例，在指定的 route 上开启了 zipkin 插件:

curl http://127.0.0.1:9080/apisix/admin/routes/1  -H 'X-API-KEY: edd1c9f034335f136f87ad84b625c8f1' -X PUT -d '
{
    "methods": ["GET"],
    "uri": "/index.html",
    "plugins": {
        "zipkin": {
            "endpoint": "http://127.0.0.1:9411/api/v2/spans",
            "sample_ratio": 1,
            "service_name": "APISIX-IN-SG",
            "server_addr": "192.168.3.50"
        }
    },
    "upstream": {
        "type": "roundrobin",
        "nodes": {
            "39.97.63.215:80": 1
        }
    }
}'





你可以使用浏览器打开 dashboard：http://127.0.0.1:9080/apisix/dashboard/，通过 web 界面来完成上面的操作，先增加一个 route：

[image: ../../_images/zipkin-11.png]

然后在 route 页面中添加 zipkin 插件：

[image: ../../_images/zipkin-21.png]




测试插件


运行 Zipkin 实例

e.g. 用docker:

sudo docker run -d -p 9411:9411 openzipkin/zipkin





测试示例:

$ curl http://127.0.0.1:9080/index.html
HTTP/1.1 200 OK
...





打开浏览器，访问 Zipkin 的 web 页面：

http://127.0.0.1:9411/zipkin





[image: ../../_images/zipkin-11.jpg]

[image: ../../_images/zipkin-21.jpg]






禁用插件

当你想去掉插件的时候，很简单，在插件的配置中把对应的 json 配置删除即可，无须重启服务，即刻生效：

$ curl http://127.0.0.1:2379/v2/keys/apisix/routes/1 -H 'X-API-KEY: edd1c9f034335f136f87ad84b625c8f1' -X PUT -d value='
{
    "methods": ["GET"],
    "uri": "/index.html",
    "plugins": {
    },
    "upstream": {
        "type": "roundrobin",
        "nodes": {
            "39.97.63.215:80": 1
        }
    }
}'





现在就已经移除了 Zipkin 插件了。其他插件的开启和移除也是同样的方法。




上游服务是Golang的示例代码

func GetTracer(serviceName string, port int, enpoitUrl string, rate float64) *zipkin.Tracer {
    // create a reporter to be used by the tracer
    reporter := httpreporter.NewReporter(enpoitUrl)
    // set-up the local endpoint for our service host is  ip:host

    thisip, _ := GetLocalIP()

    host := fmt.Sprintf("%s:%d", thisip, port)
    endpoint, _ := zipkin.NewEndpoint(serviceName, host)
    // set-up our sampling strategy
    sampler, _ := zipkin.NewCountingSampler(rate)
    // initialize the tracer
    tracer, _ := zipkin.NewTracer(
        reporter,
        zipkin.WithLocalEndpoint(endpoint),
        zipkin.WithSampler(sampler),
    )
    return tracer
}

func main(){
    r := gin.Default()

    tracer := GetTracer(...)

    // use middleware to extract parentID from http header that injected by APISIX
    r.Use(func(c *gin.Context) {
        span := this.Tracer.Extract(b3.ExtractHTTP(c.Request))
        childSpan := this.Tracer.StartSpan(spanName, zipkin.Parent(span))
        defer childSpan.Finish()
        c.Next()
    })

}
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